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Who Should Read This Guide

Welcome

Topics
¢ Who Should Read This Guide (p. 1)
« Reader Feedback (p. 2)
¢ How This Guide Is Organized (p. 2)
¢ Amazon EC2 Resources (p. 2)

This is the Amazon Elastic Compute Cloud API Reference Guide. This section describes who should
read this guide, how the guide is organized, and other resources related to Amazon Elastic Compute
Cloud.

The Amazon Elastic Compute Cloud is occasionally referred to within this guide as simply "Amazon
EC2"; all copyrights and legal protections still apply.

Who Should Read This Guide

This guide is for programmers that need detailed information about the Amazon EC2 SOAP and Query
APIs.

Required Knowledge and Skills

Use of this guide assumes you are familiar with the following:

¢ XML (For an overview, go to the W3 Schools XML Tutorial)

¢ Basic understanding of web services (go to W3 Schools Web Services Tutorial)
¢ Query or SOAP

¢ One or more programming languages

You should also have worked through the Amazon Elastic Compute Cloud Getting Started Guide, set
up your development environment, and have a general understanding of the service. Additionally,
you should refer to the Amazon Elastic Compute Cloud Developer Guide for high level concepts and
examples of how to use major Amazon EC2 features.

API Version 2009-08-15
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Reader Feedback

Reader Feedback

The online version of this guide provides a link at the top of each page that enables you to enter
feedback about this guide. We strive to make our guides as complete, error free, and easy to read as
possible. You can help by giving us feedback. Thank you in advance!

Docurnentation Feedback e

Welcome

How This Guide Is Organized

This guide is organized into several major sections described in the following table.

Information
Overview of the APIs and conventions.

Comprehensive reference to the
SOAP APIs.

Comprehensive reference to the Query
APlIs.

Comprehensive reference to the
SOAP data types.

Error code information.
Amazon EC2 terms.

Typographic and symbol conventions.

Relevant Sections
API Overview (p. 5)

Amazon EC2 SOAP API (p. 144)

Amazon EC2 Query API (p. 8)

Data Types (p. 297)

API Error Codes (p. 408)
Glossary (p. 413)

Document Conventions (p. 416)

Amazon EC2 Resources

The following table lists related resources that you'll find useful as you work with this service.

Resource

Amazon Elastic Compute Cloud
Getting Started Guide

Amazon Elastic Compute Cloud User
Guide

Amazon Elastic Compute Cloud
Developer Guide

Amazon Elastic Compute Cloud
Command Line Reference

Description

The Getting Started Guide provides a quick tutorial of
the service based on a simple use case. Examples and
instructions are included.

The Console and Command Line User Guide provides
conceptual information about Amazon EC2 and describes
how to use Amazon EC2 features using the AWS
Management Console and command line tools.

The Developer Guide provides conceptual information
about Amazon EC2 and describes how to use Amazon EC2
features using the SOAP and Query APIs.

The Command Line Tools Reference contains a
comprehensive description of all the command line tools
and their options.

API Version 2009-08-15

2


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/CommandLineReference/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/CommandLineReference/

Amazon Elastic Compute Cloud API Reference
Amazon EC2 Resources

Resource

Amazon EC2 Technical FAQ

Amazon EC2 Release Notes

AWS Developer Resource Center

AWS Management Console

Discussion Forums

AWS Support Center

AWS Premium Support Information

Amazon EC2 Product Information

Form for questions related to your
AWS account: Contact Us

Conditions of Use

Description

The FAQ covers the top questions developers have asked
about this product.

The Release Notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

A central starting point to find documentation, code
samples, release notes, and other information to help you
build innovative applications with AWS.

The console allows you to perform most of the functions
of Amazon EC2 and other AWS products without
programming.

A community-based forum for developers to discuss
technical questions related to Amazon Web Services.

The home page for AWS Technical Support, including
access to our Developer Forums, Technical FAQs, Service
Status page, and AWS Premium Support (if you are
subscribed to this program).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to
help you build and run applications on AWS Infrastructure
Services.

The primary web page for information about Amazon EC2.

This form is only for account questions. For technical
questions, use the Discussion Forums.

Detailed information about the copyright and trademark
usage at Amazon.com and other topics.

API Version 2009-08-15
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What's New

This What's New is associated with the 2009-08-15 release of Amazon EC2. This guide was last
updated on November 10, 2009.

The following table describes the important changes since the last release of the Amazon EC2

documentation set.

Change

High-Memory
Instance Types

Consolidation of
Windows AMIs

Shared Snapshots

Description Release
Date

Amazon EC2 now supports High-Memory instance types. 26 October

Instances of this family offer large memory sizes for high 2009

throughput applications, including database and memory
caching applications.

Amazon EC2 no longer differentiates between Amazon 1 October
EC2 running Windows and Amazon EC2 running Windows 2009

with Authentication Services. New and existing Windows

instances can now run Authentication Services, such as

LDAP and Kerberos, at no additional charge. Additionally,

any currently running Windows with Authentication Services

instances are now charged the same price as Windows

instances.

Existing Windows AMIs will be removed starting October 15.
If you need the current version of a Windows AMI, please
rebundle it as described in the Amazon Elastic Compute
Cloud Developer Guide.

Amazon EC2 now supports shared snapshots, which 15
enables users to launch Amazon EBS volumes from your September
snapshots. Using shared snapshots, you can grant access to | 2009
specific users or make your snapshots public.
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APl Overview

Topics
¢ API Actions (p. 5)
¢ Data Types and the Amazon EC2 WSDL (p. 5)
¢ API Versioning (p. 6)
¢ Available Libraries (p. 7)

Amazon EC2 provides two APIs: SOAP and Query.

This section discusses the operations available in the Amazon EC2 APIs, their semantics, and their
required parameters. Examples of requests and responses are also provided.

i Note

The same XML body is returned in both the Query APl and SOAP API.

For detailed information about Amazon EC2 features and their associated APIs, refer to the
Amazon Elastic Compute Cloud Developer Guide.

APl Actions

Actions encapsulate the possible interactions with Amazon EC2. These can be viewed as remote
procedure calls and consist of a request and response message pair. Requests must be signed,
allowing Amazon EC2 to authenticate them. For clarity, the sample requests and responses illustrating
each of the operations described in this reference are not signed.

Data Types and the Amazon EC2 WSDL

The current version of the Amazon EC2 WSDL is available at: http://ec2.amazonaws.com/
doc/2009-08-15/AmazonEC2.wsdl. Some libraries can generate code directly from the WSDL. Other
libraries require a little more work on your part.

Values provided as parameters to the various operations must be of the indicated type. Standard XSD
types (like st ri ng, bool ean, i nt) are prefixed with xsd: . Complex types defined by the Amazon
EC2 WSDL are prefixed with ec2: .

API Version 2009-08-15
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Parameters that consist of lists of information are defined within our WSDL to require <info> tags
around each member. Throughout the API, type references for parameters that accept such a list of
values are specified using the notation t ype[] The type referred to in these instances is the type
nested within the <info> tag (for Amazon EC2 types this is defined in the WSDL).

For example, the <i magesSet > element in the following XML snippet is of type xsd: string[].

<i magesSet >
<itenp
<i magel d>ani - 61a54008</ i nagel d>
<litenr
<itenp
<i magel d>anmi - 61b54608</ i nagel d>
<litenpr
</ i magesSet >

The <i nst ancesSet > element in the following XML snippet is of type xsd: string[].

<i nst ancesSet >
<itenpr
<i magel d>ani - 60a54009</ i nagel d>
<m nCount >10</ m nCount >
<maxCount >30</ maxCount >
</itemp
<itenpr
<i magel d>ani - 60b54209</ i nagel d>
<m nCount >5</ m nCount >
<maxCount >20</ maxCount >
</itemp
</i nstancesSet >

API Versioning

Because features and changes can introduce incompatible API changes, all Amazon EC2 API updates
are versioned. By including a version in the request, clients receive responses they can process.

Each API revision is assigned a version in date form (the current API version is 2009- 08- 15). This
version is included in the request as part of the document namespace when using our SOAP API and
as a Ver si on parameter when using our Query API. The response that Amazon EC2 returns honors
the version included in the request.

SOARP clients that retrieve the Amazon EC2 WSDL at runtime and generate their requests dynamically
using that WSDL should reference the WSDL for the version of the API that the client was developed
against. This ensures that the client software continues to work even if backward incompatible API
changes are introduced. The WSDL for each supported API version is available from the following URI:

http://ec2. amazonaws. cont doc/ <api - ver si on>/ AmazonEC2. wsdl
The WSDL for latest version of our API is available from the following URI:
http://ec2. amazonaws. conf doc/ 2009- 08- 15/ AmazonEC2. wsdl

ir Note

The WSDL should be treated as a moving target as it will always map to the latest release
of the Amazon EC2 SOAP API. If your software depends on retrieving the WSDL at runtime,
we strongly recommend you reference the specific version of the WSDL you are developing
against.

API Version 2009-08-15
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Available Libraries

AWS provides libraries, sample code, tutorials, and other resources for software developers who
prefer to build applications using language-specific APls instead of SOAP and Query. These libraries
provide basic functions (not included in the APIs), such as request authentication, request retries, and
error handling so that it is easier to get started. Libraries and resources are available for the following
languages:

e Java
« PHP
¢ Ruby
¢ Windows and .NET

For libraries and sample code in all languages, go to Sample Code & Libraries.

API Version 2009-08-15
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Amazon EC2 Query API

Topics

Common Query Parameters (p. 9)
List of Query Operations by Function (p. 10)
AllocateAddress (p. 13)
AssociateAddress (p. 15)
AttachVolume (p. 17)
AuthorizeSecurityGrouplngress (p. 20)
Bundlelnstance (p. 23)
CancelBundleTask (p. 28)
ConfirmProductinstance (p. 32)
CreateKeyPair (p. 34)
CreateSecurityGroup (p. 36)
CreateSnapshot (p. 38)
CreateVolume (p. 41)
DeleteKeyPair (p. 44)
DeleteSecurityGroup (p. 46)
DeleteSnapshot (p. 48)
DeleteVolume (p. 50)
Deregisterimage (p. 52)
DescribeAddresses (p. 54)
DescribeAvailabilityZones (p. 56)
DescribeBundleTasks (p. 59)
DescribelmageAttribute (p. 63)
Describelmages (p. 67)
Describelnstances (p. 71)
DescribeKeyPairs (p. 78)
DescribeRegions (p. 80)
DescribeReservedinstances (p. 82)
DescribeReservedinstancesOfferings (p. 85)
DescribeSecurityGroups (p. 88)
DescribeSnapshotAttribute (p. 92)
DescribeSnapshots (p. 94)

API Version 2009-08-15
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DescribeVolumes (p. 97)
DetachVolume (p. 100)
DisassociateAddress (p. 103)
GetConsoleOutput (p. 105)
GetPasswordData (p. 107)
ModifylmageAttribute (p. 109)
ModifySnapshotAttribute (p. 111)
MonitorIinstances (p. 113)
PurchaseReservedinstancesOffering (p. 115)
RebootInstances (p. 117)
Registerimage (p. 119)
ReleaseAddress (p. 121)
ResetimageAttribute (p. 123)
ResetSnapshotAttribute (p. 125)
RevokeSecurityGrouplngress (p. 127)
Runinstances (p. 130)

Terminatelnstances (p. 139)

¢ Unmonitorinstances (p. 142)

Common Query Parameters

All Query operations share a set of common parameters that must be present in each call.

Name

Action

Ver si on

AWBAccessKeyl d

Ti mest anp

Expires

Si gnature

Description

Indicates the action to perform.
Example: Runl nst ances

The API version to use, as specified in the WSDL.
Example: 2009- 08- 15

The Access Key ID for the request sender. This
identifies the account which will be charged for usage
of the service. The account with which the Access Key
ID is associated must be signed up for Amazon EC2, or
requests will not be accepted.

AKlI ADQKE4SARGYLE

The date and time at which the request is signed,
in the format YYYY-MM-DDThh:mm:ssZ. For more
information, go to ISO 8601.

Example: 2006- 07- 07T15: 04: 56Z

The date and time at which the signature included
in the request expires, in the format YYYY-MM-
DDThh:mm:ssZ.

Example: 2006- 07- 07T15: 04: 56Z

The request signature. For more information, go to the
Amazon Elastic Compute Cloud Developer Guide.

Example: Qnpl 4Qk/ 7t | NHzf XCi T7VbBat DA=

Required

Yes

Yes

Yes

Yes

Yes

Yes

API Version 2009-08-15
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Name Description Required

Si gnat ur eMet hod The hash algorithm you use to create the request Yes
signature. Valid values: Hrac SHA256 | Hrac SHAL. For
more information, go to the Amazon Elastic Compute
Cloud Developer Guide.

Example: Hrac SHA256

Si gnat ur eVer si on The signature version you use to sign the request. Set Yes
this value to 2. For more information, go to the Amazon
Elastic Compute Cloud Developer Guide.

Example: 2

. Note

The Ti nest anp parameter can be used instead of Expi r es. Requests must include either
Ti mest anp or Expi r es, but cannot contain both.

Parameter values must be URL-encoded. This is true for any Query parameter passed to Amazon EC2
and is typically necessary in the Si gnat ur e parameter. Some clients do this automatically, but this is
not the norm.

List of Query Operations by Function

Amazon DevPay

¢ ConfirmProductinstance (p. 32)

AMls

¢ Deregisterimage (p. 52)

¢ DescribelmageAttribute (p. 63)
¢ Describelmages (p. 67)

« ModifylmageAttribute (p. 109)

Availability Zones and Regions

¢ DescribeAvailabilityZones (p. 56)
* DescribeRegions (p. 80)

Elastic Block Store

e AttachVolume (p. 17)

¢ CreateSnapshot (p. 38)

¢ CreateVolume (p. 41)

¢ DeleteSnapshot (p. 48)

¢ DeleteVolume (p. 50)

¢ DescribeSnapshotAttribute (p. 92)
¢ DescribeSnapshots (p. 94)

API Version 2009-08-15
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List of Query Operations by Function

¢ DescribeVolumes (p. 97)

¢ DetachVolume (p. 100)

¢ ModifySnapshotAttribute (p. 111)
¢ ResetSnapshotAttribute (p. 125)

Elastic IP Addresses

¢ AllocateAddress (p. 13)

¢ AssociateAddress (p. 15)

¢ DescribeAddresses (p. 54)

¢ DisassociateAddress (p. 103)
¢ ReleaseAddress (p. 121)

General

¢ GetConsoleOutput (p. 105)

Images

¢ Registerimage (p. 119)
« ResetlmageAttribute (p. 123)

Instances

¢ Describelnstances (p. 71)

¢ RebootInstances (p. 117)

¢ RunlInstances (p. 130)

e Terminatelnstances (p. 139)

Key Pairs

¢ CreateKeyPair (p. 34)
¢ DeleteKeyPair (p. 44)
¢ DescribeKeyPairs (p. 78)

Monitoring

¢ MonitorInstances (p. 113)
¢ Unmonitorinstances (p. 142)

Reserved Instances

¢ DescribeReservedinstances (p. 82)
¢ DescribeReservedinstancesOfferings (p. 85)
¢ PurchaseReservedinstancesOffering (p. 115)

Security Groups

¢ AuthorizeSecurityGrouplngress (p. 20)

API Version 2009-08-15
11



Amazon Elastic Compute Cloud API Reference
List of Query Operations by Function

¢ CreateSecurityGroup (p. 36)

¢ DeleteSecurityGroup (p. 46)

¢ DescribeSecurityGroups (p. 88)

¢ RevokeSecurityGrouplngress (p. 127)

Windows

¢ Bundlelnstance (p. 23)

¢ CancelBundleTask (p. 28)

¢ DescribeBundleTasks (p. 59)
¢ GetPasswordData (p. 107)

API Version 2009-08-15
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AllocateAddress

AllocateAddress

Description

Acquires an elastic IP address for use with your account.

Request Parameters

The Al | ocat eAddr ess operation does not have any request parameters.
Response Elements

Name Description

Al 'l ocat eAddr essResponseTypAl | ocat eAddr essResponseType element.
Type: AllocateAddressResponseType (p. 302)
Ancestor: None
Children: request 1 d, publiclp

requestlid The ID of the request.
Type: xsd:string
Ancestor: Al | ocat eAddr essResponseType
Children: None

publiclp IP address for use with your account.
Type: xsd:string
Ancestor: Al | ocat eAddr essResponseType
Children: None

Examples

Example Request

This example returns an elastic IP address for use with the account.

https://ec2. amazonaws. com ?Act i on=Al | ocat eAddr ess&Aut hPar ans

Example Response

<Al | ocat eAddr essResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ "
<publ i cl p>67. 202. 55. 255</ publ i cl p>
</ Al | ocat eAddr essResponse>

Related Operations

¢ DescribeAddresses (p. 54)

¢ ReleaseAddress (p. 121)

¢ AssociateAddress (p. 15)

¢ DisassociateAddress (p. 103)

API Version 2009-08-15
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AssociateAddress

AssociateAddress

Description

Associates an elastic IP address with an instance. If the IP address is currently assigned to another
instance, the IP address is assigned to the new instance. This is an idempotent operation. If you enter
it more than once, Amazon EC2 does not return an error.

Request Parameters

Name

Publiclp

I nstancel d

Description Required
IP address that you are assigning to the instance. Yes
Type: String

Default: None

The instance to associate with the IP address. Yes
Type: String

Default: None

Response Elements

Name

Description

Associ at eAddr essResponseTypssoci at eAddr essResponseType element.

requestlid

return

Examples

Example Request

Type: AssociateAddressResponseType (p. 302)
Ancestor: None
Children: request 1 d, return

The ID of the request.

Type: xsd:string

Ancestor: Associ at eAddr essResponseType
Children: None

Returns

Type: xsd:boolean

Ancestor: Associ at eAddr essResponseType
Children: None

This example associates an IP address with an instance.

https://ec2. amazonaws. conl ?Act i on=Associ at eAddr ess
&l nst ancel d=i - 2ea64347
&Publ i cl p=67. 202. 55. 255

&Aut hPar ans

API Version 2009-08-15
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Example Response

<Associ at eAddr essResponse xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ ">
<return>true</return>
</ Associ at eAddr essResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ DescribeAddresses (p. 54)

¢ ReleaseAddress (p. 121)

¢ DisassociateAddress (p. 103)
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AttachVolume

Description

Attaches an Amazon EBS volume to a running instance and exposes it as the specified device.

r Note

Windows instances currently support devices xvda through xvdp. Devices xvda and xvdb

are reserved by the operating system, xvdc is assigned to drive C:\, and, depending on the
instance type, devices xvdd through xvde might be reserved by the instance stores. Any
device that is not reserved can be attached to an Amazon EBS volume. For a list of devices
that are reserved by the instance stores, go to the Amazon Elastic Compute Cloud Developer
Guide.

Request Parameters

Name Description Required

Vol urel d The ID of the Amazon EBS volume. The volume and Yes
instance must be within the same Availability Zone and
the instance must be running.

Type: String
Default: None

I nstancel d The ID of the instance to which the volume attaches. Yes
The volume and instance must be within the same
Availability Zone and the instance must be running.

Type: String
Default: None

Devi ce Specifies how the device is exposed to the instance Yes
(e.q., /dev/sdh).

Type: String
Default: None

Response Elements

Name Description

At t achVol uneResponseType @ Att achVol uneResponseType element.
Type: AttachVolumeResponseType (p. 304)
Ancestor: None

Children: r equest |1 d, vol unel d, i nst ancel d, devi ce,
status, and attachTi ne

requestl!d The ID of the request.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

API Version 2009-08-15
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Examples
Name Description
vol urel d The ID of the volume.

Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

devi ce The device as it is exposed to the instance.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

st at us Volume state (e.g.,
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

attachTi me Time stamp when the attachment was initiated.
Type: xsd:dateTime
Ancestor: At t achVol uneResponseType
Children: None

Examples

Example Request

This example attaches volume vol - 4d826724 to instance i - 6058a509 and exposes it as / dev/ sdh.
For information on standard storage locations, go to the Amazon Elastic Compute Cloud Developer
Guide.

https://ec2. amazonaws. com ?Act i on=At t achVol ume&Vol unel d=vol - 4d826724
&l nst ancel d=i - 6058a509
&Devi ce=/ dev/ sdh&Aut hPar ans

Example Response

<Att achVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>at t achi ng</ st at us>
<attachTi ne>2008- 05- 07T11: 51: 50. 000Z</ att achTi me>
</ At t achVol uneResponse>

Related Operations

¢ CreateVolume (p. 41)
¢ DeleteVolume (p. 50)

API Version 2009-08-15
18


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/

Amazon Elastic Compute Cloud API Reference
Related Operations

¢ DescribeVolumes (p. 97)
¢ DetachVolume (p. 100)
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AuthorizeSecurityGrouplingress

AuthorizeSecurityGrouplngress

Description

Adds permissions to a security group.

Permissions are specified by the IP protocol (TCP, UDP or ICMP), the source of the request (by IP
range or an Amazon EC2 user-group pair), the source and destination port ranges (for TCP and UDP),
and the ICMP codes and types (for ICMP). When authorizing ICMP, - 1 can be used as a wildcard in
the type and code fields.

Permission changes are propagated to instances within the security group as quickly as possible.
However, depending on the number of instances, a small delay might occur.

When authorizing a user/group pair permission, Gr oupNane, Sour ceSecur i t yG oupNane and
Sour ceSecuri t yGr oupOaner | d must be specified. When authorizing a CIDR IP permission,
G oupNane, | pProt ocol , FronPort, ToPort and C dr | p must be specified.

Request Parameters

Name Description Required

User | d AWS Access Key ID. Yes
Type: String
Default: None

G oupNane Name of the group to modify. The name must be valid Yes
and belong to the account

Type: String
Default: None

| pPr ot ocol IP protocol. Yes
Type: String
Valid Values: tcp |udp | i crp
Default: None

FronPor t Start of port range for the TCP and UDP protocols, Yes
or an ICMP type number. An ICMP type number of -1
indicates a wildcard (i.e., any ICMP type number).

Type: Integer
Default: None

ToPort End of port range for the TCP and UDP protocols, or Yes
an ICMP code. An ICMP code of -1 indicates a wildcard
(i.e., any ICMP code).

Type: Integer
Default: None

Sour ceSecuri t yG oupOmnéYW8 User ID of an account. Cannot be used when Yes
specifying a CIDR IP address.

Type: String
Default: None

API Version 2009-08-15
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Response Elements

Name Description Required

Sour ceSecuri t yGr oupNam®Name of the security group. Cannot be used when Yes
specifying a CIDR IP address.

Type: String
Default: None

Cidrilp CIDR range. Yes
Type: String
Default: None
Constraints: Valid CIDR IP address range.

Response Elements

Name Description

Aut hori zeSecuri t yGroupl ngr AeesResppaSedypet yG oupl ngr essResponseType element.
Type: AuthorizeSecurityGrouplngressResponseType (p. 306)
Ancestor: None
Children: request I d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Aut hori zeSecur it yG oupl ngr essResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Aut hori zeSecurit yG oupl ngr essResponseType
Children: None

Examples

Example Request

This example grants TCP port 80 access from the 205.192.0.0/16 address range to the websr v
security group.

https://ec2. amazonaws. com ?

Acti on=Aut hori zeSecuri t yG oupl ngr ess&G oupNane=websr v
&l pProtocol =tcp

&Fr omPor t =80

&ToPort =80

&Ci dr | p=205. 192. 0. 0/ 16

&Aut hPar ans

Example Response

<Aut hori zeSecurityG oupl ngressResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Aut hori zeSecurityG oupl ngr essResponse>
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Related Operations

Related Operations

CreateSecurityGroup (p. 36)

DescribeSecurityGroups (p. 88)
RevokeSecurityGrouplngress (p. 127)

DeleteSecurityGroup (p. 46)
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Bundlelnstance

Bundlelnstance

Description

Bundles the Windows instance. This procedure is not applicable for Linux and UNIX instances. For
more information, go to the Amazon Elastic Compute Cloud Developer Guide or Amazon Elastic
Compute Cloud Getting Started Guide.

e Note

During bundling, only the root store (C:\) is bundled. Data on other instance stores is not
preserved.

Request Parameters

Name

I nstancel d

St or age. S3

St or age. S3

St or age. S3

St or age. S3

St or age. S3

. Bucket

.Prefix

Description

The ID of the instance to bundle.
Type: String
Default: None

The bucket in which to store the AMI. You can specify
a bucket that you already own or a new bucket that
Amazon EC2 creates on your behalf. If you specify a
bucket that belongs to someone else, Amazon EC2
returns an error.

Type: String
Default: None

Specifies the beginning of the file name of the AMI.
Type: String
Default: None

. AWBAccessKeylhag Access Key ID of the owner of the Amazon S3

bucket.
Type: String
Default: None

. Upl oadPol i ¢cyA Base64-encoded Amazon S3 upload policy that gives

Amazon EC2 permission to upload items into Amazon
S3 on the user's behalf.

Type: String
Default: None

. Upl oadPol i cyrBiegsighatuee of the Base64 encoded JSON document.

Type: String
Default: None

JSON Parameters

The upload policy gives Amazon EC2 limited permission to upload items into your Amazon S3
bucket. The following table describes the required parameters for the upload policy JSON document.

Required

Yes

Yes

Yes

Yes

Yes

Yes
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Parameter names are case sensitive. For more information about upload policies and how to sign
them, go to the Amazon Elastic Compute Cloud Developer Guide.

Name Description Required

expiration The expiration of the policy. We recommend 12 Yes
hours or longer.

condi tions A list of restrictions on what can be uploaded to Yes
Amazon S3. Must contain the bucket and ACL
conditions in this table.

bucket The bucket to store the AMI. Yes

acl This must be set to ec2-bundle-read. Yes

Response Elements

Name Description

Bundl el nst anceResponseTypeBundl el nst anceResponseType element.
Type: BundlelnstanceResponseType (p. 310)
Ancestor: None
Children: r equest | d, bundl el nst anceTask

requestlid The ID of the request.
Type: xsd:string
Ancestor: Bundl el nst anceResponseType
Children: None

bundl el nst anceTask Bundle task.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: Bundl el nst anceResponseType

Children: i nst ancel d, bundl el d, st at e, start Ti ne,
updat eTi e, st or age, progress, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng-f or - shut down | stori ng |
canceling|conplete|failed
Ancestor: bundl el nst anceTask
Children: None
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Response Elements

Name

startTine

updat eTi e

st or age

S3

bucket

prefix

awsAccessKeyl d

upl oadPol i cy

upl oadPol i cySi gnat ure

Description

The time this task started.

Type: xsd:dateTime

Ancestor: bundl el nst anceTask
Children: None

The time of the most recent update for the task.
Type: xsd:dateTime

Ancestor: bundl el nst anceTask

Children: None

Amazon S3 storage locations.

Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: bundl el nst anceTask

Children: S3

Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ur e

The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

Specifies the beginning of the file name of the AMI.
Type: xsd:string

Ancestor: S3

Children: None

The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string

Ancestor: S3

Children: None

A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

The signature of the Base64 encoded JSON document.
Type: xsd:string

Ancestor: S3

Children: None

API Version 2009-08-15
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Examples
Name Description
progr ess The level of task completion, in percent (e.g., 20%).

Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

error If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: bundl el nst anceTask
Children: code, nessage

code Error code.
Type: xsd:string
Ancestor: err or
Children: None

message Error message.
Type: xsd:string
Ancestor: err or
Children: None

Examples

Example Request

This example bundles the i - e468cd8d instance.

https://ec2. amazonaws. conl ?Act i on=Bundl el nst ance&! nst ancel d=-i - e468cd8d

&St or age. S3. AWBAccessKeyl d=10QWXFEV71ZS32XQFTR2

&St or age. S3. Bucket =ny- bucket

&St or age. S3. Pref i x=wi nam

&St or age. S3. Upl oadPol i cy=eyJl eHBpcnF0aWul j ogl j | wivDgt MDgt Mz BUVMDg6NDk6MDI al i wi Y29uZd 0aWducy
Y8DY8D

&St or age. S3. Upl oadPol i cySi gnat ur e=f h5t yyyQD8WICCEt hj 3nl G\t IMIBD

&Aut hPar ans

Example Response

<Bundl el nst anceResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<request | d>bun- cl1a540a8</ r equest | d>
<bundl el nst anceTask>
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- cla540a8</ bundl el d>
<st at e>bundl i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<progr ess>70%/ pr ogr ess>
<st or age>
<S3>
<bucket >my- bucket </ bucket >
<prefix>w nam </ prefix>
</ S3>
</ st or age>
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</ bundl el nst anceTask>
</ Bundl el nst anceResponse>

Related Operations

¢ CancelBundleTask (p. 28)
¢ DescribeBundleTasks (p. 59)
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CancelBundleTask

Description

Cancels an Amazon EC2 bundling operation. For more information on bundling instances, go to the
Amazon Elastic Compute Cloud Developer Guide or Amazon Elastic Compute Cloud Getting Started
Guide.

Request Parameters

Name Description Required
Bundl el d The ID of the bundle task to cancel. Yes
Type: String

Default: None

Response Elements

Name Description

Cancel Bundl eTaskResponseTy@ancel Bundl eTaskResponseType element.
Type: CancelBundleTaskResponseType (p. 314)
Ancestor: None
Children: r equest | d, bundl el nst anceTask

requestlid The ID of the request.
Type: xsd:string
Ancestor: Cancel Bundl eTaskResponseType
Children: None

bundl el nst anceTask Bundle task to cancel.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: Cancel Bundl eTaskResponseType

Children: i nst ancel d, bundl el d, st ate, start Ti ne,
updat eTi ne, st or age, progress, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None
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Name Description

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng- f or - shut down | stori ng |
canceling|conplete|failed
Ancestor: bundl el nst anceTask
Children: None

startTi me The time this task started.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

updat eTi me The time of the most recent update for the task.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: bundl el nst anceTask
Children: S3

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ur e

bucket The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

prefix Specifies the beginning of the file name of the AMI.
Type: xsd:string
Ancestor: S3
Children: None

awsAccessKeyl d The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string
Ancestor: S3
Children: None
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Examples
Name Description
upl oadPol i cy A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

upl oadPol i cySi gnat ure The signature of the Base64 encoded JSON document.
Type: xsd:string
Ancestor: S3
Children: None

progress The level of task completion, in percent (e.g., 20%).
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

error If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: bundl el nst anceTask
Children: code, nessage

code Error code.
Type: xsd:string
Ancestor: err or
Children: None

message Error message.
Type: xsd:string
Ancestor: err or
Children: None

Examples

Example Request

This example cancels the bun- cl a322b9 bundle task.

https://ec2. amazonaws. com ?Act i on=Cancel Bundl eTask&Bundl el d=bun-
cl a322b9&Aut hPar ans

Example Response

<Cancel Bundl eTaskResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<bundl el nst anceTask>
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- cl a322b9</ bundl el d>
<st at e>cancel i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<pr ogr ess>20%/ pr ogr ess>
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<st or age>
<S3>
<bucket >my- bucket </ bucket >
<prefix>my- new i mage</ prefix>
</ S3>
</ st or age>
</ bundl el nst anceTask>
</ Cancel Bundl eTaskResponse>

Related Operations

¢ Bundlelnstance (p. 23)
¢ DescribeBundleTasks (p. 59)
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ConfirmProductinstance

Description

Verifies whether a Amazon DevPay product code is associated with an instance. This can only be
executed by the owner of the AMI and is useful when an AMI owner wants to verify whether a user's
instance is eligible for support.

Request Parameters

Name Description Required

Pr oduct Code The product code to confirm. Yes
Type: String
Default: None

I nstancel d The instance to confirm. Yes
Type: String

Default: None

Response Elements

Name Description

Conf i r mPr oduct | nst anceRespGaekiTyper oduct | nst anceResponseType element.
Type: ConfirmProductinstanceResponseType (p. 315)
Ancestor: None
Children: r equest 1 d, r et ur n, and owner | d

requestlid The ID of the request.
Type: xsd:string
Ancestor: Conf i r nPr oduct | nst anceResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Conf i r nPr oduct | nst anceResponseType
Children: None

ownerld The instance owner's account ID. Only present if the product code
is attached to the instance.

Type: xsd:string
Ancestor: Conf i r nPr oduct | nst anceResponseType
Children: None

Examples

Example Request

This example describes the confirms the product code is associated with the instance.
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https://ec2. amazonaws. com ?
Acti on=Confi rnProduct | nst ance&Pr oduct Code=774FAFF8&I nst ancel d=i - 10a64379&Aut hPar ans

Example Response

<ConfirnProduct | nst anceResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ ">

<return>true</return>

<owner | d>254933287430</ owner | d>
</ Confi r mPr oduct | nst anceResponse>

Related Operations

¢ Describelnstances (p. 71)
¢ RunlInstances (p. 130)
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CreateKeyPair

Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is stored by Amazon
EC2 and the private key is displayed on the console. The private key is returned as an unencrypted
PEM encoded PKCS#8 private key. If a key with the specified nhame already exists, Amazon EC2
returns an error.

Request Parameters

Name Description Required
KeyNane A unique name for the key pair. Yes
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Response Elements

Name Description

Cr eat eKeyPai r ResponseType| Cr eat eKeyPai r ResponseType element.
Type: CreateKeyPairResponseType (p. 316)
Ancestor: None

Children: r equest | d, keyNane, keyFi nger pri nt, and
keyMat eri al

requestld The ID of the request.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

keyNane The key pair name provided in the original request.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

keyMat eri al An unencrypted PEM encoded RSA private key.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None
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Examples

Example Request

This example creates a key pair named gsg-keypair.

https://ec2. amazonaws. com ?Act i on=Cr eat eKeyPai r &KeyNane=gsg-
keypai r &Aut hPar ans

Example Response

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<keyNane>gsg- keypai r </ keyNane>

<keyFi ngerprint>1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f5: f 1: 6f </

keyFi nger pri nt >
<keyMaterial >----- BEG N RSA PRI VATE KEY---- -

M | EoQ BAAKCAQBULFg5uj Hrt nilj nut SuoCBXe56L1 T+HVBv/ xkaa39Est M3/ aFxTHgElI Q JLChp
HungX@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQ anl n3Z@8l FWIEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3Lp&Zy q/
ebl U qlgThHkLbCC2r 7RTn8vpQN47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LH U39S2sJCJ0Tr IJx5
i 8BygR4s3nmHKBj 81 +ePQxGLk GhF6R4y g6s ECmXn17 MRQVXCDNHZbAgVBAAECYgEAY1t si Usl wDl 5
91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ nmumrqgl oHO7t r Oor i HDRSK7WMEY/ YY5YKkc XNo7nmv UVD1pM
ZNUJs7r wWogZRTr f 7Lyl aJ58kCcyaj w8TsCAe4LPbFaHWS1d6K8r Xn6406WJWASF sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4Tzf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI ¢f 9dcLxVM7/ 6KxgJNFf ZcOXWe Uw77Jg8x922d0f VhHOUxX51 ZC+Uv SKV\B4dyf cl
t EBC3p9bbU9VGY YSVLCAI | b4qQKBgQDLI O24GXr | kswF32Yt BBMUVgLGOMIIh9H O9nKAc2nB8CmL
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVOM20dt V6i PkCN7gQOqi ZXPRKaFbWADp16p8UAI vS/ a5XXk5j wKBgQCKk pHi 2ElI Sh1uRkhxI j yWC
i DG K6JBRsM/pLbcOv5dKwP5al o1f miR5PJaVv2qvZS) 5CYNpMAy 1/ EDNTY50SI JUHOKFmQbyhsbm
rdLNLDL4+TcnT7c62/ aHO1lohYaf / VCbRht LI Bf gGoQc7+sAc8vnKkesnF7CgCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTwwE d6j 9JgNXbBc+Z2YWM +TOFv/ P/ hwkX/ ypeOXxnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWAV XgwwO+oi Chj xVEKSAsTTI f nK4VSCvU9Bx Db QHj di NDJbL6oar 92UN7V
r BYvChJZF7LvUHAYNVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKOl GHBYHBDI Xt zMhdJr 15HTY] xK70gTZm
gK+8zp4L9l bvLGDMI BV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMVeY+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWN4ql | x3kR5aHcuk CgYAST+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTVW 6bdPi 23ExzxZn7KCdr f ¢l YRph1LHVPpAONv/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5G994CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSh4g==
----- END RSA PRI VATE KEY-----</keyMaterial >
</ Cr eat eKeyPai r Response>

Related Operations

¢ Runlinstances (p. 130)
¢ DescribeKeyPairs (p. 78)
¢ DeleteKeyPair (p. 44)
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CreateSecurityGroup

Description

Creates a new security group. Group names must be unique per account.

Every instance is launched in a security group. If no security group is specified during launch, the
instances are launched in the default security group. Instances within the same security group have
unrestricted network access to each other. Instances will reject network access attempts from other
instances in a different security group. As the owner of instances you can grant or revoke specific
permissions using the Aut hori zeSecurit yG oupl ngr ess and RevokeSecuri t yG oupl ngr ess

operations.

Request Parameters

Name

G oupNane

G oupDescription

Description

Name of the security group.
Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Description of the group. This is informational only. If
the description contains spaces, you must enclose it in
single quotes (') or URL-encode it.

Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Response Elements

Name

Description

Creat eSecur it yG oupRespons€fgaeeSecuri t yG oupResponseType element.

requestlid

return

Type: CreateSecurityGroupResponseType (p. 317)
Ancestor: None
Children: request 1 d, return

The ID of the request.

Type: xsd:string

Ancestor: Cr eat eSecuri t yG oupResponseType
Children: None

Returns

Type: xsd:boolean

Ancestor: Cr eat eSecuri t yG oupResponseType
Children: None

Required

Yes

Yes
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Examples

Example Request

This example creates the websr v security group.

https://ec2. amazonaws. coni ?
Acti on=Cr eat eSecurityG oup&G oupNane=websr v&G oupDescri pti on=" Wb
Servers' &Aut hPar ans

Example Response

<Creat eSecurityG oupResponse xm ns="http://ec2. anazonaws. con!
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Creat eSecurityG& oupResponse>

Related Operations

¢ Runlinstances (p. 130)

¢ DescribeSecurityGroups (p. 88)

¢ AuthorizeSecurityGrouplngress (p. 20)
¢ RevokeSecurityGrouplngress (p. 127)
¢ DeleteSecurityGroup (p. 46)
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CreateSnapshot

Description

Creates a snapshot of an Amazon EBS volume and stores it in Amazon S3. You can use shapshots
for backups, to make identical copies of instance devices, and to save data before shutting down
an instance. For more information about Amazon EBS, go to the Amazon Elastic Compute Cloud
Developer Guide.

When taking a snapshot of a file system, we recommend unmounting it first. This ensures the

file system metadata is in a consistent state, that the 'mounted indicator' is cleared, and that all
applications using that file system are stopped and in a consistent state. Some file systems, such as
xfs, can freeze and unfreeze activity so a snapshot can be made without unmounting.

For Linux/UNIX, enter the following command from the command line.

umount -d /dev/sdh

For Windows, open Disk Management, right-click the volume to unmount, and select Change Drive
Letter and Path. Then, select the mount point to remove and click Remove.

Request Parameters

Name Description Required

Vol urel d The ID of the Amazon EBS volume of which to take a Yes
snapshot.

Type: String
Default: None

Descri ption Description of the Amazon EBS snapshot. No
Type: String
Default: None
Constraints: 256 characters.

Response Elements

Name Description

Cr eat eSnapshot ResponseTypeCr eat eSnapshot ResponseType element.
Type: CreateSnapshotResponseType (p. 318)
Ancestor: None

Children: r equest I d, snapshot | d, vol unel d, st at us,
start Ti ne, progr ess, owner | d, vol uneSi ze, and
description

requestlid The ID of the request.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None
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Name Description
snapshot I d The ID of the snapshot.

Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

st at us Snapshot state (e.g.,
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

startTime Time stamp when the snapshot was initiated.
Type: xsd:dateTime
Ancestor: Cr eat eSnapshot ResponseType
Children: None

progress The progress of the snapshot, in percentage.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

ownerld The AWS account ID of the Amazon EBS snapshot owner.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

vol uneSi ze The size of the volume, in GiB.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

description Description of the snapshot.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

Examples

Example Request

This example creates a snapshot of volume vol - 4d826724.

https://ec2. amazonaws. com ?
Act i on=Cr eat eSnapshot Act i on=Cr eat eSnapshot &Vol unel d=vol - 4d826724&Descri pti on=Dai |l y
+Backup&Aut hPar ans&Aut hPar ans

API Version 2009-08-15
39



Amazon Elastic Compute Cloud API Reference
Related Operations

Example Response

<Cr eat eSnapshot Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
<vol unel d>vol - 4d826724</ vol unel d>
<vol uneSi ze>10</ vol uneSi ze>
<st at us>pendi ng</ st at us>
<start Ti mre>2008- 05- 07T12: 51: 50. 000Z</ st art Ti me>
<pr ogr ess>60%/ pr ogr ess>
<owner | d>213457642086</ owner | d>
<descri pti on>Dai | y Backup</description>
</ Cr eat eSnapshot Response>

Related Operations

¢ DeleteSnapshot (p. 48)
¢ DescribeSnapshots (p. 94)
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CreateVolume

Description

Creates a new Amazon EBS volume to which any Amazon EC2 instance can attach within the same
Availability Zone. For more information about Amazon EBS, go to the Amazon Elastic Compute Cloud

Developer Guide.

e Note

You must specify an Availability Zone when creating a volume. The volume and the instance to
which it attaches must be in the same Availability Zone.

Request Parameters

Name

Si ze

Snapshot | d

Avai | abi lityZone

Description

The size of the volume, in GiBs. Required if you are not
creating a volume from a snapshot.

Type: String
Valid Values: 1 - 1024
Default: None

The snapshot from which to create the new volume.
Type: String
Default: None

The Availability Zone in which to create the new volume.

Type: String
Default: None

Response Elements

Name

Description

Cr eat eVol uneResponseType | Cr eat eVol uneResponseType element.

requestl!d

vol urel d

Type: CreateVolumeResponseType (p. 321)
Ancestor: None

Required

Yes

No

Yes

Children: r equest 1 d, vol unel d, si ze, snapshot | d,

avai |l abilityZone, status, and createTi me

The ID of the request.

Type: xsd:string

Ancestor: Cr eat eVol uneResponseType
Children: None

The ID of the volume.

Type: xsd:string

Ancestor: Cr eat eVol uneResponseType
Children: None
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Name Description
size The size of the volume, in GiBs.

Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

snapshot 1 d Snapshot from which the volume was created, if applicable.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

avai l abi lityZone Availability Zone in which the volume was created.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

st at us Volume state (e.g.,
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

createTime Time stamp when volume creation was initiated.
Type: xsd:dateTime
Ancestor: Cr eat eVol uneResponseType
Children: None

Examples

Example Request

This example creates a new 800 GiB volume in Availability Zone us- east - la.

https://ec2. amazonaws. com ?Act i on=Cr eat eVol une&Si ze=800&Avai | abi | i t yZone=us-
east - la&Aut hPar ans

Example Response

<Cr eat eVol uneResponse xm ns="http://ec2. anazonaws. con doc/ 2009- 08- 15/ ">
<vol unel d>vol - 4d826724</ vol unel d>
<si ze>800</ si ze>
<st atus>creati ng</stat us>
<creat eTi mre>2008- 05- 07T11: 51: 50. 000Z</ cr eat eTi me>
<avai |l abi | i tyZone>us- east - la</ avai | abi | i t yZone>
<snapshot | d></ snapshot | d>
</ Cr eat eVol unreResponse>

Related Operations

¢ DeleteVolume (p. 50)
¢ DescribeVolumes (p. 97)
¢ AttachVolume (p. 17)

API Version 2009-08-15
42



Amazon Elastic Compute Cloud API Reference
Related Operations

¢ DetachVolume (p. 100)
¢ DescribeAvailabilityZones (p. 56)
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DeleteKeyPair

Description

Deletes the specified key pair, by removing the public key from Amazon EC2. You must own the key
pair.

Request Parameters

Name Description Required
KeyNare Name of the key pair to delete. Yes
Type: String

Default: None

Response Elements

Name Description

Del et eKeyPai r ResponseType Del et eKeyPai r ResponseType element.
Type: DeleteKeyPairResponseType (p. 323)
Ancestor: None
Children: request i d,return

requestld The ID of the request.
Type: xsd:string
Ancestor: Del et eKeyPai r ResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eKeyPai r ResponseType
Children: None

Examples

Example Request

This example deletes the gsg- keypai r key pair.

https://ec2. amazonaws. com ?Act i on=Del et eKeyPai r &KeyNane=gsg-
keypai r &Aut hPar ans

Example Response

<Del et eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<return>true</return>
</ Del et eKeyPai r Response>
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Related Operations

¢ CreateKeyPair (p. 34)
¢ DescribeKeyPairs (p. 78)
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DeleteSecurityGroup

Description
Deletes a security group that you own.
] Note

If you attempt to delete a security group that contains instances, a fault is returned.

If you attempt to delete a security group that is referenced by another security group, a fault is
returned. For example, if security group B has a rule that allows access from security group A,
security group A cannot be deleted until the allow rule is removed.

Request Parameters

Name Description Required
G oupNane Name of the security group to delete. Yes
Type: String

Default: None

Response Elements

Name Description

Del et eSecuri t yG oupResponsBglyeeeSecuri t yG oupResponseType element.
Type: DeleteSecurityGroupResponseType (p. 324)
Ancestor: None
Children: request 1 d, return

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Del et eSecuri t yGr oupResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eSecuri t yG oupResponseType
Children: None

Examples

Example Request

This example deletes the websr v security group.

https://ec2. amazonaws. com ?
Acti on=Del et eSecurityG oup&& oupNanme=websr v&Aut hPar ans

API Version 2009-08-15
46



Amazon Elastic Compute Cloud API Reference
Related Operations

Example Response

<Del et eSecurityG oupResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ ">

<return>true</return>
</ Del et eSecurityG oupResponse>

Related Operations

¢ CreateSecurityGroup (p. 36)

¢ DescribeSecurityGroups (p. 88)

¢ AuthorizeSecurityGrouplngress (p. 20)
¢ RevokeSecurityGrouplngress (p. 127)
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DeleteSnapshot

Description

Deletes a snapshot of an Amazon EBS volume that you own. For more information, go to the Amazon
Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required
Snapshot | d The ID of the Amazon EBS snapshot to delete. Yes
Type: String

Default: None

Response Elements

Name Description

Del et eSnapshot ResponseTypeDel et eSnapshot ResponseType element.
Type: DeleteSnapshotResponseType (p. 324)
Ancestor: None
Children: request i d,return

requestld The ID of the request.
Type: xsd:string
Ancestor: Del et eSnapshot ResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eSnapshot ResponseType
Children: None

Examples

Example Request

This example deletes snapshot snap- 78a54011.

https://ec2. amazonaws. com ?
Act i on=Del et eSnapshot &Snapshot | d. 1=snap- 78a54011&Aut hPar ans

Example Response

<Del et eSnapshot Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<return>true</return>
</ Del et eSnapshot Response>
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Related Operations

¢ CreateSnapshot (p. 38)
¢ DescribeSnapshots (p. 94)
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DeleteVolume

Description

Deletes an Amazon EBS volume that you own. For more information about Amazon EBS, go to the
Amazon Elastic Compute Cloud Developer Guide.

e Note

The volume remains in the deleting state for several minutes after you enter this command.

Request Parameters

Name Description Required
Vol urel d The ID of the volume to delete. The volume remains in Yes

the

Type: String

Default: None

Response Elements

Name Description

Del et eVol uneResponseType | Del et eVol uneResponseType element.
Type: DeleteVolumeResponseType (p. 325)
Ancestor: None
Children: request 1 d, return

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Del et eVol uneResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eVol uneResponseType
Children: None

Examples

Example Request

This example deletes volume vol - 4282672b.

https://ec2. amazonaws. conl ?
Act i on=Del et eVol unme&Vol unel d=vol - 4282672b&Aut hPar ans
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Example Response

<Del et eVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<return>true</return>
</ Del et eVol uneResponse>

Related Operations

¢ CreateVolume (p. 41)

¢ DescribeVolumes (p. 97)
AttachVolume (p. 17)

¢ DetachVolume (p. 100)
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Deregisterimage

Description

Deregisters the specified AMI. Once deregistered, the AMI cannot be used to launch new instances.
It 2 Note

This command does not delete the AMI from Amazon S3.

Request Parameters

Name Description Required
| magel d Unique ID of the AMI which was assigned during Yes
registration. To register an AMI, use
Type: String

Default: None

Response Elements

Name Description

Der egi st er | nageResponseTypBer egi st er | mageResponseType element.
Type: DeregisterimageResponseType (p. 326)
Ancestor: None
Children: request 1 d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Der egi st er | nageResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Der egi st er | rageResponseType
Children: None

Examples

Example Request

This example deregisters the ami - 4f a54026 AMI.

https://ec2. amazonaws. com ?
Acti on=Der egi st er | nage& magel d=am - 4f a54026&Aut hPar ans

Example Response

<Der egi st er | mageResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
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<return>true</return>
</ Der egi st er | nrageResponse>

Related Operations

* Registerimage (p. 119)
¢ Describelmages (p. 67)
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DescribeAddresses

Description

Lists elastic IP addresses assigned to your account or provides information about a specific address.

Request Parameters

Name Description Required
Publiclp.n Elastic IP address to describe. No
Type: String

Default: None

Response Elements

Name Description

Descri beAddr essesResponseTPpscr i beAddr essesResponseType element.
Type: DescribeAddressesResponseType (p. 329)
Ancestor: None
Children: r equest | d, addr essesSet

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beAddr essesResponseType
Children: None

addr essesSet The set of IP addresses.
Type: DescribeAddressesResponselnfoType (p. 328)
Ancestor: Descri beAddr essesResponseType
Children: i tem

item Information about an instance.
Type: DescribeAddressesResponseltemType (p. 329)
Ancestor: addr essesSet
Children: publ i cl p, i nstancel d

publiclp The public IP address.
Type: xsd:string
Ancestor: i tem
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: i tem
Children: None
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Examples

Example Request

This example describes elastic IP addresses assigned to the account. Amazon EC2 returns
67.202.55.255 which is assigned to instance i-f15ebb98 and 67.202.55.233 which is not assigned to an
instance.

https://ec2. amazonaws. com ?Act i on=Descri beAddr esses&Publ i cl p. 1=67. 202. 55. 255
&Publ i cl p. 1=67. 202. 55. 233&Aut hPar ans

Example Response

<Descri beAddr essesResponse xm ns="http://ec2. amazonaws. con’ doc/ 2009- 08- 15/ " >
<addr essesSet >
<itene
<i nstancel d>i - f 15ebb98</i nst ancel d>
<publ i cl p>67. 202. 55. 255</ publ i cl p>
</litenpr
<itene
<publ i cl p>67. 202. 55. 233</ publ i cl p>
</litenpr
</ addr essesSet >
</ Descri beAddr essesResponse>

Related Operations

¢ AllocateAddress (p. 13)
¢ ReleaseAddress (p. 121)
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DescribeAvailabilityZones

Description

Displays Availability Zones that are currently available to the account and their states.

e Note

Availability Zones are not the same across accounts. The Availability Zone us-east-1a for
account A is not necessarily the same as us-east-1a for account B. Zone assignments are
mapped independently for each account.

Request Parameters

Name Description Required
ZoneNarme Availability Zone name. No
Type: String

Default: None

Response Elements

Name Description

Descri beAvai | abi |l i t yZonesRBeponsb&spai | abi | i t yZonesResponseType element.
Type: DescribeAvailabilityZonesResponseType (p. 330)
Ancestor: None
Children: request 1 d, avai | abi |l i t yZonel nfo

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Descri beAvai | abi |l i tyZonesResponseType
Children: None

avai l abi lityZonel nfo Availability Zone information.
Type: AvailabilityZoneSetType (p. 309)
Ancestor: Descri beAvai | abi |l i tyZonesResponseType
Children: i t em

item Information for one Availability Zone.
Type: AvailabilityZoneltemType (p. 307)
Ancestor: avai | abi | i t yZonel nfo

Children: zoneNane, zoneSt at e, r egi onNane, and
messageSet

zoneNane Name of the Availability Zone.
Type: xsd:string
Ancestor:item
Children: None
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Name Description
zoneSt at e State of the Availability Zone.

Type: xsd:string
Valid Values: avai | abl e
Ancestor: i tem
Children: None

r egi onNane Name of the region.
Type: xsd:string
Ancestor: i tem
Children: None

messageSet Message set.
Type: AvailabilityZoneMessageSetType (p. 308)
Ancestor: i tem
Children: i tem

item Availability Zone message set.
Type: AvailabilityZoneMessageType (p. 308)
Ancestor: nessageSet
Children: nessage

nessage The Availability Zone message.
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example displays information about Availability Zones that are available to the account.

https://ec2. anmazonaws. conl ?Act i on=Descri beAvai | abi | i t yZones&ZoneNane. 0=us-
east - la&ZoneNane. 1=us- east - 1b&ZoneNane. 2=us- east - 1c&ZoneNane. 3=us-
east - 1d&Aut hPar ans

Example Response

<Descri beAvai | abi |l it yZonesResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<avai | abi li tyZonel nf o>
<itenp
<zoneNane>us- east - la</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
<itenp
<zoneNane>us- east - 1b</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
<itenp
<zoneNane>us- east - 1¢c</ zoneNane>

API Version 2009-08-15
57



Amazon Elastic Compute Cloud API Reference
Related Operations

<zoneSt at e>avai | abl e</ zoneSt at e>

</itemp

<itenp
<zoneNane>us- east - 1d</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>

</itemp

</ avail abi | i t yZonel nf 0>
</ Descri beAvai l abi | i t yZonesResponse>

Related Operations

¢ Runlinstances (p. 130)
¢ DescribeRegions (p. 80)
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DescribeBundleTasks

Description

Describes current bundling tasks. For more information on bundling instances, go to the Amazon
Elastic Compute Cloud Developer Guide or Amazon Elastic Compute Cloud Getting Started Guide.

Request Parameters

Name Description Required
Bundl el d The ID of the bundle task to describe. No

Type: String

Default: If no ID is specified, all bundle tasks are

described.

Response Elements

Name Description

Descri beBundl eTasksResponsB&gpei beBundl eTasksResponseType element.
Type: DescribeBundleTasksResponseType (p. 333)
Ancestor: None
Children: r equest | d, bundl el nst anceTasksSet

requestld The ID of the request.
Type: xsd:string
Ancestor: Descri beBundl eTasksResponseType
Children: None

bundl el nst anceTasksSet Bundle task set.
Type: BundlelnstanceTasksSetType (p. 312)
Ancestor: Descri beBundl eTasksResponseType
Children: i tem

item Bundle task.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: bundl el nst anceTasksSet

Children: i nst ancel d, bundl el d, st at e, start Ti ne,
updat eTi e, st or age, pr ogr ess, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: i tem
Children: None

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: i tem
Children: None

API Version 2009-08-15
59


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/

Amazon Elastic Compute Cloud API Reference
Response Elements

Name Description

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng- f or - shut down | stori ng |
canceling|conplete|failed
Ancestor: i t em
Children: None

startTi me The time this task started.
Type: xsd:dateTime
Ancestor: i tem
Children: None

updat eTi me The time of the most recent update for the task.
Type: xsd:dateTime
Ancestor: i tem
Children: None

st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: i tem
Children: S3

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ur e

bucket The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

prefix Specifies the beginning of the file name of the AMI.
Type: xsd:string
Ancestor: S3
Children: None

awsAccessKeyl d The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string
Ancestor: S3
Children: None

API Version 2009-08-15
60



Amazon Elastic Compute Cloud API Reference

Examples

Name

upl oadPol i cy

upl oadPol i cySi gnat ure

progress

error

code

nmessage

Examples

Example Request

Description

A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

The signature of the Base64 encoded JSON document.
Type: xsd:string

Ancestor: S3

Children: None

The level of task completion, in percent (e.g., 20%).
Type: xsd:string
Ancestor:item
Children: None

If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: i tem

Children: code, nessage

Error code.
Type: xsd:string
Ancestor: err or
Children: None

Error message.
Type: xsd:string
Ancestor: err or
Children: None

This example describes the status of the bun- 57a5403e bundle task.

https://ec2. amazonaws. com ?Act i on=Descri beBundl eTasks&bundl el d. 0=bun-

cla540a8&Aut hPar ans

Example Response

<Descri beBundl eTasksResponse xm ns="http://ec2. amazonaws. con!

doc/ 2009- 08- 15/ " >
<bundl el nst anceTasksSet >
<itenp

<i nst ancel d>i - 12345678</i nst ancel d>
<bundl el d>bun- cl1a540a8</ bundl el d>
<st at e>cancel i ng</ st at e>

<start Ti ne>2008- 10-

07T11: 41: 50. 000Z</ start Ti me>
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<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<progr ess>20%/ pr ogr ess>
<st or age>
<S3>
<bucket >my- bucket </ bucket >
<prefix>w nam </ prefix>
</ S3>
</ st or age>
</litenpr
<bundl el nst anceTasksSet >
</ Descri beBundl eTasksResponse>

Related Operations

¢ Bundlelnstance (p. 23)
¢ CancelBundleTask (p. 28)
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DescribelmageAttribute

Description

Returns information about an attribute of an AMI. Only one attribute can be specified per call.

Request Parameters

Name

I mgel d

Description

The ID of the AMI for which an attribute will be
described.

Type: String
Default: None

Attri but e=l aunchPer m s$leseribes the launch permissions of the AMI.

Type: String
Default: None

At tri but e=pr oduct Codes Describes the product code associated with the AMI.

Attri but e=ker nel

At tri but e=randi sk

Type: String
Default: None

Describes the ID of the kernel associated with the AMI.
Type: String
Default: None

Describes the ID of the RAM disk associated with the
AMI.

Type: String
Default: None

Attri but e=bl ockDevi ceMimsicnipes the mapping that defines native device names

Attribute=platform

to use when exposing virtual devices.
Type: String
Default: None

Describes the operating system platform.
Type: String
Default: None

Response Elements

Name

Description

Required

Yes

No

No

No

No

No

No

Descri bel mageAttri but eRespbaseiliypel mageAttri but eResponseType element.

Type: DescribelmageAttributeResponseType (p. 334)

Ancestor: None

Children: r equest 1 d, i magel d, | aunchPer mi ssi on,
pr oduct Codes, ker nel , randi sk, and bl ockDevi ceMappi ng
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Response Elements

Name

requestld

i mgel d

| aunchPer m ssi on

item

userld

group

pr oduct Codes

item

pr oduct Code

ker nel

Description

The ID of the request.

Type: xsd:string

Ancestor: Descri bel mageAttri but eResponseType
Children: None

The ID of the AMI.

Type: xsd:string

Ancestor: Descri bel mageAttri but eResponseType
Children: None

Launch permissions set.

Type: LaunchPermissionListType (p. 377)

Ancestor: Descri bel mageAttri but eResponseType
Children: i t em

Information for launch permissions.

Type: LaunchPermissionltemType (p. 376)
Ancestor: | aunchPer mi ssi on

Children: user | d, gr oup

AWS Access Key ID.
Type: xsd:string
Ancestor: i tem
Children: None

Name of the group. Currently supports "all."
Type: xsd:string
Ancestor:item
Children: None

Product codes set.

Type: ProductCodeListType (p. 385)

Ancestor: Descri bel mageAttri but eResponseType
Children: i tem

Information for one product code.
Type: ProductCodeltemType (p. 385)
Ancestor: pr oduct Codes

Children: pr oduct Code

Product code.

Type: xsd:string
Ancestor: i tem
Children: None

Kernel set.

Type: NullableAttributeValueType (p. 383)

Ancestor: Descri bel mageAttri but eResponseType
Children: val ue
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Name Description
val ue ID of the kernel or RAM disk.

Type: xsd:string
Ancestor: ker nel
Children: None

randi sk RAM disk set.
Type: NullableAttributeValueType (p. 383)
Ancestor: Descri bel mageAttri but eResponseType
Children: val ue

val ue ID of the kernel or RAM disk.
Type: xsd:string
Ancestor: r andi sk
Children: None

bl ockDevi ceMappi ng Block device mapping set.
Type: BlockDeviceMappingType (p. 310)
Ancestor: Descri bel mageAttri but eResponseType
Children: i t em

item Information for one block device mapping.
Type: BlockDeviceMappingltemType (p. 309)
Ancestor: bl ockDevi ceMappi ng
Children: vi r t ual Nane, devi ceName

vi rt ual Nanme The virtual name.
Type: xsd:string
Ancestor: i tem
Children: None

devi ceNane The device name (e.g., /dev/sdh).
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example lists the launch permissions for the ami-61a54008 AMI

https://ec2. amazonaws. com ?
Act i on=Descri bel mageAttri but e&l magel d=ani - 2bb65342&At t ri but e=l aunchPer m ssi on&Aut hPar ans

Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<i magel d>am - 61a54008</ i nagel d>
<l aunchPer ni ssi on>
<itenp
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<group>al | </ group>
</litenpr
<itene
<user|d>495219933132</ user | d>
</litenpr
</l aunchPer ni ssi on>
</ Descri bel mageAt tri but eResponse>

Example Request

This example lists the product code for the ami-2bb65342AMI.

https://ec2. amazonaws. com ?
Acti on=Descri bel nageAttri but e&l magel d=am - 2bbh65342&At t ri but e=pr oduct Codes&Aut hPar ans

Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<i magel d>ani - 61a54008</ i nagel d>
<pr oduct Codes>
<itene
<pr oduct Code>774F4FF8</ pr oduct Code>
</litenpr
</ product Codes>
</ Descri bel mageAttri but eResponse>

Related Operations

¢ Describelmages (p. 67)
« ModifylmageAttribute (p. 109)
¢ ResetlmageAttribute (p. 123)
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Describelmages

Description

Returns information about AMIs, AKIs, and ARIs. This includes image type, product codes,
architecture, and kernel and RAM disk IDs. Images available to you include public images, private
images that you own, and private images owned by other users for which you have explicit launch
permissions.

Launch permissions fall into three categories:

Launch Description
Permission
public The owner of the AMI granted launch permissions for the AMI to the al | group.

All users have launch permissions for these AMIs.
explicit The owner of the AMI granted launch permissions to a specific user.

implicit A user has implicit launch permissions for all AMIs he or she owns.

The list of AMIs returned can be modified by specifying AMI IDs, AMI owners, or users with launch
permissions. If no options are specified, Amazon EC2 returns all AMIs for which the user has launch
permissions.

If you specify one or more AMI IDs, only AMIs that have the specified IDs are returned. If you specify
an invalid AMI ID, a fault is returned. If you specify an AMI ID for which you do not have access, it will
not be included in the returned results.

If you specify one or more AMI owners, only AMIs from the specified owners and for which you have
access are returned. The results can include the account IDs of the specified owners, amazon for AMIs
owned by Amazon or sel f for AMIs that you own.

If you specify a list of executable users, only users that have launch permissions for the AMIs are
returned. You can specify account IDs (if you own the AMI(s)), sel f for AMIs for which you own or
have explicit permissions, or al | for public AMIs.

It Note

Deregistered images are included in the returned results for an unspecified interval after
deregistration.

Request Parameters

Name Description Required

Execut abl eBy Returns AMIs for which the specified user has explicit No
launch permissions. The user ID can be a user's account
ID,

Type: String
Default: None

| magel d AMI IDs to describe. No
Type: String
Default: Returns all AMIs.
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Name

Onner

Description

Returns AMIs owned by the specified owner. Multiple
owners can be specified. The IDs

Type: String
Default: None

Response Elements

Name

Description

Descri bel nagesResponseTypeDescri bel magesResponseType element.

requestlid

i magesSet

item

i magel d

i magelLocati on

i mageSt at e

i mgeOaner | d

Type: DescribelmagesResponseType (p. 340)
Ancestor: None
Children: r equest 1 d, i magesSet

The ID of the request.

Type: xsd:string

Ancestor: Descr i bel magesResponseType
Children: None

Image set.

Type: DescribelmagesResponselnfoType (p. 339)
Ancestor: Descr i bel nagesResponseType
Children: i tem

Information for one image.
Type: DescribelmagesResponseltemType (p. 339)
Ancestor: i mages Set

Required
No

Children: i magel d, i mrageLocati on, i nageSt at e,
i mgeOaner | d,i sPublic, product Codes, archi tecture,
i mgeType, kernel | d, randi skl d, and pl atform

The ID of the AMI.
Type: xsd:string
Ancestor: i tem
Children: None

The location of the AMI.
Type: xsd:string
Ancestor: i tem
Children: None

Current state of the AMI. If the operation returns
Type: xsd:string
Ancestor: i tem
Children: None

AWS Access Key ID of the image owner.
Type: xsd:string
Ancestor: i tem
Children: None
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Name Description

i sPublic Returns
Type: xsd:boolean
Ancestor: i tem
Children: None

product Codes Product codes of the AMI.
Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem

item Information for one product code.
Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes
Children: pr oduct Code

pr oduct Code Product code.
Type: xsd:string
Ancestor: i tem
Children: None

architecture The architecture of the image (
Type: xsd:string
Ancestor: i tem
Children: None

i mgeType The type of image (
Type: xsd:string
Ancestor:item
Children: None

kernel Id The kernel associated with the image, if any. Only applicable for
machine images.

Type: xsd:string
Ancestor: i tem
Children: None

randi skl d The RAM disk associated with the image, if any. Only applicable
for machine images.

Type: xsd:string
Ancestor: i tem
Children: None

platform The operating platform of the instance.
Type: xsd:string
Ancestor: i tem
Children: None
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Examples

Example Request

This example describes the ami-be3adfd7 AMI.

https://ec2. amazonaws. com ?Act i on=Descri bel nages&l nagel d. 1=ami -
be3adf d7&Aut hPar ans

Example Response

<Descri bel magesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magesSet >
<itene
<i magel d>ani - be3adf d7</i nagel d>
<i magelLocati on>ec2- publ i c-i nages/ f edor a- 8-i 386- base-v1. 04. mani f est . xmi
</i magelLocati on>
<i mageSt at e>avai | abl e</i nageSt at e>
<i mageOmner | d>206029621532</ i mageOaner | d>
<i sPubl i c>f al se</i sPublic>
<architecture>i 386</architecture>
<i mageType>nmachi ne</i nageType>
<ker nel | d>aki - 4438dd2d</ ker nel | d>
<ramdi skl d>ari - 4538dd2c</ r andi skl d>
</litenpr
</ i magesSet >
</ Descri bel ragesResponse>

Related Operations

¢ Describelnstances (p. 71)
¢ DescribelmageAttribute (p. 63)
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Describelnstances

Description

Returns information about instances that you own.

If you specify one or more instance IDs, Amazon EC2 returns information for those instances. If you
do not specify instance IDs, Amazon EC2 returns information for all relevant instances. If you specify
an invalid instance ID, a fault is returned. If you specify an instance that you do not own, it will not be
included in the returned results.

Recently terminated instances might appear in the returned results.This interval is usually less than
one hour.

Request Parameters

Name Description Required
I nstanceld. n Instance IDs to describe. No
Type: String

Default: Returns all instances.

Response Elements

Name Description

Descri bel nst ancesResponseTPpscri bel nst ancesResponseType element.
Type: DescribelnstancesResponseType (p. 342)
Ancestor: None
Children: request | d, reser vat i onSet

requestld The ID of the request.
Type: xsd:string
Ancestor: Descri bel nst ancesResponseType
Children: None

reservati onSet Reservation set.
Type: ReservationSetType (p. 393)
Ancestor: Descri bel nst ancesResponseType
Children: i tem

item Information for a reservation.
Type: ReservationinfoType (p. 392)
Ancestor: r eser vat i onSet

Children: r eser vat i onl d, owner | d, gr oupSet ,
i nstancesSet, andrequesterld

reservationld Unique ID of the reservation.
Type: xsd:string
Ancestor: i tem
Children: None
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Name Description

ownerld AWS Access Key ID of the user who owns the reservation.
Type: xsd:string
Ancestor: i tem
Children: None

gr oupSet Group set.
Type: GroupSetType (p. 372)
Ancestor: i tem
Children: i tem

item Group set item.
Type: GroupltemType (p. 371)
Ancestor: gr oupSet
Children: gr oupl d

groupld Name of the security group.
Type: xsd:string
Ancestor: i t em
Children: None

i nst ancesSet Instance set.
Type: RunninginstancesSetType (p. 401)
Ancestor: i tem
Children: i tem

item Running instance set item.
Type: RunninginstancesltemType (p. 399)
Ancestor: i nst ances Set

Children: i nst ancel d, i nagel d, i nst anceSt at e,

pri vat eDnsNane, dnsNane, r eason, keyNane,

am Launchl ndex, pr oduct Codes, i nst anceType,

| aunchTi e, pl acenent, ker nel 1 d, randi skl d, pl at form
noni tori ng, subnetld, vpcl d, pri vat el pAddr ess, and

i pAddr ess

i nstancel d Unique ID of the instance launched.
Type: xsd:string
Ancestor: i tem
Children: None

i mgel d Image ID of the AMI used to launch the instance.
Type: xsd:string
Ancestor:item
Children: None

i nst anceSt at e The current state of the instance.
Type: InstanceStateType (p. 373)
Ancestor: i tem
Children: code, nane
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Name Description

code A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: i nst anceSt at e
Children: None

nane The current state of the instance.
Type: xsd:string
Ancestor: i nst anceSt at e
Children: None

pri vat eDnsName The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i tem
Children: None

dnsNanme The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor:i tem
Children: None

reason Reason for the most recent state transition. This might be an
empty string.
Type: xsd:string
Ancestor: i tem
Children: None

keyNane If this instance was launched with an associated key pair, this
displays the key pair name.

Type: xsd:string
Ancestor: it em
Children: None

anm Launchl ndex The AMI launch index, which can be used to find this instance
within the launch group. For more information, go to the Metadata
section of the

Type: xsd:string
Ancestor: i t em
Children: None

pr oduct Codes Product codes attached to this instance.
Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem
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Name

item

product Code

i nst anceType

| aunchTi ne

pl acenent

avail abilityZone

kernel I d

ramdi skl d

platform

nmoni tori ng

Description

Information for one product code.

Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes

Children: pr oduct Code

Product code.

Type: xsd:string
Ancestor: i tem
Children: None

The instance type.
Type: xsd:string
Ancestor: i tem
Children: None

The time the instance launched.
Type: xsd:dateTime

Ancestor: i tem

Children: None

The location where the instance launched.
Type: PlacementResponseType (p. 384)
Ancestor:i tem

Children: avai | abi |l i t yZone

Returns the Availability Zones of the instances.
Type: xsd:string

Ancestor: pl acenent

Children: None

Optional. Kernel associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Optional. RAM disk associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Platform of the instance (e.g., Windows).
Type: xsd:string
Ancestor: i tem
Children: None

Specifies whether monitoring is enabled for the instance.
Type: InstanceMonitoringStateType (p. 372)

Ancestor: i tem

Children: st at e
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Name Description
state State of monitoring for the instance.

Type: xsd:string

Valid Values: noni t ori ng- enabl ed (enabl ed) |

noni t or i ng- pendi ng (pendi ng) | noni toring-di sabl ed
(di sabl ed)

Ancestor: nonitori ng
Children: None

subnet | d Specifies the subnet ID in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

vpcld Specifies the VPC in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: it em
Children: None

privat el pAddr ess Specifies the private IP address that is assigned to the instance
(Amazon VPC).

Type: xsd:string
Ancestor: i tem
Children: None

i pAddr ess Specifies the IP address of the instance.
Type: xsd:string
Ancestor:item
Children: None

requesterld ID of the requester.
Type: xsd:string
Ancestor: i t em
Children: None

Examples

Example Request

This example describes the current state of the instances owned by this user.

https://ec2. amazonaws. com ?Act i on=Descr i bel nst ances&Aut hPar ans

Example Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. con’ doc/ 2009- 08- 15/ " >
<reservati onSet >
<itene
<reservationl d>r - 44a5402d</reservati onl d>
<owner | d>UYY3TLBUXI EON5S NQVUUX6 OVPWBZI ONFMK/ owner | d>
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<gr oupSet >
<itenp
<groupl d>def aul t </ gr oupl d>
</litenpr
</ groupSet >
<i nst ancesSet >
<itenp
<i nstancel d>i - 28a64341</i nst ancel d>
<i magel d>ani - 6ea54007</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>r unni ng</ nane>
</instanceSt at e>
<privat eDnsNane>10- 251- 50- 132. ec2. i nt er nal </ pri vat eDnsNane>
<dnsNane>ec2- 72- 44- 33- 4. conput e- 1. amazonaws. conk/ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>23</ anmi Launchl ndex>
<pr oduct CodesSet >
<i t enp<pr oduct Code>774F4FF8</ pr oduct Code></it enp
</ pr oduct CodesSet >
<i nstanceType>ml. | arge</i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 54: 42. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
</ pl acenent >
<ker nel | d>aki - ba3adf d3</ ker nel | d>
<r andi skl d>ari - badbad00</ r andi skl d>
</litenpr
<itenp
<i nstancel d>i - 28a64435</ i nst ancel d>
<i magel d>ani - 6ea54007</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<nanme>r unni ng</ nane>
</instanceSt at e>
<privat eDnsNane>10- 251- 50- 134. ec2. i nt er nal </ pri vat eDnsNane>
<dnsNane>ec2- 72- 44- 33- 6. conput e- 1. amazonaws. conk/ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>23</ ani Launchl ndex>
<pr oduct CodesSet >
<i t enmp<pr oduct Code>774F4FF8</ pr oduct Code></it en>
</ pr oduct CodesSet >
<i nstanceType>ml. | arge</i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 54: 42. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
</ pl acenent >
<ker nel | d>aki - ba3adf d3</ ker nel | d>
<r andi skl d>ari - badbad00</ r andi skl d>
</litenpr
</ i nstancesSet >
</litenpr
</reservationSet >
</ Descri bel nst ancesResponse>

Related Operations

¢ Runlnstances (p. 130)
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¢ Terminatelnstances (p. 139)
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DescribeKeyPairs

Description

Returns information about key pairs available to you. If you specify key pairs, information about those
key pairs is returned. Otherwise, information for all registered key pairs is returned.

Request Parameters

Name Description Required
KeyNane. n Key pair to describe. No
Type: String

Default: Describes all key pairs available to the account.

Response Elements

Name Description

Descri beKeyPai r sResponseTypescri beKeyPai r sResponseType element.
Type: DescribeKeyPairsResponseType (p. 345)
Ancestor: None
Children: r equest | d, key Set

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descr i beKeyPai r sResponseType
Children: None

keySet Information for a key pair.
Type: DescribeKeyPairsResponselnfoType (p. 344)
Ancestor: Descr i beKeyPai r sResponseType
Children: i t em

item Information for a key pair.
Type: DescribeKeyPairsResponseltemType (p. 345)
Ancestor: key Set
Children: keyNane, keyFi nger pri nt

keyNane The key pair name provided in the original request.
Type: xsd:string
Ancestor:item
Children: None

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string
Ancestor:item
Children: None
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Examples

Example Request

This example describes the state of the gsg- keypai r key.

https://ec2. amazonaws. com ?Act i on=Descri beKeyPai r s&KeyNane. 1=gsg-
keypai r &Aut hPar ans

Example Response

<Descri beKeyPai r sResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<keySet >
<itene
<keyNane>gsg- keypai r </ keyNane>

<keyFi ngerprint>1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </
keyFi nger pri nt >
</litenpr
</ keySet >
</ Descri beKeyPai r sResponse>

Related Operations

¢ DescribeAvailabilityZones (p. 56)
¢ RunlInstances (p. 130)
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DescribeRegions

Description

Describes regions that are currently available to the account.

Request Parameters

Name

Regi onNane. n

Description

Name of a region.
Type: String
Default: Describes all regions available to the account.

Response Elements

Name

Description

Descri beRegi onsResponseTypBescri beRegi onsResponseType element.

requestlid

regionlnfo

item

r egi onName

regi onEndpoi nt

Type: DescribeRegionsResponseType (p. 346)
Ancestor: None
Children: r equest 1 d, r egi onl nf o

The ID of the request.

Type: xsd:string

Ancestor: Descr i beRegi onsResponseType
Children: None

Region set.

Type: RegionSetType (p. 390)

Ancestor: Descr i beRegi onsResponseType
Children: i tem

Information for a region.

Type: RegionltemType (p. 390)

Ancestor: r egi onl nf o

Children: r egi onNane, r egi onEndpoi nt

Name of the region.
Type: xsd:string
Ancestor: i tem
Children: None

Region service endpoint.
Type: xsd:string
Ancestor:item
Children: None

Required

No
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Example Request

This example displays regions that are available to the account.

https://ec2. amazonaws. com ?Act i on=Descri beRegi ons&Regi onNane. 0=us-
east - 1&Regi onNane. 1=eu- west - 1&Aut hPar ans

Example Response

<Descri beRegi onsResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<r egi onl nf o>
<itene
<r egi onNane>us- east - 1</ r egi onNane>
<r egi onEndpoi nt >us- east - 1. ec2. amazonaws. conx/ r egi onEndpoi nt >
</litenpr
<itene
<r egi onNane>eu- west - 1</ r egi onNane>
<regi onUr | >eu-west - 1. ec2. anazonaws. conx/ regi onUr | >
</litenpr
</ r egi onl nf 0>
</ Descri beRegi onsResponse>

Related Operations

¢ DescribeAvailabilityZones (p. 56)
¢ Runlinstances (p. 130)
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DescribeReservedlnstances

Description

Describes Reserved Instances that you purchased. For more information about Reserved Instances,
go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required
Reser vedl nst ancesl d. n| IDs of the Reserved Instance to describe. No
Type: String

Default: None

Response Elements

Name Description

Descri beReser vedl nst ancesRBeponsb@Rpser vedl nst ancesResponseType element.
Type: DescribeReservedinstancesResponseType (p. 353)
Ancestor: None
Children: r equest |1 d, r eser vedl nst ancesSet

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beReser vedl nst ancesResponseType
Children: None

reser vedl nst ancesSet Reserved Instances set.
Type: DescribeReservedinstancesResponseSetType (p. 352)
Ancestor: Descri beReser vedl nst ancesResponseType
Children: i t em

item Reserved Instance set.

Type: DescribeReservedinstancesResponseSetltemType (p.
351)

Ancestor: r eser vedl nst ancesSet

Children: r eser vedl nst ancesl d, i nst anceType,

avai l abilityZone,start,duration,fixedPrice,
usagePri ce, i nstanceCount, product Descri pti on, and
state

reservedl nst ancesl d The ID of the Reserved Instance.
Type: xsd:string
Ancestor: i tem
Children: None
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Response Elements

Name

i nst anceType

avail abi lityZone

start

duration

fixedPrice

usagePrice

i nst anceCount

product Descri ption

state

Description

The instance type on which the Reserved Instance can be used.
Type: xsd:string
Ancestor: i tem
Children: None

The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string
Ancestor:item
Children: None

The date and time the Reserved Instance started.
Type: xsd:dateTime

Ancestor: i tem

Children: None

The duration of the Reserved Instance, in seconds.
Type: xs:long

Ancestor: i tem

Children: None

The purchase price of the Reserved Instance.
Type: xs:double
Ancestor:i tem
Children: None

The usage price of the Reserved Instance, per hour.
Type: xs:double
Ancestor:item
Children: None

The number of Reserved Instances purchased.
Type: xs:integer

Ancestor: i tem

Children: None

The Reserved Instance description.
Type: xsd:string
Ancestor: i tem
Children: None

The state of the Reserved Instance purchase.

Type: xsd:string

Valid Values: pendi ng- paynment |acti ve | paynent-fail ed |
retired

Ancestor:item

Children: None
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Example Request

This example describes Reserved Instances owned by the account.

https://ec2. amazonaws. com ?Act i on=Descri beReser vedl nst ances&Aut hPar ans

Example Response

<Descri beReservedl nst ancesResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<reservedl nst ancesSet >
<itenp
<reservedl nst ancesl d>4b2293b4- 5813- 4cc8- 9ce3- 1957f cldcf c8</
reservedl nst ancesl d>
<i nstanceType>ni. smal | </i nst anceType>
<avai |l abi |l i tyZone>us- east - la</avail abi | ityZone>
<dur ati on>12</durati on>
<usagePri ce>0. 00</ usagePri ce>
<fi xedPrice>0.00</fixedPri ce>
<i nst anceCount >19</i nst anceCount >
<product Description>nil. snal|l offering in us-east-la</
product Descri pti on>
<state>Active</state>
</litenpr
</ reservedl nst ancesSet >
</ Descri beReser vedl nst ancesResponse>

Related Operations

¢ PurchaseReservedinstancesOffering (p. 115)
¢ DescribeReservedinstancesOfferings (p. 85)
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DescribeReservedinstancesOfferings

Description

Describes Reserved Instance offerings that are available for purchase. With Amazon EC2 Reserved
Instances, you purchase the right to launch Amazon EC2 instances for a period of time (without getting
insufficient capacity errors) and pay a lower usage rate for the actual time used. For more information
about Reserved Instances, go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Reser vedl nst ances f er iDgif dhe Reserved Instances to describe. No
Type: String
Default: None

I nst anceType The instance type on which the Reserved Instance can No
be used.

Type: String
Default: None

Avai |l abi lityZone The Availability Zone in which the Reserved Instance No
can be used.

Type: String
Default: None

Product Descri ption The Reserved Instance description. No
Type: String
Default: None

Response Elements

Name Description

Descri beReser vedl nst ancesCbésci hhsRespomnedligpeancesf f eri ngsResponseType
element.

Type: DescribeReservedinstancesOfferingsResponseType (p.
349)

Ancestor: None
Children: request 1 d, reser vedl nst ancesO f er i ngsSet

requestld The ID of the request.
Type: xsd:string
Ancestor:
Descri beReservedl nst ancesO f eri ngsResponseType
Children: None
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Response Elements

Name

Description

reservedl nst ancesO f er i ngsReserved Instances offerings set.

item

Type: DescribeReservedinstancesOfferingsResponseSetType (p.
349)

Ancestor:
Descri beReservedl nst ancesO f eri ngsResponseType

Children: i tem

Reserved Instance offerings set.

Type:
DescribeReservedInstancesOfferingsResponseSetitemType (p.
348)

Ancestor: r eser vedl nst ancesOf f eri ngsSet

Children: r eser vedl nst ancesO f eri ngl d, i nst anceType,
avai |l abi lityZone, duration, fixedPrice, usagePri ce,
and pr oduct Descri pti on

reservedl nst ancesCf f er i ngl @he ID of the Reserved Instance offering.

i nstanceType

avail abilityZone

duration

fixedPrice

usagePrice

product Descri ption

Type: xsd:string
Ancestor: i tem
Children: None

The instance type on which the Reserved Instance can be used.
Type: xsd:string
Ancestor: i t em
Children: None

The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string
Ancestor:item
Children: None

The duration of the Reserved Instance, in seconds.
Type: xs:long

Ancestor: i tem

Children: None

The purchase price of the Reserved Instance.
Type: xs:double
Ancestor:item
Children: None

The usage price of the Reserved Instance, per hour.
Type: xs:double
Ancestor: i tem
Children: None

The Reserved Instance description.
Type: xsd:string
Ancestor:item
Children: None
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Example Request

This example describes available Reserved Instance offerings.

https://ec2. amazonaws. com ?
Acti on=Descri beReservedl nst ancesOf f eri ngs&Aut hPar ans

Example Response

<Descri beReservedl nst ancesO f eri ngsResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ " >
<reservedl nst ancesO f eri ngsSet >
<itene
<reservedl nstancesO f eri ngl d>4b2293b4- 5813- 4cc8- 9ce3- 1957f cldcf c8</
reservedl nstancesO f eri ngl d>
<i nstanceType>ni. smal | </i nst anceType>
<avai |l abi |l i tyZone>us- east - la</avail abi | ityZone>
<dur ati on>12</ dur ati on>
<fi xedPrice>0.00</fixedPri ce>
<usagePri ce>0. 00</ usagePri ce>
<product Description>nil. snal|l offering in us-east-la</
product Descri pti on>
</litenpr
</ reservedl nst ancesCf f eri ngsSet >
</ Descri beReservedl nst ancesO f eri ngsResponse>

Related Operations

¢ PurchaseReservedinstancesOffering (p. 115)
¢ DescribeReservedinstances (p. 82)
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DescribeSecurityGroups

Description

Returns information about security groups that you own.

Request Parameters

Name Description Required
G oupNane. n Name of the security group. No
Type: String

Default: Describes all groups within the account.

Response Elements

Name Description

Descri beSecurit yG oupsRespbaseifiypeSecuri t yG oupsResponseType element.
Type: DescribeSecurityGroupsResponseType (p. 355)
Ancestor: None
Children: request I d, securi t yG oupl nfo

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beSecurityG oupsResponseType
Children: None

securityGouplnfo Security group set.
Type: SecurityGroupSetType (p. 402)
Ancestor: Descri beSecurityG&G oupsResponseType
Children: i tem

item Information for a security group.
Type: SecurityGroupltemType (p. 402)
Ancestor: securi tyG oupl nfo

Children: owner | d, gr oupNane, gr oupDescri pti on, and
i pPer mi ssi ons

ownerld AWS Access Key ID of the owner of the security group.
Type: xsd:string
Ancestor:item
Children: None

gr oupNane Name of the security group.
Type: xsd:string
Ancestor:item
Children: None
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Response Elements

Name

groupDescri ption

i pPer ni ssi ons

item

i pProtocol

fronPort

t oPort

groups

item

userld

Description

Description of the security group.
Type: xsd:string
Ancestor: i tem
Children: None

Set of IP permissions associated with the security group.
Type: IpPermissionSetType (p. 374)

Ancestor:item

Children: i tem

Set of IP permissions.
Type: IpPermissionType (p. 375)
Ancestor: i pPer m ssi ons

Children: i pProt ocol , fronPort,toPort, groups, and
i pRanges

IP protocol.

Type: xsd:string

Valid Values: tcp |udp | i cnp
Ancestor: i tem

Children: None

Start of port range for the TCP and UDP protocols, or an ICMP
type number. An ICMP type number of -1 indicates a wildcard (i.e.,
any ICMP type number).

Type: xsd:int
Ancestor: i tem
Children: None

End of port range for the TCP and UDP protocols, or an ICMP
code. An ICMP code of -1 indicates a wildcard (i.e., any ICMP
code).

Type: xsd:int
Ancestor:i tem
Children: None

List of security group and user ID pairs.
Type: UserldGroupPairSetType (p. 406)
Ancestor: i t em
Children: i t em

Information for one security group.
Type: UserldGroupPairType (p. 406)
Ancestor: gr oups

Children: user | d, gr oupNare

AWS User ID of an account. Cannot be used when specifying a
CIDR IP address.

Type: xsd:string
Ancestor: it em
Children: None
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Name Description
gr oupNane Name of the security group. Cannot be used when specifying a

CIDR IP address.
Type: xsd:string
Ancestor: i tem
Children: None

i pRanges IP ranges.
Type: IpRangeSetType (p. 376)
Ancestor: i tem
Children: i t em

item Information for one IP range.
Type: IpRangeltemType (p. 375)
Ancestor: i pRanges
Children: ci drl p

cidrlp CIDR range.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example returns information about two security groups that are configured for the account.

https://ec2. amazonaws. com ?
Acti on=Descri beSecurityG oups&G oupNane. 1=\WbSer ver s&& oupNane. 2=RangedPor t sBy Sour ce&Aut hPa

Example Response

<Descri beSecuri tyGroupsResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<securityG oupl nf o>
<itene
<owner | d>UYY3TLBUXI EON5S NQVUUX6 OVPWBZI ONFMK&/ owner | d>
<gr oupName>WebSer ver s</ gr oupNane>
<groupDescri pti on>Wb Servers</groupDescri pti on>
<i pPerm ssi ons>
<itene
<i pProt ocol >t cp</i pProtocol >
<fr onPor t >80</f r onPor t >
<t oPort >80</t oPort >
<groups/ >
<i pRanges>
<itene
<ci drlp>0.0.0.0/0</cidrlp>
</itenp
</ i pRanges>
</itenp
</ i pPerm ssi ons>
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</litenpr
<itene
<owner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI ONFMK/ owner | d>
<gr oupName>RangedPor t sBy Sour ce</ gr oupNane>
<groupDescri pti on>Group A</ groupDescri ption>
<i pPerm ssi ons>
<itene
<i pProt ocol >t cp</i pProtocol >
<f r onPor t >6000</ f r onPor t >
<t oPort >7000</t oPor t >
<groups/ >
<i pRanges/ >
<litenp
</ i pPerm ssi ons>
</litenpr
</ securityG oupl nf o>
</ Descri beSecurityG oupsResponse>

Related Operations

¢ CreateSecurityGroup (p. 36)
¢ AuthorizeSecurityGrouplngress (p. 20)
¢ RevokeSecurityGrouplngress (p. 127)
¢ DeleteSecurityGroup (p. 46)
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DescribeSnapshotAttribute

Description

Returns information about an attribute of a snapshot. Only one attribute can be specified per call.

Request Parameters

Name Description Required

Snapshot 1 d. n The ID of the Amazon EBS snapshot. No
Type: String
Default: None

Attri but e=cr eat eVol uneBestribes time create volume permissions of the Yes
shapshot.

Type: String
Default: None

Response Elements

Name Description

Descri beSnapshot At t ri but eRPeponsb@gpapshot At t ri but eResponseType element.
Type: DescribeSnapshotAttributeResponseType (p. 357)
Ancestor: None

Children: r equest | d, snapshot | d, and
cr eat eVol umePer m ssi on

requestld The ID of the request.
Type: xsd:string
Ancestor: Descri beSnapshot Att ri but eResponseType
Children: None

snapshot | d The ID of the Amazon EBS snapshot.
Type: xsd:string
Ancestor: Descri beSnapshot Att ri but eResponseType
Children: None

creat eVol umePer nmi ssi on Create volume permission element.
Type: CreateVolumePermissionListType (p. 320)
Ancestor: Descri beSnapshot Attri but eResponseType
Children: i t em

item Volume permission item.
Type: CreateVolumePermissionltemType (p. 320)
Ancestor: cr eat eVol unePer ni ssi on
Children: user | d, gr oup
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Name Description
userld User ID of a user that can create volumes from the snapshot.

Type: xsd:string
Ancestor: i tem
Children: None

group Group that is allowed to create volumes from the snapshot
(currently supports "all").

Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example describes permissions for the snap-78a54011 snapshot.

https://ec2. amazonaws. com ?
Acti on=Descri beSnapshot At tri but e&Snaphsot | d=snap- 78a54011&At t ri but e=cr eat eVol unePer ni ssi on&

Example Response

<Descri beSnapshot Attri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<snapshot | d></ snapshot | d>
<cr eat eVol unePer ni ssi on>
<itemp
<group>al | </ gr oup>
<litenpr
</ cr eat eVol unePer i ssi on>
</ Descri beSnapshot Attri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 111)
¢ DescribeSnapshots (p. 94)

¢ ResetSnapshotAttribute (p. 125)
¢ CreateSnapshot (p. 38)
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DescribeSnapshots

Description

Returns information about Amazon EBS snapshots available to the user. Information returned includes
volume ID, status, start time, progress, owner ID, volume size, and description. Snapshots available

to the user include public snapshots available for any user to launch, private snapshots owned by

the user making the request, and private snapshots owned by other users for which the user granted
explicit create volume permissions.

The create volume permissions fall into 3 categories:

Permission Description

public The owner of the snapshot granted create volume permissions for the
snapshot to the al | group. All users have create volume permissions for these
snapshots.

explicit The owner of the snapshot granted create volume permissions to a specific
user.

implicit A user has implicit create volume permissions for all snapshots he or she owns.

The list of snapshots returned can be modified by specifying snapshot IDs, snapshot owners, or users
with create volume permissions. If no options are specified, Amazon EC2 returns all snapshots for
which the user has create volume permissions.

If you specify one or more snapshot IDs, only snapshots that have the specified IDs are returned. If
you specify an invalid snapshot ID, a fault is returned. If you specify a snapshot ID for which you do not
have access, it will not be included in the returned results.

If you specify one or more snapshot owners, only snapshots from the specified owners and for which
you have access are returned. The results can include the AWS Account IDs of the specified owners,
amazon for snapshots owned by Amazon or self for snapshots that you own.

If you specify a list of restorable users, only users that have create snapshot permissions for the
shapshots are returned. You can specify AWS Account IDs (if you own the snapshot(s)), self for
shapshots for which you own or have explicit permissions, or all for public snapshots.

Request Parameters

Name Description Required

Snapshot 1 d. n The ID of the Amazon EBS snapshot. No
Type: String
Default: Describes snapshots for which you have launch
permissions.

Onner Returns snapshots owned by the specified owner. No
Multiple owners can be specified.

Type: String
Valid Values: sel f | anazon | AWS Account |D
Default: None
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Name

Rest or abl eBy

Description

Account ID of a user that can create volumes from the
shapshot.

Type: String
Default: None

Response Elements

Name

Description

Descri beSnapshot sResponseTPpscri beSnapshot sResponseType element.

requestlid

snhapshot Set

item

snapshot I d

vol urel d

st at us

startTi ne

Type: DescribeSnapshotsResponseType (p. 359)
Ancestor: None
Children: r equest | d, snapshot Set

The ID of the request.

Type: xsd:string

Ancestor: Descri beSnapshot sResponseType
Children: None

Snapshot set.

Type: DescribeSnapshotsSetResponseType (p. 362)

Ancestor: Descri beSnapshot sResponseType
Children: i t em

Information for a snapshot.

Required
No

Type: DescribeSnapshotsSetltemResponseType (p. 360)

Ancestor: snapshot Set

Children: snapshot | d, vol unel d, st at us, start Ti ng,

progress, owner | d, and descri ption

The ID of the snapshot.
Type: xsd:string
Ancestor: i tem
Children: None

The ID of the volume.
Type: xsd:string
Ancestor: i tem
Children: None

Snapshot state (e.g.,
Type: xsd:string
Ancestor: i tem
Children: None

Time stamp when the snapshot was initiated.
Type: xsd:dateTime

Ancestor:item

Children: None
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Name Description
progr ess The progress of the snapshot, in percentage.

Type: xsd:string
Ancestor: i tem
Children: None

ownerld AWS Access Key ID of the user who owns the snapshot.
Type: xsd:string
Ancestor:item
Children: None

description Description of the snapshot.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example describes snapshot snap- 78a54011.

https://ec2. amazonaws. conl ?
Act i on=Descri beSnapshot s&Snapshot | d=snap- 78a54011&Aut hPar ans

Example Response

<Descri beSnapshot sResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot Set >
<itemp
<snapshot | d>snap- 78a54011</ snapshot | d>
<vol unel d>vol - 4d826724</ vol unel d>
<st at us>pendi ng</ st at us>
<startTi me>2008- 05- 07T12: 51: 50. 000Z</ st art Ti me>
<pr ogr ess>80%/ pr ogr ess>
<owner | d>218213537122</ owner | d>
<vol uneSi ze>10</ vol uneSi ze>
<descri ption>Dai | y Backup</description>
<litenpr
</ snapshot Set >
</ Descri beSnapshot sResponse>

Related Operations

¢ CreateSnapshot (p. 38)
¢ DeleteSnapshot (p. 48)
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DescribeVolumes

Description

Describes the specified Amazon EBS volumes that you own. If you do not specify one or more volume
IDs, Amazon EBS describes all volumes that you own. For more information about Amazon EBS, go to
the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required
Vol urel d. n The ID of the volume to list. No
Type: String

Default: Describes all volumes that you own.

Response Elements

Name Description

Descri beVol umesResponseTypBescri beVol unesResponseType element.
Type: DescribeVolumesResponseType (p. 363)
Ancestor: None
Children: r equest | d, vol uneSet

requestld The ID of the request.
Type: xsd:string
Ancestor: Descr i beVol umesResponseType
Children: None

vol umeSet Volume set.
Type: DescribeVolumesSetResponseType (p. 365)
Ancestor: Descr i beVol umesResponseType
Children: i tem

item Information for a volume.
Type: DescribeVolumesSetltemResponseType (p. 363)
Ancestor: vol unmeSet

Children: vol unel d, si ze, snapshot | d, avai | abi | i t yZone,
st at us, cr eat eTi ne, and at t achnent Set

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: i tem
Children: None

si ze The size of the volume, in GiBs.
Type: xsd:string
Ancestor: i tem
Children: None
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Name Description

snapshot I d Snapshot from which the volume was created (optional).
Type: xsd:string
Ancestor: i tem
Children: None

avail abi lityZone Availability Zone in which the volume was created.
Type: xsd:string
Ancestor:item
Children: None

status Volume state (e.g.,
Type: xsd:string
Ancestor: i tem
Children: None

createTi me Time stamp when volume creation was initiated.
Type: xsd:dateTime
Ancestor: i t em
Children: None

at t achnment Set Attachment set.
Type: AttachmentSetResponseType (p. 304)
Ancestor: i tem
Children: i tem

item Information for a attachment set.
Type: AttachmentSetltemResponseType (p. 303)
Ancestor: at t achnent Set

Children: vol unel d, i nst ancel d, devi ce, st at us, and
attachTi me

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: i tem
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: i tem
Children: None

devi ce Specifies how the device is exposed to the instance (e.g., /dev/
sdh).

Type: xsd:string
Ancestor: i tem
Children: None
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Name Description
status Attachment state.

Type: xsd:string
Valid Values: at t achi ng | at t ached | det achi ng | det ached
Ancestor: i t em
Children: None

attachTi me Time stamp when the association was created.
Type: xsd:dateTime
Ancestor: i tem
Children: None

Examples

Example Request

This example describes all volumes associated with your account.

https://ec2. amazonaws. com ?Act i on=Descri beVol unes&Aut hPar ans

Example Response

<Descri beVol unesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol uneSet >
<itenp
<vol urel d>vol - 4282672b</ vol unel d>
<si ze>800</ si ze>
<snapshot I d/ >
<avai |l abi |l i tyZone>us- east - la</ avai |l abi | ityZone>
<st at us>i n-use</ st at us>
<creat eTi ne>2008- 05-07T11: 51: 50. 000Z</ cr eat eTi ne>
<at t achnent Set >
<itenp
<vol urel d>vol - 4282672b</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>at t ached</ st at us>
<attachTi ne>2008- 05-07T12: 51: 50. 000Z</ at t achTi ne>
</itemp
</ attachnent Set >
</itemp
</ Descri beVol umesResponse>

Related Operations

¢ CreateSnapshot (p. 38)
¢ DeleteSnapshot (p. 48)
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DetachVolume

Description

Detaches an Amazon EBS volume from an instance. For more information about Amazon EBS, go to
the Amazon Elastic Compute Cloud Developer Guide.

& Important

Make sure to unmount any file systems on the device within your operating system before
detaching the volume. Failure to unmount file systems, or otherwise properly release the
device from use, can result in lost data and will corrupt the file system.

Request Parameters

Name Description Required

Vol urnel d The ID of the volume. Yes
Type: String
Default: None

I nstancel d The ID of the instance. No
Type: String
Default: None

Devi ce The device name. No
Type: String
Default: None

Force Forces detachment if the previous detachment No
attempt did not occur cleanly (logging into an instance,
unmounting the volume, and detaching normally). This
option can lead to data loss or a corrupted file system.

Use this option only as a last resort to detach a volume
from a failed instance. The instance will not have an
opportunity to flush file system caches nor file system
meta data. If you use this option, you must perform file
system check and repair procedures.

Type: Boolean

Default: None

Response Elements

Name Description

Det achVol umeResponseType | Det achVol uneResponseType element.
Type: DetachVolumeResponseType (p. 366)
Ancestor: None

Children: r equest 1 d, vol unel d, i nst ancel d, devi ce,
status, and attachTi ne
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Examples
Name Description
requestld The ID of the request.

Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

devi ce The device as it is exposed to the instance.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

status Attachment state (e.g.,
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

attachTi me Time stamp when the association was created.
Type: xsd:dateTime
Ancestor: Det achVol uneResponseType
Children: None

Examples

Example Request

This example detaches volume vol - 4d826724.

https://ec2. amazonaws. com ?Act i on=Det achVol une&Vol unel d=vol - 4d826724
&l nst ancel d=i - 6058a509&Aut hPar ans

Example Response

<Det achVol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>det achi ng</ st at us>
<attachTi ne>2008- 05- 08T11: 51: 50. 000Z</ att achTi me>
</ Det achVol unreResponse>
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Related Operations

¢ CreateVolume (p. 41)
¢ DeleteVolume (p. 50)
¢ DescribeVolumes (p. 97)
¢ AttachVolume (p. 17)

API Version 2009-08-15
102



Amazon Elastic Compute Cloud API Reference

DisassociateAddress

DisassociateAddress

Description

Disassociates the specified elastic IP address from the instance to which it is assigned. This is an
idempotent operation. If you enter it more than once, Amazon EC2 does not return an error.

Request Parameters

Name

Publiclp

Description

IP address that you are disassociating from the instance.
Type: String
Default: None

Response Elements

Name

Description

Di sassoci at eAddr essResponsBiTgpssoci at eAddr essResponseType element.

requestl!d

return

Examples

Example Request

Type: DisassociateAddressResponseType (p. 368)
Ancestor: None
Children: request i d,return

The ID of the request.

Type: xsd:string

Ancestor: Di sassoci at eAddr essResponseType
Children: None

Returns

Type: xsd:boolean

Ancestor: Di sassoci at eAddr essResponseType
Children: None

Required

Yes

This example disassociates the 67. 202. 55. 255 |IP address from the instance to which it is assigned.

https://ec2. amazonaws. com ?
Acti on=Di sassoci at eAddr ess&Publ i cl p=67. 202. 55. 255&Aut hPar ans

Example Response

<Di sassoci at eAddr essResponse xm ns="http://ec2. anazonaws. coni

doc/ 2009- 08- 15/ ">
<return>true</return>

</ Di sassoci at eAddr essResponse>
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Related Operations

AllocateAddress (p. 13)
DescribeAddresses (p. 54)
ReleaseAddress (p. 121)
AssociateAddress (p. 15)
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GetConsoleQutput

Description

Retrieves console output for the specified instance.
Instance console output is buffered and posted shortly after instance boot, reboot, and termination.

Amazon EC2 preserves the most recent 64 KB output which will be available for at least one hour after
the most recent post.

Request Parameters

Name Description Required
I nstancel d ID of the instance for which you want console output. Yes
Type: String

Default: None

Response Elements

Name Description

Get Consol eQut put ResponseTy@et Consol eQut put ResponseType element.
Type: GetConsoleOutputResponseType (p. 369)
Ancestor: None
Children: r equest 1 d, i nst ancel d, ti nest anp, and out put

requestlid The ID of the request.
Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None

i nstancel d The instance ID.
Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None

ti mest anp The time the output was last updated.
Type: xsd:dateTime
Ancestor: Get Consol eQut put ResponseType
Children: None

out put The console output, Base64 encoded.
Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None
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Examples

Example Request

This example retrieves the console output for the i - 10a64379 Linux and UNIX instance.

https://ec2. amazonaws. com ?
Act i on=CGet Consol eCQut put & nst ancel d=i - 10a64379&Aut hPar ans

Example Response

<Cet Consol eQut put Response xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ " >
<i nstancel d>i - 28a64341</i nst ancel d>
<ti mest anp>2007-01- 03 15: 00: 00</ti nest anp>

<out put >TA udXggdnmvyc2l vbi AyLj YuMIYt eGVuVSAoYnVpbGR ckBWYXRj aGlhdC5hbWF6b252 YSk gKGd]

YyB2ZXJzaWdul DQUMZAX| DI wiWDUWMNz | 31 ChSZWQgSGF0I DQUMCAXLTUpKSA] MSBTTVAgVGh1l E9j

dCAyN AnODoOMToyNi BTQVNUI DI wiWDYKQKI PUy 1wcmB2a\WWRl ZCBwaH zaVWAhbCBSQUOgbWFwWOgpY

Z\W161 DAWMVDAWVDAWIVDAWVDAWVDAG L SAMVDAMVDAWMYVDZh NDAWIVDAW Chlc2Fi bGUpC k4MELCI EhJ
ROhNRUOgYXZhaWchYnx| Lgo3M dNQ BMT1dNRUOgYXZhaWkhYmx| LgpOANCAoRXh! Y3VOZSBEaXNh

Ykl KSBwe m0ZVINOaVWuQ BhY3RpdmUKSVIRI GxvY2t 1cCBKZXR Y3Rpb249Zd z YW s ZWXKOnVp
bHQMSB6b251 bA zdHVKS2VybnV/s| GNvbWLhbngbd uZTogcnBvdDOvZGV2L3Nk YTEgec nBgNApF

bnFi bA uZyBmYXNOI EZQVSBz YXZI | GFuZCByZXN0b3JI Li 4ul GRvbmJuCg==</ out put >

</ Get Consol eCQut put Response>

Related Operations

¢ Runlinstances (p. 130)
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GetPasswordData

Description

Retrieves the encrypted administrator password for the instances running Windows.

i Note

The Windows password is only generated the first time an AMI is launched. It is not generated

for rebundled AMIs or after the password is changed on an instance.
The password is encrypted using the key pair that you provided.

Request Parameters

Name

I nstancel d

Description

The ID of the instance for which to get the password.
Type: String
Default: None

Response Elements

Name

Description

Get Passwor dDat aResponseTyp€et Passwor dDat aResponseType element.

requestlid

i nstancel d

timestanp

passwor dDat a

Type: GetPasswordDataResponseType (p. 370)

Ancestor: None

Children: r equest 1 d, i nst ancel d, ti mest anp, and

passwor dDat a

The ID of the request.

Type: xsd:string

Ancestor: Get Passwor dDat aResponseType
Children: None

The ID of the instance.

Type: xsd:string

Ancestor: Get Passwor dDat aResponseType
Children: None

The time the data was last updated.

Type: xsd:dateTime

Ancestor: Get Passwor dDat aResponseType
Children: None

The password of the instance.

Type: xsd:string

Ancestor: Get Passwor dDat aResponseType
Children: None
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Examples

Example Request

This example returns the encrypted version of the administrator password for the i - 2574e22a
instance.

https://ec2. amazonaws. com ?
Act i on=CGet Passwor dDat a&l nst ancel d=i - 10a64379&Aut hPar ans

Example Response

<Cet Passwor dDat aResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nstancel d>i - 2574e22a</i nst ancel d>
<ti mest anp>2009- 10- 24 15: 00: 00</ti nest anp>

<passwor dDat a>Td udXggdnVyc2l vbi AyLj YuMI'yt eGVuVSAoYnVpbGRl ckBWYXRj aGlhdC5hbW6b25z YSkgKGdj
passwor dDat a></ Get Passwor dDat aResponse>

Related Operations

¢ Runlinstances (p. 130)
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ModifylmageAttribute

Description

Modifies an attribute of an AMI.

Request Parameters

Name Description Required

| magel d The AMI ID. Yes
Type: String
Default: None

Userld AWS Access Key ID. Yes
Type: String
Default: None

User Gr oup Name of the group. Currently supports "all.” Yes
Type: String
Default: None

Pr oduct Code. n Product code. No
Type: String
Default: None

Attribute Specifies the attribute to modify.
Type: String
Valid Values: | aunchPer mi ssi on | pr oduct Codes
Default: None

Qper ati onType Specifies the operation to perform on the attribute.
Type: String
Valid Values: add | r enove
Default: None

Response Elements

Name Description

Modi f yl mageAt tri but eResponbkediypgl mageAt tri but eResponseType element.
Type: ModifylmageAttributeResponseType (p. 378)
Ancestor: None
Children: request 1 d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Modi fyl nageAt tri but eResponseType
Children: None
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Name Description
return Returns

Type: xsd:boolean
Ancestor: Modi fyl mageAt tri but eResponseType
Children: None

Examples

Example Request

This example makes this a public AMI and grants specific permissions to a user.

https://ec2. amazonaws. com ?
Acti on=Modi fyl mageAt tri but e&snapshot | d=snap- 78a54011&At t ri but e=cr eat eVol umePer m ssi on&Oper a

Example Response

<Modi fyl mageAttri but eResponse xm ns="http://ec2. amazonaws. conf
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Modi fyl mageAt tri but eResponse>

Example Request

The following example adds the 774F4FF8 product code to the am - 2bb65342 AMI:

https://ec2. amazonaws. com ?Act i on=NMbodi fyl mageAttri bute?
Acti on=Modi fyl mageAt tri but e&l nagel d=am - 78a54011&At t ri but e=l aunchPer mi ssi on&Oper ati onType=a

Example Response

<Modi fyl mageAttri but eResponse xm ns="http://ec2. amazonaws. con
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Modi fyl mageAt tri but eResponse>

Related Operations

* ResetlmageAttribute (p. 123)
¢ DescribelmageAttribute (p. 63)
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ModifySnapshotAttribute

Description

Adds or remove permission settings for the specified snapshot.

Request Parameters

Name

Snapshot | d

Userld

User G oup

Attribute

Qper ati onType

At tri but e=cr eat eVol uneRéudifiss ittencreate volume permissions of the snapshot.

Description

The ID of the snapshot.
Type: String
Default: None

User ID of a user that can create volumes from the
snapshot.

Type: String
Default: None

Group that is allowed to create volumes from the
snapshot (currently supports "all").

Type: String
Default: None

Specifies the attribute to modify.

Type: String

Valid Values: cr eat eVol unePer mi ssi on
Default: None

Specifies the operation to perform on the attribute.
Type: String

Valid Values: add | r enove

Default: None

Type: String
Default: None

Response Elements

Name

Description

Required

Yes

No

No

Yes

Yes

Yes

Modi f ySnapshot At t ri but eRespbdsEf$papshot Att ri but eResponseType element.
Type: ModifySnapshotAttributeResponseType (p. 379)

requestlid

Ancestor: None
Children: request 1 d, return

The ID of the request.
Type: xsd:string

Ancestor: Modi f ySnapshot Attri but eResponseType

Children: None
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Name Description
return Returns

Type: xsd:boolean
Ancestor: Modi f ySnapshot Attri but eResponseType
Children: None

Examples

Example Request

This example makes the snap-78a54011 snapshot public.

https://ec2. amazonaws. com ?
Act i on=Mbodi f ySnapshot At t ri but e&snapshot | d=snap- 78a54011&At t ri but e=cr eat eVol umePer i ssi on&p

Example Response

<Mbdi f ySnapshot Attri but eResponse xm ns="http://ec2. amazonaws. conl
doc/ 2009- 08- 15/ " >

<return>true</return>

</ Modi f ySnapshot At tri but eResponse>

Related Operations

¢ DescribeSnapshotAttribute (p. 92)
e DescribeSnapshots (p. 94)

¢ ResetSnapshotAttribute (p. 125)
¢ CreateSnapshot (p. 38)

API Version 2009-08-15
112



Amazon Elastic Compute Cloud API Reference
Monitorinstances

Monitorlnstances

Description

Enables monitoring for a running instance. For more information, refer to the Amazon CloudWatch
Developer Guide.

Request Parameters

Name Description Required
I nstancel d. n Instance ID. Yes
Type: String

Default: None

Response Elements

Name Description

Moni t or | nst ancesResponseTypkni t or | nst ancesResponseType element.
Type: MonitorinstancesResponseType (p. 381)
Ancestor: None
Children: request |1 d, i nst ancesSet

requestlid The ID of the request.
Type: xsd:string
Ancestor: Moni t or | nst ancesResponseType
Children: None

i nst ancesSet Monitor instance response set.
Type: MonitorinstancesResponseSetType (p. 381)
Ancestor: Moni t or I nst ancesResponseType
Children: i t em

item Instance Item.
Type: MonitorinstancesResponseSetltemType (p. 380)
Ancestor: i nst ancesSet
Children: i nst ancel d, noni tori ng

i nstancel d Instance ID.
Type: xsd:string
Ancestor: i tem
Children: None

nmoni toring Monitoring information.
Type: InstanceMonitoringStateType (p. 372)
Ancestor:item
Children: st at e
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Name Description
state State of monitoring for the instance.

Type: xsd:string

Valid Values: moni t ori ng- enabl ed (enabl ed) |

noni t or i ng- pendi ng (pendi ng) | noni toring-di sabl ed
(di sabl ed)

Ancestor: noni t ori ng

Children: None

Examples

Example Request

This example enables monitoring for i-43a4412a and i-23a3397d.

https://ec2. anmazonaws. com ?
Acti on=Moni t or |l nst ances&l nst ancel d. 1=i - 43a4412a&l nst ancel d. 2=i - 23a3397d&Aut hPar ans

Example Response

<Moni t or | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 43a4412a</i nst ancel d>
<moni tori ng>
<st at e>pendi ng</ st at e>
</ nmoni tori ng>
</itenp
<itenp
<i nst ancel d>i - 23a3397d</ i nst ancel d>
<moni tori ng>
<st at e>pendi ng</ st at e>
</ nmoni t ori ng>
</itenpr
</instancesSet >
</ Moni t or I nst ancesResponse>

Related Operations

¢ Unmonitorinstances (p. 142)
¢ RunlInstances (p. 130)
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PurchaseReservedinstancesOffering

Description

Purchases a Reserved Instance for use with your account. With Amazon EC2 Reserved Instances, you
purchase the right to launch Amazon EC2 instances for a period of time (without getting insufficient
capacity errors) and pay a lower usage rate for the actual time used. For more information about
Reserved Instances, go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Reser vedl nst ancesO f er iTingl affering ID of the Reserved Instance to purchase. Yes
Type: String
Default: None

I nst anceCount . n The number of Reserved Instances to purchase. No
Type: Integer
Default: 1

Response Elements

Name Description

Pur chaseReser vedl nst ancesCPtiechagBBspensediypst ancesOf f eri ngResponseType
element.

Type: PurchaseReservedinstancesOfferingResponseType (p.
387)

Ancestor: None
Children: r equest |1 d, r eser vedl nst ancesl d

requestlid The ID of the request.
Type: xsd:string
Ancestor:
Pur chaseReser vedl nst ancesO f eri ngResponseType
Children: None

reservedl nst ancesl d The IDs of the purchased Reserved Instances.
Type: xsd:string
Ancestor:
Pur chaseReser vedl nst ancesO f eri ngResponseType

Children: None

Examples

Example Request

This example purchases Reserved Instances.
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https://ec2. amazonaws. com ?
Act i on=Pur chaseReser vedl nstancesOf f eri ng&X f eri ngl d. 1=of f eri ng- 12345678&i nst anceCount . 1=2&A

Example Response

<Pur chaseReser vedl nst ancesO f eri ngResponse xm ns="http://ec2. amazonaws. com

doc/ 2009- 08- 15/ ">
<reservedl nst ancesl d>reservati on- 1001001</ reser vedl nst ancesl d>
</ Pur chaseReser vedl nst ancesO f eri ngResponse>

Related Operations

¢ DescribeReservedinstancesOfferings (p. 85)
¢ DescribeReservedinstances (p. 82)
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Rebootlnstances

Description

Requests a reboot of one or more instances. This operation is asynchronous; it only queues a request
to reboot the specified instance(s). The operation will succeed if the instances are valid and belong to
you. Requests to reboot terminated instances are ignored.

e Note

If a Linux/UNIX instance does not cleanly shut down within four minutes, Amazon EC2 will
perform a hard reboot.

Request Parameters

Name Description Required
I nstancel d. n One or more instance IDs. Yes
Type: String

Default: None

Response Elements

Name Description

Reboot | nst ancesResponseTypBeboot | nst ancesResponseType element.
Type: RebootinstancesResponseType (p. 389)
Ancestor: None
Children: request 1 d, return

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Reboot | nst ancesResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Reboot | nst ancesResponseType
Children: None

Examples

Example Request

This example reboots an instance.

https://ec2. amazonaws. conl ?Act i on=Reboot | nst ances&Aut hPar ans
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Example Response

<Reboot | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<return>true</return>
</ Reboot | nst ancesResponse>

Related Operations

¢ RunlInstances (p. 130)
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Registerimage

Description

Registers an AMI with Amazon EC2. Images must be registered before they can be launched. To
launch instances, use the Runl nst ances operation.

Each AMI is associated with an unique ID which is provided by the Amazon EC2 service through the
Regi st er | mage operation. During registration, Amazon EC2 retrieves the specified image manifest
from Amazon S3 and verifies that the image is owned by the user registering the image.

The image manifest is retrieved once and stored within the Amazon EC2. Any modifications to an

image in Amazon S3 invalidates this registration. If you make changes to an image, deregister the
previous image and register the new image. To deregister an image, use the Der egi st er | nage

operation.

Request Parameters

Name Description Required
I magelLocati on Full path to your AMI manifest in Amazon S3 storage. Yes
Type: String

Default: None

Response Elements

Name Description

Regi st er | nageResponseType Regi st er | mageResponseType element.
Type: RegisterimageResponseType (p. 391)
Ancestor: None
Children: r equest 1 d, i magel d

requestlid The ID of the request.
Type: xsd:string
Ancestor: Regi st er | mageResponseType
Children: None

i magel d Unique ID of the newly registered machine image.
Type: xsd:string
Ancestor: Regi st er | mmgeResponseType
Children: None

Examples

Example Request

This example registers the AMI specified in the i mage. mani f est . xm manifest file.

https://ec2. amazonaws. com ?Act i on=Regi st er | nage&l nagelLocat i on=nybucket -
nmyi mage. mani f est. xm &Aut hPar ans
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Example Response
<Regi st erl mageResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >

<i magel d>ani - 61a54008</ i nagel d>
</ Regi st er | mageResponse>

Related Operations

¢ Describelmages (p. 67)
¢ Deregisterimage (p. 52)
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ReleaseAddress

Description

Releases an elastic IP address associated with your account.

If you run this operation on an elastic IP address that is already released, the address might be
assigned to another account which will cause Amazon EC2 to return an error.

e Note

Releasing an IP address automatically disassociates it from any instance with
which it is associated. To disassociate an IP address without releasing it, use the
Di sassoci at eAddr ess operation.

& Important

After releasing an elastic IP address, it is released to the IP address pool and might no longer
be available to your account. Make sure to update your DNS records and any servers or
devices that communicate with the address.

Request Parameters

Name Description Required
Publiclp The IP address that you are releasing from your Yes
account.
Type: String

Default: None

Response Elements

Name Description

Rel easeAddr essResponseTypeRel easeAddr essResponseType element.
Type: ReleaseAddressResponseType (p. 391)
Ancestor: None
Children: request 1 d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Rel easeAddr essResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Rel easeAddr essResponseType
Children: None
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Examples

Example Request

This example releases an elastic IP address associated with the account.

https://ec2. amazonaws. com ?
Act i on=Rel easeAddr ess&Publ i cl p=67. 202. 55. 255&Aut hPar ans

Example Response

<Rel easeAddr essResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<return>true</return>
</ Rel easeAddr essResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ DescribeAddresses (p. 54)

¢ AssociateAddress (p. 15)

¢ DisassociateAddress (p. 103)
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ResetlmageAttribute

Description

Resets an attribute of an AMI to its default value.
e Note

The productCodes attribute cannot be reset.

Request Parameters

Name Description Required
| magel d ID of the AMI on which the attribute will be reset. Yes
Type: String
Default: None
Attribute Specifies the attribute to reset.
Type: String

Valid Values: | aunchPer mi ssi on | pr oduct Codes
Default: None

Response Elements

Name Description

Reset | mageAt tri but eResponsB&gpel mageAt t ri but eResponseType element.
Type: ResetimageAttributeResponseType (p. 393)
Ancestor: None
Children: request 1 d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: Reset | nageAt tri but eResponseType
Children: None

return Indicates whether the attribute successfully reset.
Type: xsd:boolean
Ancestor: Reset | mageAt tri but eResponseType
Children: None

Examples

Example Request

This example resets the | aunchPer m ssi on attribute.

https://ec2. amazonaws. com ?
Action=Reset | mageAttri but e&l magel d=am - 61a54008&At t ri but e=l aunchPer i ssi on&Aut hPar ans
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Example Response

<Reset | mageAttri but eResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ ">

<return>true</return>
</ Reset | mageAttri but eResponse>

Related Operations

« ModifylmageAttribute (p. 109)
¢ DescribelmageAttribute (p. 63)
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ResetSnapshotAttribute

Description

Resets permission settings for the specified snapshot.

Request Parameters

Name Description Required
Snapshot | d The ID of the snapshot. No
Type: String

Default: None

Attri but e=cr eat eVol uneReseits tieooreate volume permissions of the snapshot. | Yes
Type: String
Default: None

Response Elements

Name Description

Reset Snapshot At t ri but eRespBasel$papshot At t ri but eResponseType element.
Type: ResetSnapshotAttributeResponseType (p. 395)
Ancestor: None
Children: request 1 d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Reset Snapshot At tri but eResponseType
Children: None

return Specifies whether the snapshot permissions were reset.
Type: xsd:boolean
Ancestor: Reset Snapshot At tri but eResponseType
Children: None

Examples

Example Request

This example resets the permissions for snap-78a54011, making it a private snapshot that can only be
used by the account that created it.

https://ec2. amazonaws. com ?
Act i on=Reset Snapshot Att ri but e&Snapshot | d. 1=snap- 78a54011&At t ri but e=cr eat eVol unePer m ssi on&A

Example Response

<Reset Snapshot Attri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ ">
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<return>true</return>
</ Reset Snapshot At t ri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 111)
¢ DescribeSnapshotAttribute (p. 92)
¢ DescribeSnapshots (p. 94)

¢ CreateSnapshot (p. 38)
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RevokeSecurityGrouplngress

Description

Revokes permissions from a security group. The permissions used to revoke must be specified using
the same values used to grant the permissions.

Permissions are specified by IP protocol (TCP, UDP, or ICMP), the source of the request (by IP range
or an Amazon EC2 user-group pair), the source and destination port ranges (for TCP and UDP), and
the ICMP codes and types (for ICMP).

Permission changes are quickly propagated to instances within the security group. However,
depending on the number of instances in the group, a small delay is might occur.

Request Parameters

Name Description Required

Userld AWS Access Key ID. Yes
Type: String
Default: None

G oupNane Name of the group to modify. Yes
Type: String
Default: None

| pPr ot ocol IP protocol. Yes
Type: String
Valid Values: tcp |udp | i crp
Default: None

FronPor t Start of port range for the TCP and UDP protocols, Yes
or an ICMP type number. An ICMP type number of -1
indicates a wildcard (i.e., any ICMP type number).

Type: Integer
Default: None

ToPort End of port range for the TCP and UDP protocols, or Yes
an ICMP code. An ICMP code of -1 indicates a wildcard
(i.e., any ICMP code).

Type: Integer
Default: None

Sour ceSecuri t yG oupOwmné¥W8 User ID of an account. Cannot be used when Yes
specifying a CIDR IP address.

Type: String
Default: None

Sour ceSecuri t yGr oupNamiame of the security group. Cannot be used when Yes
specifying a CIDR IP address.

Type: String
Default: None
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Name Description Required
Gdrlp CIDR range. Yes
Type: String

Default: None
Constraints: Valid CIDR IP address range.

Response Elements

Name Description

RevokeSecurit yG oupl ngr essRegpbhaSedypet yG oupl ngr essResponseType element.
Type: RevokeSecurityGrouplngressResponseType (p. 396)
Ancestor: None
Children: request I d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: RevokeSecuri t yG oupl ngr essResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: RevokeSecuri t yG oupl ngr essResponseType
Children: None

Examples

Example Request

This example revokes TCP port 80 access from the 205.192.0.0/16 address range for the websr v
security group.

https://ec2. amazonaws. com ?
Act i on=RevokeSecurityG oupl ngressé&l pProt ocol =t cp&Fr onPor t =80&ToPor t =80&Ci dr | p=205. 192. 0.0/ 1
&Aut hPar ans

Example Response

<RevokeSecurityG oupl ngressResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >

<return>true</return>
</ RevokeSecurityG oupl ngr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 36)

¢ DescribeSecurityGroups (p. 88)
AuthorizeSecurityGrouplngress (p. 20)
¢ DeleteSecurityGroup (p. 46)
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Runlnstances

Description

Launches a specified number of instances of an AMI for which you have permissions.

If Amazon EC2 cannot launch the minimum number AMIs you request, no instances will be launched.
If there is insufficient capacity to launch the maximum number of AMIs you request, Amazon EC2
launches the minimum number specified for each AMI and allocate the remaining available instances
using round robin.

In the following example, Libby generates a request to launch two images (database and web_server):

1. Libby runs the Runl nst ances operation to launch database instances (min. 10, max. 15) and
web_server instances (min. 30, max. 40).

Because there are currently 30 instances available and Libby needs a minimum of 40, no instances
are launched.

2. Libby adjusts the number of instances she needs and runs the Runl nst ances operation to launch
database instances (min. 5, max. 10) and web_server instances (min. 20, max. 40).

Amazon EC2 launches the minimum number of instances for each AMI (5 database, 20
web_server).

The remaining 5 instances are allocated using round robin.

3. Libby adjusts the number of instances she needs and runs the Runl nst ances operation again to
launch database instances (min. 5, max. 10) and web_server instances (min. 20, max. 40).

I Note

Every instance is launched in a security group (created using the Cr eat eSecuri t yG oup
operation.

You can provide an optional key pair ID for each image in the launch request (created using the

Cr eat eKeyPai r operation). All instances that are created from images that use this key pair will
have access to the associated public key at boot. You can use this key to provide secure access to an
instance of an image on a per-instance basis. Amazon EC2 public images use this feature to provide
secure access without passwords.

& Important

Launching public images without a key pair ID will leave them inaccessible.

The public key material is made available to the instance at boot time by placing it in the

openssh_i d. pub file on a logical device that is exposed to the instance as / dev/ sda2 (the instance
store). The format of this file is suitable for use as an entry within ~/ . ssh/ aut hori zed_keys (the
OpenSSH format). This can be done at boot (e.g., as part of r c. | ocal ) allowing for secure access
without passwords.

Optional user data can be provided in the launch request. All instances that collectively comprise the
launch request have access to this data. For more information, go the Amazon Elastic Compute Cloud
Developer Guide.
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e Note

If any of the AMIs have a product code attached for which the user has not subscribed, the
Runl nst ances call will fail.

& Important

We strongly recommend using the 2.6.18 Xen stock kernel with High-CPU and High-Memory
instances. Although the default Amazon EC2 kernels will work, the new kernels provide
greater stability and performance for these instance types. For more information about kernels,
go the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required
| magel d Unique ID of a machine image, returned by a call to Yes
Type: String

Default: None

M nCount Minimum number of instances to launch. If the value is Yes
more than Amazon EC2 can launch, no instances are
launched at all.

Type: Integer
Default: None

Constraints: Between 1 and the maximum number
allowed for your account (default: 20).

Max Count Maximum number of instances to launch. If the value is | Yes
more than Amazon EC2 can launch, the largest possible
number above minCount will be launched instead.

Type: Integer
Default: None

Constraints: Between 1 and the maximum number
allowed for your account (default: 20).

KeyNare The name of the key pair. No
Type: String
Default: None

SecurityG oup Name of the security group. No
Type: String
Default: None

Addi tional Info Specifies additional information to make available to the | No
instance(s).

Type: String
Default: None

User Dat a MIME, Base64-encoded user data. No
Type: String
Default: None
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Name Description

Addr essi ngType Deprecated.
Type: String
Default: None

I nst anceType Specifies the instance type.
Type: String

Valid Values: mL. smal | | ml. | arge | nl. x| ar ge |
cl. nedi um|cl. x| arge | nR2. 2x| ar ge | nR2. 4x| ar ge

Default: m1.small

Pl acerment . Avai | abi | i t yApeeifies the placement constraints (Availability Zones)
for launching the instances.

Type: String
Default: Amazon EC2 selects an Availability Zone.

Kernel I d The ID of the kernel with which to launch the instance.
Type: String
Default: None

Randi skl d The ID of the RAM disk with which to launch the
instance. Some kernels require additional drivers at
launch. Check the kernel requirements for information
on whether you need to specify a RAM disk. To find
kernel requirements, go to the Resource Center and
search for the kernel ID.

Type: String
Default: None

Bl ockDevi ceMappi ng. Vi r fTinel \Ndoal name.
Type: String
Default: None

Bl ockDevi ceMappi ng. DeviTteNtewece name (e.g., /dev/sdh).
Type: String
Default: None

Moni t ori ng. Enabl ed Enables monitoring for the instance.
Type: Boolean
Default: Disabled

Subnet I d Specifies the subnet ID within which to launch the
instance(s) for Amazon Virtual Private Cloud.

Type: String
Default: None

Required
No

No

No

No

No

No

No

No

No
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Response Elements

Name Description

Runl nst ancesResponseType | Runl nst ancesResponseType element.
Type: RuninstancesResponseType (p. 397)
Ancestor: None

Children: request 1 d, reservati onl d, owner | d, gr oupSet ,
i nstancesSet, andrequesterld

requestlid The ID of the request.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

reservationld Unique ID of the reservation.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

ownerld AWS Access Key ID of the user who owns the reservation.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

gr oupSet Group set.
Type: GroupSetType (p. 372)
Ancestor: Runl nst ancesResponseType
Children: i tem

item Group set item.
Type: GroupltemType (p. 371)
Ancestor: gr oupSet
Children: gr oupl d

groupld Name of the security group.
Type: xsd:string
Ancestor: i tem
Children: None

i nst ancesSet Instance set.
Type: RunninglnstancesSetType (p. 401)
Ancestor: Runl nst ancesResponseType
Children: i tem
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Name

item

i nstancel d

i mgel d

i nstanceSt at e

code

nane

pri vat eDnsNane

dnsNane

Description

Running instance set item.
Type: RunninginstancesltemType (p. 399)
Ancestor: i nst ancesSet

Children: i nst ancel d, i nagel d, i nst anceSt at e,

pri vat eDnsNane, dnsNane, r eason, keyNane,

am Launchl ndex, product Codes, i nst anceType,

| aunchTi ne, pl acenent, kernel 1 d, randi skl d, pl atform
nmoni t ori ng, subnet 1d, vpcl d, pri vat el pAddr ess, and

i pAddr ess

Unique ID of the instance launched.
Type: xsd:string
Ancestor:item
Children: None

Image ID of the AMI used to launch the instance.
Type: xsd:string
Ancestor: i tem
Children: None

The current state of the instance.
Type: InstanceStateType (p. 373)
Ancestor: i tem

Children: code, nane

A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: i nst anceSt at e
Children: None

The current state of the instance.
Type: xsd:string

Ancestor: i nst anceSt at e
Children: None

The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i t em
Children: None

The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i tem
Children: None
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Name Description
reason Reason for the most recent state transition. This might be an
empty string.

Type: xsd:string
Ancestor: i tem
Children: None

keyNane If this instance was launched with an associated key pair, this
displays the key pair name.

Type: xsd:string
Ancestor: i tem
Children: None

am Launchl ndex The AMI launch index, which can be used to find this instance
within the launch group. For more information, go to the Metadata
section of the

Type: xsd:string
Ancestor: i tem
Children: None

pr oduct Codes Product codes attached to this instance.
Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem

item Information for one product code.
Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes
Children: pr oduct Code

pr oduct Code Product code.
Type: xsd:string
Ancestor:item
Children: None

i nst anceType The instance type.
Type: xsd:string
Ancestor: i tem
Children: None

| aunchTi ne The time the instance launched.
Type: xsd:dateTime
Ancestor: i tem
Children: None

pl acenent The location where the instance launched.
Type: PlacementResponseType (p. 384)
Ancestor: i tem
Children: avai | abi |l i tyZone
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Name

avail abilityZone

kernel I d

ramdi skl d

platform

nonitoring

state

subnet 1 d

vpcld

pri vat el pAddr ess

Description

Returns the Availability Zones of the instances.
Type: xsd:string

Ancestor: pl acenment

Children: None

Optional. Kernel associated with this instance.
Type: xsd:string
Ancestor:item
Children: None

Optional. RAM disk associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Platform of the instance (e.g., Windows).
Type: xsd:string
Ancestor: i t em
Children: None

Specifies whether monitoring is enabled for the instance.
Type: InstanceMonitoringStateType (p. 372)

Ancestor: i tem

Children: st at e

State of monitoring for the instance.
Type: xsd:string
Valid Values: noni t ori ng- enabl ed (enabl ed) |

noni t ori ng- pendi ng (pendi ng) | noni tori ng-di sabl ed
(di sabl ed)

Ancestor: noni tori ng
Children: None

Specifies the subnet ID in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

Specifies the VPC in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

Specifies the private IP address that is assigned to the instance
(Amazon VPC).

Type: xsd:string
Ancestor: it em
Children: None
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Name Description
i pAddr ess Specifies the IP address of the instance.

Type: xsd:string
Ancestor: i tem
Children: None

requesterld ID of the requester.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

Examples

Example Request

This example launches three instances of the ami - 60a54009 AMI.

https://ec2. amazonaws. coni ?
Act i on=Runl nst ances&!l magel d=ani - 60a54009&MaxCount =3&M nCount =1&P| acenent . Avai | abi | i t yZone=u
east - 1b&\oni t ori ng. Enabl ed=t r ue&Aut hPar ans

Example Response

<Runl nst ancesResponse xm ns="http://ec2. anazonaws. conf doc/ 2009- 08- 15/ ">
<reservationl d>r-47a5402e</reservationl d>
<owner | d>Al DADH4| GTRXXKCD</ owner | d>
<gr oupSet >
<itenp
<groupl d>def aul t </ gr oupl d>
</[itenpr
</ groupSet >
<i nst ancesSet >
<itenp
<i nstancel d>i - 2ba64342</i nst ancel d>
<i magel d>am - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsNane>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>0</ am Launchl ndex>
<i nstanceType>ml. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us- east - 1b</avail abi | ityZone>
</ pl acenent >
<noni tori ng>
<enabl ed>t r ue</ enabl ed>
</ nmoni t ori ng>

</[itenp
<itene
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<i nstancel d>i - 2bc64242</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>1</ am Launchl ndex>
<i nstanceType>mil. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us- east - 1b</avail abi | ityZone>
</ pl acenent >
<noni tori ng>
<enabl ed>t r ue</ enabl ed>
</ nmoni t ori ng>
</litenpr
<itene
<i nstancel d>i - 2be64332</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>2</ am Launchl ndex>
<i nstanceType>mil. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi | i tyZone>us- east - 1b</ avai |l abi | ityZone>
</ pl acenent >
<noni tori ng>
<enabl ed>t r ue</ enabl ed>
</ nmoni tori ng>
</litenpr
</instancesSet >
</ Runl nst ancesResponse>

Related Operations

¢ Describelnstances (p. 71)

¢ Terminatelnstances (p. 139)

¢ AuthorizeSecurityGrouplngress (p. 20)
¢ RevokeSecurityGrouplngress (p. 127)
¢ DescribeSecurityGroups (p. 88)

¢ CreateSecurityGroup (p. 36)

¢ CreateKeyPair (p. 34)
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Terminatelnstances

Description

Shuts down one or more instances. This operation is idempotent; if you terminate an instance more

than once, each call will succeed.

Terminated instances will remain visible after termination (approximately one hour).

Request Parameters

Name

I nstanceld.n

Description Required
Instance ID to terminate. Yes
Type: String

Default: None

Response Elements

Name

Description

Ter nmi nat el nst ancesResponseTgpei nat el nst ancesResponseType element.

requestlid

i nst ancesSet

item

i nstancel d

shut downSt at e

Type: TerminatelnstancesResponseType (p. 405)
Ancestor: None
Children: request 1 d, i nst ancesSet

The ID of the request.

Type: xsd:string

Ancestor: Ter mi nat el nst ancesResponseType
Children: None

Instances set.

Type: TerminatelnstancesResponselnfoType (p. 404)
Ancestor: Ter mi nat el nst ancesResponseType
Children: it em

Response item.

Type: TerminatelnstancesResponseltemType (p. 404)
Ancestor: i nst ancesSet

Children: i nst ancel d, shut downSt at e, and pr evi ousSt at e

Instance ID.

Type: xsd:string
Ancestor: i tem
Children: None

Shutdown state.

Type: InstanceStateType (p. 373)
Ancestor: i tem

Children: code, nane
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Examples
Name Description
code A 16-bit unsigned integer. The high byte is an opaque internal

value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: shut downSt at e
Children: None

namne The current state of the instance.
Type: xsd:string
Ancestor: shut downSt at e
Children: None

previ ousSt at e Previous state.
Type: InstanceStateType (p. 373)
Ancestor:item
Children: code, nane

code A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:
Type: xsd:int
Ancestor: pr evi ousSt at e
Children: None

nane The current state of the instance.
Type: xsd:string
Ancestor: previ ousSt at e
Children: None

Examples

Example Request

This example terminates the i - 3ea74257 instance.

https://ec2. amazonaws. coni ?
Acti on=Ter m nat el nst ancesé&l nst ancel d. 1=i - 3ea74257&Aut hPar ans

Example Response

<Ter m nat el nst ancesResponse xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itene
<i nstancel d>i - 3ea74257</i nst ancel d>
<shut downSt at e>
<code>32</ code>
<name>shut t i ng- down</ nane>
</ shut downSt at e>
<previ ousSt at e>
<code>16</ code>
<name>r unni ng</ name>
</ pr evi ousSt at e>
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<litenpr
</instancesSet >
</ Ter mi nat el nst ancesResponse>

Related Operations

¢ Describelnstances (p. 71)
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Unmonitorinstances

Description

Disables monitoring for a running instance. For more information, refer to the Amazon CloudWatch
Developer Guide.

Request Parameters

Name Description Required
I nstancel d. n Instance ID. Yes
Type: String

Default: None

Response Elements

Name Description

Moni t or | nst ancesResponseTypkni t or | nst ancesResponseType element.
Type: MonitorinstancesResponseType (p. 381)
Ancestor: None
Children: request |1 d, i nst ancesSet

requestlid The ID of the request.
Type: xsd:string
Ancestor: Moni t or | nst ancesResponseType
Children: None

i nst ancesSet Monitor instance response set.
Type: MonitorinstancesResponseSetType (p. 381)
Ancestor: Moni t or I nst ancesResponseType
Children: i t em

item Instance Item.
Type: MonitorinstancesResponseSetltemType (p. 380)
Ancestor: i nst ancesSet
Children: i nst ancel d, noni tori ng

i nstancel d Instance ID.
Type: xsd:string
Ancestor: i tem
Children: None

nmoni toring Monitoring information.
Type: InstanceMonitoringStateType (p. 372)
Ancestor:item
Children: st at e
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Examples
Name Description
state State of monitoring for the instance.

Type: xsd:string

Valid Values: moni t ori ng- enabl ed (enabl ed) |

noni t or i ng- pendi ng (pendi ng) | noni toring-di sabl ed
(di sabl ed)

Ancestor: noni t ori ng

Children: None

Examples

Example Request

This example disables monitoring for i-43a4412a and i-23a3397d.

https://ec2. anmazonaws. com ?
Acti on=Unnoni t or | nst ances&l nst ancel d. 1=i - 43a4412a&l nst ancel d. 2=i - 23a3397d&Aut hPar ans

Example Response

<Unnoni t or | nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itene
<i nstancel d> i-43a4412a</instancel d>
<noni t ori ng>
<st at e>pendi ng</ st at e>
</ moni t ori ng>
<litenmp
<itener
<i nst ancel d>i - 23a3397d</ i nst ancel d>
<noni t ori ng>
<st at e>pendi ng</ st at e>
</ moni t ori ng>
<litenmp
</instancesSet >
</ Unnoni t or | nst ancesResponse>

Related Operations

¢ MonitorInstances (p. 113)
¢ RunlInstances (p. 130)
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Amazon EC2 SOAP API

Topics

List of SOAP Operations by Function (p. 145)
AllocateAddress (p. 148)
AssociateAddress (p. 150)
AttachVolume (p. 152)
AuthorizeSecurityGrouplngress (p. 155)
Bundlelnstance (p. 159)
CancelBundleTask (p. 165)
ConfirmProductinstance (p. 169)
CreateKeyPair (p. 171)
CreateSecurityGroup (p. 174)
CreateSnapshot (p. 176)
CreateVolume (p. 179)

DeleteKeyPair (p. 182)
DeleteSecurityGroup (p. 184)
DeleteSnapshot (p. 186)

DeleteVolume (p. 188)
Deregisterlmage (p. 190)
DescribeAddresses (p. 192)
DescribeAvailabilityZones (p. 195)
DescribeBundleTasks (p. 198)
DescribelmageAttribute (p. 202)
Describelmages (p. 207)
Describelnstances (p. 212)
DescribeKeyPairs (p. 219)
DescribeRegions (p. 221)
DescribeReservedinstances (p. 223)
DescribeReservedinstancesOfferings (p. 227)
DescribeSecurityGroups (p. 231)
DescribeSnapshotAttribute (p. 235)
DescribeSnapshots (p. 238)
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¢ DescribeVolumes (p. 242)

¢ DetachVolume (p. 246)

¢ DisassociateAddress (p. 249)

¢ GetConsoleOutput (p. 251)

¢ GetPasswordData (p. 253)

¢ ModifylmageAttribute (p. 255)

¢ ModifySnapshotAttribute (p. 259)

¢ Monitorinstances (p. 261)

¢ PurchaseReservedinstancesOffering (p. 264)
¢ RebootInstances (p. 266)

* Registerimage (p. 268)

¢ ReleaseAddress (p. 270)

¢ ResetlmageAttribute (p. 272)

¢ ResetSnapshotAttribute (p. 274)

¢ RevokeSecurityGrouplngress (p. 276)
¢ RunlInstances (p. 280)

« Terminatelnstances (p. 291)

¢ Unmonitorinstances (p. 294)

List of SOAP Operations by Function

Amazon DevPay

¢ ConfirmProductinstance (p. 169)

AMls

¢ Deregisterlmage (p. 190)

¢ DescribelmageAttribute (p. 202)
¢ Describelmages (p. 207)

¢ ModifylmageAttribute (p. 255)

Availability Zones and Regions

¢ DescribeAvailabilityZones (p. 195)
¢ DescribeRegions (p. 221)

Elastic Block Store

¢ AttachVolume (p. 152)

¢ CreateSnapshot (p. 176)

¢ CreateVolume (p. 179)

¢ DeleteSnapshot (p. 186)

¢ DeleteVolume (p. 188)

¢ DescribeSnapshotAttribute (p. 235)
¢ DescribeSnapshots (p. 238)

¢ DescribeVolumes (p. 242)
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¢ DetachVolume (p. 246)
* ModifySnapshotAttribute (p. 259)
¢ ResetSnapshotAttribute (p. 274)

Elastic IP Addresses

¢ AllocateAddress (p. 148)

¢ AssociateAddress (p. 150)

¢ DescribeAddresses (p. 192)
¢ DisassociateAddress (p. 249)
¢ ReleaseAddress (p. 270)

General

¢ GetConsoleOutput (p. 251)

Images

« Registerimage (p. 268)
¢ ResetlmageAttribute (p. 272)

Instances

¢ Describelnstances (p. 212)
¢ RebootInstances (p. 266)

¢ Runlinstances (p. 280)

¢ Terminatelnstances (p. 291)

Key Pairs

¢ CreateKeyPair (p. 171)
¢ DeleteKeyPair (p. 182)
¢ DescribeKeyPairs (p. 219)

Monitoring

« Monitorinstances (p. 261)
« Unmonitorinstances (p. 294)

Reserved Instances

* DescribeReservedinstances (p. 223)
¢ DescribeReservedinstancesOfferings (p. 227)
¢ PurchaseReservedinstancesOffering (p. 264)

Security Groups

¢ AuthorizeSecurityGrouplngress (p. 155)
¢ CreateSecurityGroup (p. 174)
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¢ DeleteSecurityGroup (p. 184)
¢ DescribeSecurityGroups (p. 231)
¢ RevokeSecurityGrouplngress (p. 276)

Windows

¢ Bundlelnstance (p. 159)

e CancelBundleTask (p. 165)

¢ DescribeBundleTasks (p. 198)
¢ GetPasswordData (p. 253)
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AllocateAddress

Description

Acquires an elastic IP address for use with your account.

Request Parameters

The Al | ocat eAddr ess operation does not have any request parameters.
Response Elements

Name Description

Al | ocat eAddr essResponseTypAl | ocat eAddr essResponseType element.
Type: AllocateAddressResponseType (p. 302)
Ancestor: None
Children: request 1 d, publiclp

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Al | ocat eAddr essResponseType
Children: None

publiclp IP address for use with your account.
Type: xsd:string
Ancestor: Al | ocat eAddr essResponseType
Children: None

Examples

Example Request

This example returns an elastic IP address for use with the account.

<Al | ocat eAddress xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " ></
Al | ocat eAddr ess>

Example Response

<Al | ocat eAddr essResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<publ i cl p>67. 202. 55. 255</ publ i cl p>
</ Al | ocat eAddr essResponse>

Related Operations

¢ DescribeAddresses (p. 192)
¢ ReleaseAddress (p. 270)

¢ AssociateAddress (p. 150)

¢ DisassociateAddress (p. 249)
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AssociateAddress

AssociateAddress

Description

Associates an elastic IP address with an instance. If the IP address is currently assigned to another
instance, the IP address is assigned to the new instance. This is an idempotent operation. If you enter
it more than once, Amazon EC2 does not return an error.

Request Parameters

Name

Associ at eAddr essType

publiclp

i nstancel d

Description

Associ at eAddr essType element.
Type: AssociateAddressType (p. 303)
Ancestor: None

Children: publ i cl p, i nstancel d

IP address that you are assigning to the instance.

Type: xsd:string

Default: None

Ancestor: Associ at eAddr essType
Children: None

The instance to associate with the IP address.
Type: xsd:string

Default: None

Ancestor: Associ at eAddr essType
Children: None

Response Elements

Name

Associ at eAddr essResponseTypssoci at eAddr essResponseType element.
Type: AssociateAddressResponseType (p. 302)

requestl!d

return

Description

Ancestor: None
Children: request 1 d, return

The ID of the request.
Type: xsd:string

Ancestor: Associ at eAddr essResponseType

Children: None

Returns
Type: xsd:boolean

Ancestor: Associ at eAddr essResponseType

Children: None

Required

Yes

Yes
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Examples

Example Request

This example associates an IP address with an instance.

<Associ at eAddress xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nstancel d>i - 28a64341</i nst ancel d>
<publ i cl p>67. 202. 55. 255</ publ i cl p>

</ Associ at eAddr ess>

Example Response

<Associ at eAddr essResponse xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ ">
<return>true</return>
</ Associ at eAddr essResponse>

Related Operations

¢ AllocateAddress (p. 148)

¢ DescribeAddresses (p. 192)
¢ ReleaseAddress (p. 270)

¢ DisassociateAddress (p. 249)
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AttachVolume

Description

Attaches an Amazon EBS volume to a running instance and exposes it as the specified device.

e Note

Windows instances currently support devices xvda through xvdp. Devices xvda and xvdb

are reserved by the operating system, xvdc is assigned to drive C:\, and, depending on the
instance type, devices xvdd through xvde might be reserved by the instance stores. Any
device that is not reserved can be attached to an Amazon EBS volume. For a list of devices
that are reserved by the instance stores, go to the Amazon Elastic Compute Cloud Developer
Guide.

Request Parameters

Name Description Required

Att achVol uneType At t achVol umeType element.
Type: AttachVolumeType (p. 305)
Ancestor: None
Children: vol unel d, i nst ancel d, and devi ce

vol unel d The ID of the Amazon EBS volume. The volume and Yes
instance must be within the same Availability Zone and
the instance must be running.

Type: xsd:string

Default: None

Ancestor: At t achVol uneType
Children: None

i nstancel d The ID of the instance to which the volume attaches. Yes
The volume and instance must be within the same
Availability Zone and the instance must be running.

Type: xsd:string

Default: None

Ancestor: At t achVol uneType
Children: None

devi ce Specifies how the device is exposed to the instance Yes
(e.g., /dev/sdh).

Type: xsd:string

Default: None

Ancestor: At t achVol uneType
Children: None
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Response Elements

Name Description

At t achVol uneResponseType @ AttachVol uneResponseType element.
Type: AttachVolumeResponseType (p. 304)
Ancestor: None

Children: r equest I d, vol unel d, i nst ancel d, devi ce,
status, and attachTi ne

requestlid The ID of the request.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

i nstanceld The ID of the instance.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

devi ce The device as it is exposed to the instance.
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

status Volume state (e.g.,
Type: xsd:string
Ancestor: At t achVol uneResponseType
Children: None

attachTi me Time stamp when the attachment was initiated.
Type: xsd:dateTime
Ancestor: At t achVol uneResponseType
Children: None

Examples

Example Request

This example attaches volume vol - 4d826724 to instance i - 6058a509 and exposes it as / dev/ sdh.
For information on standard storage locations, go to the Amazon Elastic Compute Cloud Developer
Guide.

<AttachVol une xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol urel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
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</ Att achVol une>

Example Response

<Att achVol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<status>attachi ng</ st at us>
<attachTi ne>2008- 05- 07T11: 51: 50. 000Z</ att achTi me>
</ At t achVol unreResponse>

Related Operations

e CreateVolume (p. 179)
¢ DeleteVolume (p. 188)
¢ DescribeVolumes (p. 242)
¢ DetachVolume (p. 246)
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AuthorizeSecurityGrouplngress

Description

Adds permissions to a security group.

Permissions are specified by the IP protocol (TCP, UDP or ICMP), the source of the request (by IP
range or an Amazon EC2 user-group pair), the source and destination port ranges (for TCP and UDP),
and the ICMP codes and types (for ICMP). When authorizing ICMP, - 1 can be used as a wildcard in
the type and code fields.

Permission changes are propagated to instances within the security group as quickly as possible.
However, depending on the number of instances, a small delay might occur.

When authorizing a user/group pair permission, Gr oupNane, Sour ceSecur i t yG oupNane and
Sour ceSecuri t yGr oupOaner | d must be specified. When authorizing a CIDR IP permission,
G oupNane, | pProt ocol , FronPort, ToPort and C dr | p must be specified.

Request Parameters

Name Description Required

Aut hori zeSecuri t yG ouplnghess Bysecur i t yGr oupl ngr essType element.
Type: AuthorizeSecurityGrouplngressType (p. 306)
Ancestor: None
Children: user | d, gr oupNane, and i pPer mi ssi ons

userld AWS Access Key ID. Yes
Type: xsd:string
Default: None
Ancestor: Aut hori zeSecurit yG oupl ngressType
Children: None

gr oupNane Name of the group to modify. The name must be valid Yes
and belong to the account

Type: xsd:string

Default: None

Ancestor: Aut hori zeSecurit yG oupl ngressType
Children: None

i pPer m ssi ons Set of permissions. Yes
Type: IpPermissionSetType (p. 374)
Ancestor: Aut hori zeSecurit yG oupl ngressType
Children: i tem

item Set of IP permissions. Yes
Type: IpPermissionType (p. 375)
Ancestor: i pPer m ssi ons

Children: i pPr ot ocol , fronPort, t oPort, gr oups,
and i pRanges
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Name Description Required

i pProtocol IP protocol. Yes
Type: xsd:string
Valid Values: tcp | udp | i cnp
Default: None
Ancestor:item
Children: None

fronPor t Start of port range for the TCP and UDP protocols, Yes
or an ICMP type number. An ICMP type number of -1
indicates a wildcard (i.e., any ICMP type number).

Type: xsd:int
Default: None
Ancestor: i tem
Children: None

t oPort End of port range for the TCP and UDP protocols, or Yes
an ICMP code. An ICMP code of -1 indicates a wildcard
(i.e., any ICMP code).

Type: xsd:int
Default: None
Ancestor: i tem
Children: None

gr oups List of security group and user ID pairs. Yes
Type: UserldGroupPairSetType (p. 406)
Ancestor:item
Children: i tem

item Information for one security group. Yes
Type: UserldGroupPairType (p. 406)
Ancestor: gr oups
Children: user | d, gr oupNane

userld AWS User ID of an account. Cannot be used when Yes
specifying a CIDR IP address.

Type: xsd:string
Default: None

Ancestor: i tem
Children: None

gr oupNane Name of the security group. Cannot be used when Yes
specifying a CIDR IP address.

Type: xsd:string
Default: None

Ancestor: i tem
Children: None
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Name Description

i pRanges IP ranges.

Type: IpRangeSetType (p. 376)
Ancestor: i tem
Children: i tem

item Information for one IP range.

Type: IpRangeltemType (p. 375)
Ancestor: i pRanges
Children: cidrl p

cidrlp CIDR range.

Type: xsd:string
Default: None

Constraints: Valid CIDR IP address range.

Ancestor: i tem
Children: None

Required

Yes

Yes

Yes

Response Elements

Name

Description

Aut hori zeSecuri t yG oupl ngr AesResppaSedypet yG oupl ngr essResponseType element.

requestl!d

return

Examples

Example Request

Type: AuthorizeSecurityGrouplngressResponseType (p. 306)
Ancestor: None
Children: request i d,return

The ID of the request.

Type: xsd:string

Ancestor: Aut hori zeSecurit yG oupl ngr essResponseType
Children: None

Returns

Type: xsd:boolean

Ancestor: Aut hori zeSecur it yG oupl ngr essResponseType
Children: None

This example grants TCP port 80 access from the 205.192.0.0/16 address range to the websr v

security group.

<Aut hori zeSecurityG oupl ngress xm ns="http://ec2. amazonaws. conf

doc/ 2009- 08- 15/ ">

<user |l d/ >

<gr oupNarme>websr v</ gr oupNane>
<i pPerm ssi ons>
<itene
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<i pPr ot ocol >t cp</i pProt ocol >

<fronPort >80</fronPort >

<t oPort >80</t oPort >

<groups/ >

<i pRanges>
<itene

<ci dr | p>205. 192. 0. 0/ 16</ cidr| p>

</litenpr

</ i pRanges>

</litenpr
</ i pPerm ssi ons>
</ Aut hori zeSecurityG oupl ngress>

Example Response

<Aut hori zeSecurityG oupl ngressResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Aut hori zeSecurityG oupl ngr essResponse>

Related Operations

e CreateSecurityGroup (p. 174)

¢ DescribeSecurityGroups (p. 231)

¢ RevokeSecurityGrouplngress (p. 276)
¢ DeleteSecurityGroup (p. 184)
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Bundlelnstance

Description

Bundles the Windows instance. This procedure is not applicable for Linux and UNIX instances. For
more information, go to the Amazon Elastic Compute Cloud Developer Guide or Amazon Elastic

Compute Cloud Getting Started Guide.

e Note

During bundling, only the root store (C:\) is bundled. Data on other instance stores is not

preserved.

Request Parameters

Name Description

Bundl el nst anceType Bundl el nst anceType element.
Type: BundlelnstanceType (p. 314)
Ancestor: None
Children: i nst ancel d, st or age

i nstancel d The ID of the instance to bundle.
Type: xsd:string
Default: None
Ancestor: Bundl el nst anceType
Children: None

st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: Bundl el nst anceType
Children: S3

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, ansAccessKeyl d,
upl oadPol i cy, and upl oadPol i cySi gnat ure

bucket The bucket in which to store the AMI. You can specify
a bucket that you already own or a new bucket that
Amazon EC2 creates on your behalf. If you specify a
bucket that belongs to someone else, Amazon EC2
returns an error.

Type: xsd:string
Default: None
Ancestor: S3
Children: None

Required

Yes

Yes

Yes

Yes
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Name Description Required

prefix Specifies the beginning of the file name of the AMI. Yes
Type: xsd:string
Default: None
Ancestor: S3
Children: None

awsAccessKeyl d The Access Key ID of the owner of the Amazon S3 Yes
bucket.

Type: xsd:string
Default: None
Ancestor: S3
Children: None

upl oadPol i cy A Base64-encoded Amazon S3 upload policy that gives | Yes
Amazon EC2 permission to upload items into Amazon
S3 on the user's behalf.

Type: xsd:string
Default: None
Ancestor: S3
Children: None

upl oadPol i cySi gnat ur e The signature of the Base64 encoded JSON document. | Yes
Type: xsd:string
Default: None
Ancestor: S3
Children: None

JSON Parameters

The upload policy gives Amazon EC2 limited permission to upload items into your Amazon S3
bucket. The following table describes the required parameters for the upload policy JSON document.
Parameter names are case sensitive. For more information about upload policies and how to sign
them, go to the Amazon Elastic Compute Cloud Developer Guide.

Name Description Required

expiration The expiration of the policy. We recommend 12 Yes
hours or longer.

condi tions A list of restrictions on what can be uploaded to Yes
Amazon S3. Must contain the bucket and ACL
conditions in this table.

bucket The bucket to store the AMI. Yes

acl This must be set to ec2-bundle-read. Yes
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Response Elements

Name Description

Bundl el nst anceResponseTypeBundl el nst anceResponseType element.
Type: BundlelnstanceResponseType (p. 310)
Ancestor: None
Children: r equest | d, bundl el nst anceTask

requestlid The ID of the request.
Type: xsd:string
Ancestor: Bundl el nst anceResponseType
Children: None

bundl el nst anceTask Bundle task.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: Bundl el nst anceResponseType

Children: i nst ancel d, bundl el d, st ate, start Ti ne,
updat eTi ne, st or age, progress, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng-f or - shut down | stori ng |
canceling|complete|failed
Ancestor: bundl el nst anceTask
Children: None

startTi me The time this task started.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

updat eTi me The time of the most recent update for the task.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

st orage Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: bundl el nst anceTask
Children: S3
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Name

S3

bucket

prefix

awsAccessKeyl d

upl oadPol i cy

upl oadPol i cySi gnat ure

progress

error

code

Description

Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awnsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ur e

The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

Specifies the beginning of the file name of the AMI.
Type: xsd:string

Ancestor: S3

Children: None

The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string

Ancestor: S3

Children: None

A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

The signature of the Base64 encoded JSON document.
Type: xsd:string

Ancestor: S3

Children: None

The level of task completion, in percent (e.g., 20%).
Type: xsd:string

Ancestor: bundl el nst anceTask

Children: None

If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: bundl el nst anceTask

Children: code, nessage

Error code.
Type: xsd:string
Ancestor: err or
Children: None
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Name Description
nmessage Error message.

Type: xsd:string
Ancestor: er r or
Children: None

Examples

Example Request

This example bundles the i - e468cd8d instance.

<Bundl el nst ance xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ ">
<i nst ancel d>i - e468cd8d</i nst ancel d>
<st or age>
<S3>
<bucket >nmy- bucket </ bucket >
<pr efi x>w nam </ prefix>
<awsAccessKeyl d>10QWXFEV71ZS32XQFTR2</ awsAccessKeyl d>

<upl oadPol i cy>eyJl eHBpcnF0aWul j ogl j | wivDgt MDgt Mz BUMDg6NDk6MVDI al i wi Y29uZd 0aWducyl 61 Ft 71 m

J1Y2t| dCl 61 CJt eS1li dWAr ZXQ f Sxbl nNOYXJ0cyl13aXRol i wgl i Rr ZXki LCA bXkt bnmiv3LW t YWdI | | 1df Q==</
upl oadPol i cy>
<upl oadPol i cySi gnat ur e>w6BZu20xGsi i LZnoBmMQSEr ot uMA=</
upl oadPol i cySi gnat ur e>
</ S3>
</ st or age>
</ Bundl el nst ance>

Example Response

<Bundl el nst anceResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<request | d>bun- cla540a8</ r equest | d>
<bundl el nst anceTask>
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- cla540a8</ bundl el d>
<st at e>bundl i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<progress>70%/ pr ogr ess>
<st or age>
<S3>
<bucket >my- bucket </ bucket >
<prefix>w nam </ prefix>
</ S3>
</ st or age>
</ bundl el nst anceTask>
</ Bundl el nst anceResponse>

Related Operations

¢ CancelBundleTask (p. 165)
¢ DescribeBundleTasks (p. 198)
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CancelBundleTask

Description

Cancels an Amazon EC2 bundling operation. For more information on bundling instances, go to the
Amazon Elastic Compute Cloud Developer Guide or Amazon Elastic Compute Cloud Getting Started
Guide.

Request Parameters

Name Description Required

Cancel Bundl eTaskType | Cancel Bundl eTaskType element.
Type: CancelBundleTaskType (p. 315)
Ancestor: None
Children: bundl el d

bundl el d The ID of the bundle task to cancel. Yes
Type: xsd:string
Default: None
Ancestor: Cancel Bundl eTaskType
Children: None

Response Elements

Name Description

Cancel Bundl eTaskResponseTy@ancel Bundl eTaskResponseType element.
Type: CancelBundleTaskResponseType (p. 314)
Ancestor: None
Children: r equest | d, bundl el nst anceTask

requestld The ID of the request.
Type: xsd:string
Ancestor: Cancel Bundl eTaskResponseType
Children: None

bundl el nst anceTask Bundle task to cancel.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: Cancel Bundl eTaskResponseType

Children: i nst ancel d, bundl el d, st at e, start Ti ne,
updat eTi e, st or age, pr ogr ess, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None
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Name Description

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng-f or - shut down | stori ng |
canceling|conplete|failed
Ancestor: bundl el nst anceTask
Children: None

startTi me The time this task started.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

updat eTi me The time of the most recent update for the task.
Type: xsd:dateTime
Ancestor: bundl el nst anceTask
Children: None

st orage Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: bundl el nst anceTask
Children: S3

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ure

bucket The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

prefix Specifies the beginning of the file name of the AMI.
Type: xsd:string
Ancestor: S3
Children: None

awsAccessKeyl d The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string
Ancestor: S3
Children: None
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upl oadPol i cy A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

upl oadPol i cySi gnat ure The signature of the Base64 encoded JSON document.
Type: xsd:string
Ancestor: S3
Children: None

progress The level of task completion, in percent (e.g., 20%).
Type: xsd:string
Ancestor: bundl el nst anceTask
Children: None

error If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: bundl el nst anceTask
Children: code, nessage

code Error code.
Type: xsd:string
Ancestor: err or
Children: None

message Error message.
Type: xsd:string
Ancestor: err or
Children: None

Examples

Example Request

This example cancels the bun- cl a322b9 bundle task.

<Cancel Bundl eTask xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<bundl el d>bun- cl a322b9</ bundl el d>
</ Cancel Bundl eTask>

Example Response

<Cancel Bundl eTaskResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<bundl el nst anceTask>
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- cl a322b9</ bundl el d>
<st at e>cancel i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
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<progr ess>20%/ pr ogr ess>
<st or age>
<S3>
<bucket >my- bucket </ bucket >
<prefix>my- new i mage</ prefix>
</ S3>
</ st or age>
</ bundl el nst anceTask>
</ Cancel Bundl eTaskResponse>

Related Operations

¢ Bundlelnstance (p. 159)
¢ DescribeBundleTasks (p. 198)
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ConfirmProductinstance

Description

Verifies whether a Amazon DevPay product code is associated with an instance. This can only be
executed by the owner of the AMI and is useful when an AMI owner wants to verify whether a user's
instance is eligible for support.

Request Parameters

Name Description Required

Confi rnProduct | nst anceTppéi r nPr oduct | nst anceType element.
Type: ConfirmProductinstanceType (p. 316)
Ancestor: None
Children: pr oduct Code, i nst ancel d

pr oduct Code The product code to confirm. Yes
Type: xsd:string
Default: None
Ancestor: Conf i r mPr oduct | nst anceType
Children: None

i nstanceld The instance to confirm. Yes
Type: xsd:string
Default: None
Ancestor: Conf i r mPr oduct | nst anceType
Children: None

Response Elements

Name Description

Confi r nProduct | nst anceResp@arEilyper oduct | nst anceResponseType element.
Type: ConfirmProductinstanceResponseType (p. 315)
Ancestor: None
Children: r equest 1 d, ret ur n, and owner I d

requestlid The ID of the request.
Type: xsd:string
Ancestor: Conf i r nProduct | nst anceResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Conf i r nPr oduct | nst anceResponseType
Children: None

API Version 2009-08-15
169



Amazon Elastic Compute Cloud API Reference

Examples
Name Description
ownerld The instance owner's account ID. Only present if the product code

is attached to the instance.

Type: xsd:string

Ancestor: Conf i r nPr oduct | nst anceResponseType
Children: None

Examples

Example Request

This example describes the confirms the product code is associated with the instance.

<ConfirnProduct | nstance xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<pr oduct Code>774F4FF8</ pr oduct Code>
<i nst ancel d>i - 10a64379</i nst ancel d>

</ Confi r mPr oduct | nst ance>

Example Response

<Confi rnProduct | nst anceResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >

<return>true</return>

<owner | d>254933287430</ owner | d>
</ Confi r mPr oduct | nst anceResponse>

Related Operations

¢ Describelnstances (p. 212)
¢ Runlinstances (p. 280)

API Version 2009-08-15
170



Amazon Elastic Compute Cloud API Reference
CreateKeyPair

CreateKeyPair

Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is stored by Amazon
EC2 and the private key is displayed on the console. The private key is returned as an unencrypted
PEM encoded PKCS#8 private key. If a key with the specified name already exists, Amazon EC2
returns an error.

Request Parameters

Name Description Required

Cr eat eKeyPai r Type Cr eat eKeyPai r Type element.
Type: CreateKeyPairType (p. 317)
Ancestor: None
Children: keyNane

keyNane A unique name for the key pair. Yes
Type: xsd:string
Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Ancestor: Cr eat eKeyPai r Type
Children: None

Response Elements

Name Description

Cr eat eKeyPai r ResponseType| Cr eat eKeyPai r ResponseType element.
Type: CreateKeyPairResponseType (p. 316)
Ancestor: None
Children: r equest | d, keyNan®e, keyFi nger pri nt, and
keyMat eri al

requestld The ID of the request.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

keyNane The key pair name provided in the original request.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None
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Name Description
keyMat eri al An unencrypted PEM encoded RSA private key.

Type: xsd:string
Ancestor: Cr eat eKeyPai r ResponseType
Children: None

Examples

Example Request

This example creates a key pair named gsg-keypair.

<Creat eKeyPair xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<keyNane>gsg- keypai r </ keyNane>
</ Cr eat eKeyPai r >

Example Response

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ ">
<keyNane>gsg- keypai r </ keyNane>

<keyFi nger pri nt >1f: 51: ae: 28: bf : 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </

keyFi nger pri nt >
<keyMaterial >----- BEG N RSA PRI VATE KEY-----

M | EoQ BAAKCAQBULFg5uj Hrt mlj nut SuoG8Xe56L1 T+HMBv/ xkaa39Est MB/ aFxTHgEl Q JLChp
HungXQ9VTc8r c1bWoI kdi 230H5eqk VHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc PoKCOVUR+j x71Sg
5AUS2EQS anl n3Z@8l FWEdp5a3q4Dhj A UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3Lp&Zy q/
ebl U qlgTbHKLbCC2r 7RTn8vpQWp47BGVYG GSBMpTRP5hnbzzugj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nmHKBj 81 +ePQxGLk GChF6R4y g6s ECmXn17 MRQVXCDNHZbAgVBAAECggEAY1t si Usl wDl 5
91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ numrgl oHO7t r Oor i HDRSK7WMEY/ YY5YKkc XNo7nmv UVD1pM
ZNUJs7r WogZRTr f 7Lyl aJ58kCcyaj w8TsC4e4LPbFaHWS1d6K8r Xn6406WJWAST sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4Tzf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/ nti FUSA
SWE4dMor pb9FNSI cf 9dcLxVMZ/ 6KxgJINf Zc9XWe Uw77Jg8x92Zd0f VhHOUx 51 ZC+Uv SKWB4dyf cl
t EBC3p9bbU9VGYy YS5VLCAI | b4qQKBgQDLI O24GXr | kswF32Yt BBMUVgLGOMIIh9H C9nKAc2nBCmL
j UESI pzRj Tedc9l 2qgi | MJTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Mij p9EPent SVOK9v XYLOPt co
xVOM20dt V6i PkCN7gQOqi ZXPRKaFbWADp16p8UAI vS/ a5XXk5j wKBgQCKkpHi 2El Sh1uRKkhxI j yWC
i DG K6JBRsM/pLbcOv5dKwP5al o1f mdiR5PJaVv2qvZS) 5CYNpMAy 1/ EDNTY50SI JUHOKFmQbyhsbm
rdLNLDL4+TcnT7¢c62/ aHO1lohYaf / VCbRht LI Bf gGoQc7+sAc8vnKkesnF7CqCEKDy F/ dhr x YAQKB
gC0i ZzzNAapayz1+JcVTwWwEi d6j 9JgNXbBc+Z2YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcY1HgXi HKYNWAV XgwwOtoi Chj xVEKSASTTI f nK4VSCvU9Bx Db QHj di NDJbL6oar 92UN7V
r BYvChJZF7LvUHAYnVpHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKA GHByHBDI Xt zWhdJr 15HTYj xK7OgTZm
gK+8zp4L9l bvLGDMICBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSed XEMNTZWN4ql | x3kR5aHcuk CgYAST+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTVW 6bdPi 23ExzxZn7KCdr f ¢l YRph1LHVPAONV/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5G994CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSb4g==
----- END RSA PRI VATE KEY-----</keyMaterial >
</ Cr eat eKeyPai r Response>

Related Operations

* Runlnstances (p. 280)
» DescribeKeyPairs (p. 219)
» DeleteKeyPair (p. 182)
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CreateSecurityGroup

Description

Creates a new security group. Group names must be unique per account.

Every instance is launched in a security group. If no security group is specified during launch, the
instances are launched in the default security group. Instances within the same security group have
unrestricted network access to each other. Instances will reject network access attempts from other
instances in a different security group. As the owner of instances you can grant or revoke specific
permissions using the Aut hori zeSecurit yG oupl ngr ess and RevokeSecuri t yG oupl ngr ess
operations.

Request Parameters

Name Description Required

Creat eSecurityG oupTyp&€r eat eSecurit yGr oupType element.
Type: CreateSecurityGroupType (p. 318)
Ancestor: None
Children: gr oupNane, gr oupDescri pti on

gr oupNane Name of the security group. Yes
Type: xsd:string
Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Ancestor: Cr eat eSecuri t yG oupType
Children: None

groupDescri ption Description of the group. This is informational only. If Yes
the description contains spaces, you must enclose it in
single quotes (') or URL-encode it.

Type: xsd:string
Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Ancestor: Cr eat eSecuri tyG oupType
Children: None

Response Elements

Name Description

Creat eSecuri t yGr oupRespons€fgaeeSecurit yG oupResponseType element.
Type: CreateSecurityGroupResponseType (p. 317)
Ancestor: None
Children: request I d, return
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Name Description
requestld The ID of the request.

Type: xsd:string
Ancestor: Cr eat eSecuri t yG oupResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Cr eat eSecuri t yGr oupResponseType
Children: None

Examples

Example Request

This example creates the websr v security group.

<CreateSecurityGoup xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<gr oupNane>websr v</ gr oupNane>
<groupDescri pti on>Web Server s</groupDescri pti on>

</ Creat eSecurityG oup>

Example Response

<Creat eSecurityG oupResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ ">

<return>true</return>
</ Creat eSecurityG oupResponse>

Related Operations

¢ Runlinstances (p. 280)

» DescribeSecurityGroups (p. 231)

¢ AuthorizeSecurityGrouplngress (p. 155)
¢ RevokeSecurityGrouplngress (p. 276)

¢ DeleteSecurityGroup (p. 184)
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CreateSnapshot

Description

Creates a snapshot of an Amazon EBS volume and stores it in Amazon S3. You can use shapshots
for backups, to make identical copies of instance devices, and to save data before shutting down

an instance. For more information about Amazon EBS, go to the Amazon Elastic Compute Cloud
Developer Guide.

When taking a snapshot of a file system, we recommend unmounting it first. This ensures the

file system metadata is in a consistent state, that the 'mounted indicator' is cleared, and that all
applications using that file system are stopped and in a consistent state. Some file systems, such as
xfs, can freeze and unfreeze activity so a snapshot can be made without unmounting.

For Linux/UNIX, enter the following command from the command line.
umount -d /dev/sdh

For Windows, open Disk Management, right-click the volume to unmount, and select Change Drive
Letter and Path. Then, select the mount point to remove and click Remove.

Request Parameters

Name Description Required

Cr eat eSnapshot Type Cr eat eSnapshot Type element.
Type: CreateSnapshotType (p. 319)
Ancestor: None
Children: vol unel d, descri ption

vol unel d The ID of the Amazon EBS volume of which to take a Yes
shapshot.

Type: xsd:string

Default: None

Ancestor: Cr eat eSnapshot Type
Children: None

descri ption Description of the Amazon EBS snapshot. No
Type: xsd:string
Default: None
Constraints: 256 characters.
Ancestor: Cr eat eSnapshot Type
Children: None
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Response Elements

Name

Description

Cr eat eSnapshot ResponseTypeCr eat eSnapshot ResponseType element.

requestlid

snapshot I d

vol urel d

st at us

startTi ne

progress

owner |l d

vol unesSi ze

Type: CreateSnapshotResponseType (p. 318)
Ancestor: None

Children: r equest I d, snapshot | d, vol unel d, st at us,
start Ti e, progr ess, owner | d, vol uneSi ze, and
description

The ID of the request.

Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType
Children: None

The ID of the snapshot.

Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType
Children: None

The ID of the volume.

Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType
Children: None

Snapshot state (e.g.,

Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType
Children: None

Time stamp when the snapshot was initiated.
Type: xsd:dateTime

Ancestor: Cr eat eSnapshot ResponseType
Children: None

The progress of the snapshot, in percentage.
Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

The AWS account ID of the Amazon EBS snapshot owner.
Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType

Children: None

The size of the volume, in GiB.

Type: xsd:string

Ancestor: Cr eat eSnapshot ResponseType
Children: None
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Name Description
descri ption Description of the snapshot.

Type: xsd:string
Ancestor: Cr eat eSnapshot ResponseType
Children: None

Examples

Example Request

This example creates a snapshot of volume vol - 4d826724.

<Cr eat eSnapshot xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ ">
<vol unel d>vol - 4d826724</ vol unel d>
<descri pti on>Dai | y Backup</description>

</ Cr eat eSnapshot >

Example Response

<Cr eat eSnapshot Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
<vol unel d>vol - 4d826724</ vol unel d>
<vol uneSi ze>10</ vol uneSi ze>
<st at us>pendi ng</ st at us>
<startTi me>2008- 05- 07T12: 51: 50. 000Z</ st art Ti me>
<progr ess>60%/ pr ogr ess>
<owner | d>213457642086</ owner | d>
<descri ption>Dai | y Backup</description>
</ Cr eat eSnapshot Response>

Related Operations

¢ DeleteSnapshot (p. 186)
¢ DescribeSnapshots (p. 238)
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CreateVolume

Description

Creates a new Amazon EBS volume to which any Amazon EC2 instance can attach within the same
Availability Zone. For more information about Amazon EBS, go to the Amazon Elastic Compute Cloud

Developer Guide.

e Note

You must specify an Availability Zone when creating a volume. The volume and the instance to
which it attaches must be in the same Availability Zone.

Request Parameters

Name

Cr eat eVol uneType

size

snapshot I d

avail abi lityZone

Description

Cr eat eVol uneType element.

Type: CreateVolumeType (p. 322)

Ancestor: None

Children: si ze, snapshot | d, and avai | abi | i t yZone

The size of the volume, in GiBs. Required if you are not
creating a volume from a snapshot.

Type: xsd:string

Valid Values: 1 - 1024
Default: None

Ancestor: Cr eat eVol uneType
Children: None

The snapshot from which to create the new volume.
Type: xsd:string

Default: None

Ancestor: Cr eat eVol uneType

Children: None

The Availability Zone in which to create the new volume.
Type: xsd:string

Default: None

Ancestor: Cr eat eVol uneType

Children: None

Required

Yes

No

Yes
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Response Elements

Name Description

Cr eat eVol uneResponseType | Creat eVol umreResponseType element.
Type: CreateVolumeResponseType (p. 321)
Ancestor: None

Children: r equest 1 d, vol unel d, si ze, snapshot 1 d,
avai | abi lityZone, st atus, and cr eat eTi me

requestld The ID of the request.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

si ze The size of the volume, in GiBs.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

snapshot I d Snapshot from which the volume was created, if applicable.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

avail abilityZone Availability Zone in which the volume was created.
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

st atus Volume state (e.g.,
Type: xsd:string
Ancestor: Cr eat eVol uneResponseType
Children: None

createTi me Time stamp when volume creation was initiated.
Type: xsd:dateTime
Ancestor: Cr eat eVol uneResponseType
Children: None

Examples

Example Request

This example creates a new 800 GiB volume in Availability Zone us- east - 1a.

<CreateVol une xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
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<si ze>800</ si ze>
<avai |l abi |l i tyZone>us- east - la</ avai |l abi | ityZone>
</ Cr eat eVol une>

Example Response

<Cr eat eVol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<si ze>800</ si ze>
<status>creating</status>
<creat eTi ne>2008- 05- 07T11: 51: 50. 000Z</ cr eat eTi me>
<avai |l abi |l i tyZone>us- east - la</ avai |l abi | ityZone>
<snapshot | d></ snapshot | d>
</ Cr eat eVol unreResponse>

Related Operations

¢ DeleteVolume (p. 188)

¢ DescribeVolumes (p. 242)

e AttachVolume (p. 152)

¢ DetachVolume (p. 246)

¢ DescribeAvailabilityZones (p. 195)
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DeleteKeyPair

Description

Deletes the specified key pair, by removing the public key from Amazon EC2. You must own the key
pair.

Request Parameters

Name Description Required

Del et eKeyPai r Type Del et eKeyPai r Type element.
Type: DeleteKeyPairType (p. 323)
Ancestor: None
Children: keyNare

keyNane Name of the key pair to delete. Yes
Type: xsd:string
Default: None
Ancestor: Del et eKeyPai r Type
Children: None

Response Elements

Name Description

Del et eKeyPai r ResponseType Del et eKeyPai r ResponseType element.
Type: DeleteKeyPairResponseType (p. 323)
Ancestor: None
Children: request I d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: Del et eKeyPai r ResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eKeyPai r ResponseType
Children: None

Examples

Example Request

This example deletes the gsg- keypai r key pair.

<Del et eKeyPai r xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<keyNane>gsg- keypai r </ keyNane>
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</ Del et eKeyPai r >

Example Response
<Del et eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >

<return>true</return>
</ Del et eKeyPai r Response>

Related Operations

¢ CreateKeyPair (p. 171)
¢ DescribeKeyPairs (p. 219)
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DeleteSecurityGroup

Description

Deletes a security group that you own.

e Note

If you attempt to delete a security group that contains instances, a fault is returned.

If you attempt to delete a security group that is referenced by another security group, a fault is
returned. For example, if security group B has a rule that allows access from security group A,
security group A cannot be deleted until the allow rule is removed.

Request Parameters

Name Description Required

Del et eSecurityG oupTyp®el et eSecuri t yG oupType element.
Type: DeleteSecurityGroupType (p. 324)
Ancestor: None
Children: gr oupNane

gr oupNane Name of the security group to delete. Yes
Type: xsd:string
Default: None
Ancestor: Del et eSecuri tyG oupType
Children: None

Response Elements

Name Description

Del et eSecuri t yG oupResponsB@lypeeSecuri t yG oupResponseType element.
Type: DeleteSecurityGroupResponseType (p. 324)
Ancestor: None
Children: request 1 d, return

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Del et eSecuri t yG oupResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eSecuri t yG oupResponseType
Children: None
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Examples

Example Request

This example deletes the websr v security group.

<Del et eSecurityGoup xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<gr oupNanme>websr v</ gr oupNane>
</ Del et eSecurityG oup>

Example Response

<Del et eSecurityG oupResponse xm ns="http://ec2. anazonaws. con!
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Del et eSecurityG oupResponse>

Related Operations

¢ CreateSecurityGroup (p. 174)

¢ DescribeSecurityGroups (p. 231)

¢ AuthorizeSecurityGrouplngress (p. 155)
¢ RevokeSecurityGrouplngress (p. 276)
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DeleteSnapshot

Description

Deletes a snapshot of an Amazon EBS volume that you own. For more information, go to the Amazon
Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Del et eSnapshot Type Del et eSnapshot Type element.
Type: DeleteSnapshotType (p. 325)
Ancestor: None
Children: snapshot 1 d

snapshot 1 d The ID of the Amazon EBS snapshot to delete. Yes
Type: xsd:string
Default: None
Ancestor: Del et eSnapshot Type
Children: None

Response Elements

Name Description

Del et eSnapshot ResponseTypeDel et eSnapshot ResponseType element.
Type: DeleteSnapshotResponseType (p. 324)
Ancestor: None
Children: request I d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: Del et eSnapshot ResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Del et eSnapshot ResponseType
Children: None

Examples

Example Request

This example deletes snapshot snap- 78a54011.

<Del et eSnapshot xm ns="http://ec2. anazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
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</ Del et eSnapshot >

Example Response
<Del et eSnapshot Response xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >

<return>true</return>
</ Del et eSnapshot Response>

Related Operations

¢ CreateSnapshot (p. 176)
¢ DescribeSnapshots (p. 238)
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DeleteVolume

Description

Deletes an Amazon EBS volume that you own. For more information about Amazon EBS, go to the
Amazon Elastic Compute Cloud Developer Guide.

e Note

The volume remains in the deleting state for several minutes after you enter this command.

Request Parameters

Name

Del et eVol uneType

vol unel d

Description

Del et eVol uneType element.
Type: DeleteVolumeType (p. 326)
Ancestor: None

Children: vol unel d

The ID of the volume to delete. The volume remains in
the

Type: xsd:string

Default: None

Ancestor: Del et eVol uneType
Children: None

Response Elements

Name

Description

Del et eVol uneResponseType | Del et eVol uneResponseType element.

requestld

return

Type: DeleteVolumeResponseType (p. 325)
Ancestor: None
Children: request 1 d, return

The ID of the request.

Type: xsd:string

Ancestor: Del et eVol uneResponseType
Children: None

Returns

Type: xsd:boolean

Ancestor: Del et eVol uneResponseType
Children: None

Required

Yes
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Examples

Example Request

This example deletes volume vol - 4282672b.

<Del et eVol une xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4282672b</ vol unel d>
</ Del et eVol une>

Example Response

<Del et eVol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<return>true</return>
</ Del et eVol unreResponse>

Related Operations

¢ CreateVolume (p. 179)
¢ DescribeVolumes (p. 242)
¢ AttachVolume (p. 152)
¢ DetachVolume (p. 246)

API Version 2009-08-15
189



Amazon Elastic Compute Cloud API Reference
Deregisterimage

Deregisterimage

Description

Deregisters the specified AMI. Once deregistered, the AMI cannot be used to launch new instances.

e Note

This command does not delete the AMI from Amazon S3.

Request Parameters

Name Description Required

Der egi st er | mageType Der egi st er | mageType element.
Type: DeregisterimageType (p. 327)
Ancestor: None
Children: i magel d

i magel d Unique ID of the AMI which was assigned during Yes
registration. To register an AMI, use

Type: xsd:string

Default: None

Ancestor: Der egi st er | mageType
Children: None

Response Elements

Name Description

Der egi st er | mageResponseTypPBer egi st er | mageResponseType element.
Type: DeregisterimageResponseType (p. 326)
Ancestor: None
Children: request 1 d, return

requestlid The ID of the request.
Type: xsd:string
Ancestor: Der egi st er | rageResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Der egi st er | rageResponseType
Children: None
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Examples

Example Request

This example deregisters the ami - 4f a54026 AMI.

<Der egi sterl mage xm ns="http://ec2. anmazonaws. com doc/ 2009- 08- 15/ " >
<i magel d>am - 4f a54026</ i nagel d>
</ Der egi st er | mage>

Example Response
<Der egi st er | nageResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >

<return>true</return>
</ Der egi st er | nrageResponse>

Related Operations

* Registerimage (p. 268)
¢ Describelmages (p. 207)
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DescribeAddresses

Description

Lists elastic IP addresses assigned to your account or provides information about a specific address.

Request Parameters

Name

Descri beAddr essesType

publ i cl psSet
item
publiclp

Description Required

Descri beAddr essesType element.
Type: DescribeAddressesType (p. 330)
Ancestor: None

Children: publ i cl psSet

Set of elastic IP addresses. Yes, but can
Type: DescribeAddressesinfoType (p. 327) be empty
Ancestor: Descri beAddr essesType

Children: it em

Information for one elastic IP address.
Type: DescribeAddressesltemType (p. 328)
Ancestor: publ i cl psSet

Children: publiclp

Elastic IP address to describe. Yes, but can
Type: xsd:string be empty
Default: None

Ancestor: i tem

Children: None

Response Elements

Name

Description

Descri beAddr essesResponseTPpscr i beAddr essesResponseType element.

requestlid

addr essesSet

Type: DescribeAddressesResponseType (p. 329)
Ancestor: None
Children: r equest | d, addr essesSet

The ID of the request.

Type: xsd:string

Ancestor: Descri beAddr essesResponseType
Children: None

The set of IP addresses.

Type: DescribeAddressesResponselnfoType (p. 328)
Ancestor: Descri beAddr essesResponseType
Children: i t em
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Name Description
item Information about an instance.

Type: DescribeAddressesResponseltemType (p. 329)
Ancestor: addr esses Set
Children: publ i cl p, i nstancel d

publiclp The public IP address.
Type: xsd:string
Ancestor: i tem
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example describes elastic IP addresses assigned to the account. Amazon EC2 returns
67.202.55.255 which is assigned to instance i-f15ebb98 and 67.202.55.233 which is not assigned to an
instance.

<Descri beAddresses xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<publ i cl psSet >
<itenp
<publ i cl p>67. 202. 55. 255</ publ i cl p>
</litenpr
<itenp
<publ i cl p>67. 202. 55. 233</ publ i cl p>
<litenpr
</ publ i cl psSet >
</ Descri beAddr esses>

Example Response

<Descri beAddr essesResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<addr essesSet >
<itemp
<i nst ancel d>i - f 15ebb98</i nst ancel d>
<publ i cl p>67. 202. 55. 255</ publ i cl p>
<litenpr
<itemp
<publ i cl p>67. 202. 55. 233</ publ i cl p>
<litener
</ addr essesSet >
</ Descri beAddr essesResponse>

Related Operations

¢ AllocateAddress (p. 148)
¢ ReleaseAddress (p. 270)
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DescribeAvailabilityZones

Description

Displays Availability Zones that are currently available to the account and their states.
r.2 Note

Availability Zones are not the same across accounts. The Availability Zone us-east-1a for
account A is not necessarily the same as us-east-1a for account B. Zone assignments are
mapped independently for each account.

Request Parameters

Name Description Required

Descri beAvai |l abi |l i t yZomesTypdeAvai |l abi |l it yZonesType element.
Type: DescribeAvailabilityZonesType (p. 332)
Ancestor: None
Children: avai | abi | i t yZoneSet

avai l abilityZoneSet Set of Availability Zones. No
Type: DescribeAvailabilityZonesSetType (p. 331)
Ancestor: Descri beAvai | abi | it yZonesType
Children: i tem

item Information for one Availability Zone.
Type: DescribeAvailabilityZonesSetltemType (p. 331)
Ancestor: avai | abi | i t yZoneSet
Children: zoneNarne

zoneNamne Availability Zone name. No
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name Description

Descri beAvai | abi |l i t yZonesRBeponsb&spai | abi | i t yZonesResponseType element.
Type: DescribeAvailabilityZonesResponseType (p. 330)
Ancestor: None
Children: request 1 d, avai |l abi |l i t yZonel nfo

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beAvai | abi |l i tyZonesResponseType
Children: None
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Name Description
avai l abi lityZonel nfo Availability Zone information.

Type: AvailabilityZoneSetType (p. 309)
Ancestor: Descri beAvai | abi | i t yZonesResponseType
Children: it em

item Information for one Availability Zone.
Type: AvailabilityZoneltemType (p. 307)
Ancestor: avai | abi | i tyZonel nf o

Children: zoneNane, zoneSt at e, r egi onNane, and
nmessageSet

zoneNamne Name of the Availability Zone.
Type: xsd:string
Ancestor: i tem
Children: None

zoneSt at e State of the Availability Zone.
Type: xsd:string
Valid Values: avai | abl e
Ancestor: i tem
Children: None

regi onName Name of the region.
Type: xsd:string
Ancestor:item
Children: None

messageSet Message set.
Type: AvailabilityZoneMessageSetType (p. 308)
Ancestor: i tem
Children: i tem

item Availability Zone message set.
Type: AvailabilityZoneMessageType (p. 308)
Ancestor: nessageSet
Children: nessage

nmessage The Availability Zone message.
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example displays information about Availability Zones that are available to the account.

<Descri beAvail abi l i tyZones xm ns="http://ec2. amazonaws. con’ doc/ 2009- 08- 15/ " >
<avail abi | i tyZoneSet/ >
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</ Descri beAvai l abi | i t yZones>

Example Response

<Descri beAvai | abi | i t yZonesResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<avai | abi | i tyZonel nf o>
<itenp
<zoneNane>us- east - la</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
<itenpr
<zoneNane>us- east - 1b</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
<itenpr
<zoneNane>us- east - 1¢c</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
<itenpr
<zoneNane>us- east - 1d</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
</itemp
</ avail abi | i t yZonel nf 0>
</ Descri beAvail abi | i t yZonesResponse>

Related Operations

¢ Runlinstances (p. 280)
¢ DescribeRegions (p. 221)
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DescribeBundleTasks

Description

Describes current bundling tasks. For more information on bundling instances, go to the Amazon
Elastic Compute Cloud Developer Guide or Amazon Elastic Compute Cloud Getting Started Guide.

Request Parameters

Name

Description

Descri beBundl eTasksTyp®escri beBundl eTasksType element.

bundl esSet

item

bundl el d

Type: DescribeBundleTasksType (p. 333)
Ancestor: None
Children: bundl esSet

Set of bundle tasks.

Type: DescribeBundleTasksInfoType (p. 332)
Ancestor: Descri beBundl eTasksType
Children: it em

Information for one bundle task.

Type: DescribeBundleTasksltemType (p. 332)
Ancestor: bundl esSet

Children: bundl el d

The ID of the bundle task to describe.

Type: xsd:string

Default: If no ID is specified, all bundle tasks are
described.

Ancestor: i tem

Children: None

Response Elements

Name

Descri beBundl eTasksResponsB&gpei beBundl eTasksResponseType element.
Type: DescribeBundleTasksResponseType (p. 333)

requestlid

Description

Ancestor: None

Children: r equest | d, bundl el nst anceTasksSet

The ID of the request.
Type: xsd:string

Ancestor: Descri beBundl eTasksResponseType

Children: None

Required

No
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Name Description

bundl el nst anceTasksSet Bundle task set.
Type: BundlelnstanceTasksSetType (p. 312)
Ancestor: Descri beBundl eTasksResponseType
Children: i tem

item Bundle task.
Type: BundlelnstanceTaskType (p. 313)
Ancestor: bundl el nst anceTasksSet

Children: i nst ancel d, bundl el d, st at e, start Ti ne,
updat eTi ne, st or age, pr ogr ess, and err or

i nstancel d Instance associated with this bundle task.
Type: xsd:string
Ancestor: i tem
Children: None

bundl el d Identifier for this task.
Type: xsd:string
Ancestor: i tem
Children: None

state The state of the task.
Type: xsd:string
Valid Values: pendi ng | wai ti ng-f or - shut down | st ori ng |
canceling|complete|failed
Ancestor: i tem
Children: None

startTi ne The time this task started.
Type: xsd:dateTime
Ancestor: i tem
Children: None

updat eTi me The time of the most recent update for the task.
Type: xsd:dateTime
Ancestor: i t em
Children: None

st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
Ancestor: i tem
Children: S3

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)
Ancestor: st or age

Children: bucket , prefi x, awsAccessKeyl d, upl oadPol i cy,
and upl oadPol i cySi gnat ure
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Name

bucket

prefix

awsAccessKeyl d

upl oadPol i cy

upl oadPol i cySi gnat ure

progress

error

code

message

Description

The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string
Ancestor: S3
Children: None

Specifies the beginning of the file name of the AMI.
Type: xsd:string

Ancestor: S3

Children: None

The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string

Ancestor: S3

Children: None

A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string
Ancestor: S3
Children: None

The signature of the Base64 encoded JSON document.
Type: xsd:string

Ancestor: S3

Children: None

The level of task completion, in percent (e.g., 20%).
Type: xsd:string
Ancestor:item
Children: None

If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)
Ancestor: i tem

Children: code, nessage

Error code.
Type: xsd:string
Ancestor: err or
Children: None

Error message.
Type: xsd:string
Ancestor: err or
Children: None
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Examples

Example Request

This example describes the status of the bun- 57a5403e bundle task.

<Descri beBundl eTasks xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<bundl| esSet >
<itenp
<bundl el d>bun-57a5403e</ bundl el d>
</itener
</ bundl esSet >
</ Descri beBundl eTasks>

Example Response

<Descri beBundl eTasksResponse xm ns="http://ec2. anazonaws. con!
doc/ 2009- 08- 15/ " >
<bundl el nst anceTasksSet >
<itenp
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- cla540a8</ bundl el d>
<st at e>cancel i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<progr ess>20%/ pr ogr ess>
<st or age>
<S3>
<bucket >nmy- bucket </ bucket >
<prefix>w nam </ prefix>
</ S3>
</ st or age>
</litenpr
<bundl el nst anceTasksSet >
</ Descri beBundl eTasksResponse>

Related Operations

¢ Bundlelnstance (p. 159)
¢ CancelBundleTask (p. 165)

API Version 2009-08-15
201



Amazon Elastic Compute Cloud API Reference

DescribelmageAttribute

DescribelmageAttribute

Description

Returns information about an attribute of an AMI. Only one attribute can be specified per call.

Request Parameters

Name

Description

Descri bel mageAttri but eDegeri bel mageAttri but eType element.

i magel d

Type: DescribelmageAttributeType (p. 335)
Ancestor: None

Children: i magel d,
Descri bel mageAttri but esG oup

The ID of the AMI for which an attribute will be
described.

Type: xsd:string

Default: None

Ancestor: Descri bel mageAttri but eType
Children: None

Descri bel mageAttri but e§@Gedogage attributes group.

| aunchPer nmi ssi on

none

pr oduct Codes

none

Type: DescribelmageAttributesGroup (p. 335)
Ancestor: Descri bel mageAttri but eType

Children: | aunchPer mi ssi on, pr oduct Codes,
kernel , randi sk, and bl ockDevi ceMappi ng

Describes the launch permissions associated with the
AMIL.

Type: EmptyElementType (p. 369)
Ancestor: Descri bel mageAttri but esG oup
Children: none

These element contains no options.
Type: xsd:string

Default: None

Ancestor: | aunchPer m ssi on
Children: None

Describes the product code associated with the AMI.
Type: EmptyElementType (p. 369)

Ancestor: Descri bel mageAttri but esG oup
Children: none

These element contains no options.
Type: xsd:string

Default: None

Ancestor: pr oduct Codes
Children: None

Required

Yes

No

No

No

No
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Name Description Required

ker nel Describes the ID of the kernel associated with the AMI. No
Type: EmptyElementType (p. 369)
Ancestor: Descri bel mageAttri but esG oup
Children: none

none These element contains no options. No
Type: xsd:string
Default: None
Ancestor: ker nel
Children: None

r andi sk Describes the ID of the RAM disk associated with the No
AMI.

Type: EmptyElementType (p. 369)
Ancestor: Descri bel mageAttri but esG oup
Children: none

none These element contains no options. No
Type: xsd:string
Default: None
Ancestor: r andi sk
Children: None

bl ockDevi ceMappi ng Describes the mapping that defines native device names | No
to use when exposing virtual devices.

Type: EmptyElementType (p. 369)
Ancestor: Descri bel mageAttri but esG oup
Children: none

none These element contains no options. No
Type: xsd:string
Default: None
Ancestor: bl ockDevi ceMappi ng
Children: None

Response Elements

Name Description

Descri bel mageAttri but eRespbaseflybel mageAttri but eResponseType element.
Type: DescribelmageAttributeResponseType (p. 334)
Ancestor: None

Children: r equest 1 d, i magel d, | aunchPer m ssi on,
pr oduct Codes, ker nel , r andi sk, and bl ockDevi ceMappi ng

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Descri bel mageAttri but eResponseType
Children: None
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Response Elements

Name

i mgel d

| aunchPer m ssi on

item

userld

group

pr oduct Codes

item

product Code

ker nel

val ue

Description

The ID of the AMI.

Type: xsd:string

Ancestor: Descri bel mageAttri but eResponseType
Children: None

Launch permissions set.

Type: LaunchPermissionListType (p. 377)

Ancestor: Descri bel mageAttri but eResponseType
Children: i tem

Information for launch permissions.

Type: LaunchPermissionltemType (p. 376)
Ancestor: | aunchPer mi ssi on

Children: user | d, gr oup

AWS Access Key ID.
Type: xsd:string
Ancestor: i tem
Children: None

Name of the group. Currently supports "all."
Type: xsd:string
Ancestor: i tem
Children: None

Product codes set.

Type: ProductCodeListType (p. 385)

Ancestor: Descri bel mageAttri but eResponseType
Children: i tem

Information for one product code.
Type: ProductCodeltemType (p. 385)
Ancestor: pr oduct Codes

Children: pr oduct Code

Product code.

Type: xsd:string
Ancestor: i tem
Children: None

Kernel set.

Type: NullableAttributeValueType (p. 383)

Ancestor: Descri bel mageAttri but eResponseType
Children: val ue

ID of the kernel or RAM disk.
Type: xsd:string

Ancestor: ker nel

Children: None
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Name Description
randi sk RAM disk set.

Type: NullableAttributeValueType (p. 383)
Ancestor: Descri bel mageAttri but eResponseType
Children: val ue

val ue ID of the kernel or RAM disk.
Type: xsd:string
Ancestor: r andi sk
Children: None

bl ockDevi ceMappi ng Block device mapping set.
Type: BlockDeviceMappingType (p. 310)
Ancestor: Descri bel mageAttri but eResponseType
Children: i t em

item Information for one block device mapping.
Type: BlockDeviceMappingltemType (p. 309)
Ancestor: bl ockDevi ceMappi ng
Children: vi r t ual Nane, devi ceNare

vi rt ual Nanme The virtual name.
Type: xsd:string
Ancestor: i tem
Children: None

devi ceNarne The device name (e.g., /dev/sdh).
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example lists the launch permissions for the ami-61a54008 AMI

<Descri bel mageAttribute xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<i magel d>&exanpl eamni i d; </ i magel d>
<l aunchPer mi ssi on/ >

</ Descri bel mageAttri bute>

Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<i magel d>anmi - 61a54008</ i nagel d>
<l aunchPer ni ssi on>
<itene
<group>al | </ group>
</litenpr
<itene
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<user | d>495219933132</ user | d>
</itemp
</l aunchPer nm ssi on>
</ Descri bel mageAt tri but eResponse>

Example Request

This example lists the product code for the ami-2bb65342AMI.

<Descri bel mageAttri bute xm ns="http://ec2. anmazonaws. conf doc/ 2009- 08- 15/ " >
<i magel d>&exanpl eam i d; </ i magel d>
<pr oduct Codes/ >

</ Descri bel mageAttri but e>

Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ ">
<i magel d>anmi - 61a54008</ i nagel d>
<pr oduct Codes>
<itene
<pr oduct Code>774F4FF8</ pr oduct Code>
</litenpr
</ product Codes>
</ Descri bel mageAttri but eResponse>

Related Operations

¢ Describelmages (p. 207)
¢ ModifylmageAttribute (p. 255)
¢ ResetlmageAttribute (p. 272)
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Describelmages

Description

Returns information about AMIs, AKIs, and ARIs. This includes image type, product codes,
architecture, and kernel and RAM disk IDs. Images available to you include public images, private
images that you own, and private images owned by other users for which you have explicit launch
permissions.

Launch permissions fall into three categories:

Launch Description
Permission
public The owner of the AMI granted launch permissions for the AMI to the al | group.

All users have launch permissions for these AMIs.
explicit The owner of the AMI granted launch permissions to a specific user.

implicit A user has implicit launch permissions for all AMIs he or she owns.

The list of AMIs returned can be modified by specifying AMI IDs, AMI owners, or users with launch
permissions. If no options are specified, Amazon EC2 returns all AMIs for which the user has launch
permissions.

If you specify one or more AMI IDs, only AMIs that have the specified IDs are returned. If you specify
an invalid AMI ID, a fault is returned. If you specify an AMI ID for which you do not have access, it will
not be included in the returned results.

If you specify one or more AMI owners, only AMIs from the specified owners and for which you have
access are returned. The results can include the account IDs of the specified owners, amazon for AMIs
owned by Amazon or sel f for AMIs that you own.

If you specify a list of executable users, only users that have launch permissions for the AMIs are
returned. You can specify account IDs (if you own the AMI(s)), sel f for AMIs for which you own or
have explicit permissions, or al | for public AMIs.

It Note

Deregistered images are included in the returned results for an unspecified interval after
deregistration.

Request Parameters

Name Description Required

Descri bel magesType Descri bel nagesType element.
Type: DescribelmagesType (p. 341)
Ancestor: None

Children: execut abl eBySet , i nragesSet , and
owner sSet
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Request Parameters

Name

execut abl eBySet

item

user

i mages Set

item

i magel d

owner sSet

item

owner

Description

Executable set.

Type: DescribelmagesExecutableBySetType (p. 336)
Ancestor: Descri bel magesType

Children: i tem

Information for one user.

Type: DescribelmagesExecutableByType (p. 336)
Ancestor: execut abl eBySet

Children: user

Returns AMIs for which the specified user has explicit

launch permissions. The user ID can be a user's account

ID,

Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Image set.

Type: DescribelmagesinfoType (p. 337)
Ancestor: Descri bel magesType
Children: it em

Information for one image.

Type: DescribelmagesltemType (p. 337)
Ancestor: i nagesSet

Children: i magel d

AMI IDs to describe.
Type: xsd:string

Default: Returns all AMIs.
Ancestor: i tem
Children: None

Information about an owner.

Type: DescribelmagesOwnersType (p. 338)
Ancestor: Descri bel magesType
Children: i t em

Information for one owner.

Type: DescribelmagesOwnerType (p. 338)
Ancestor: owner sSet

Children: owner

Returns AMIs owned by the specified owner. Multiple
owners can be specified. The IDs

Type: xsd:string
Default: None

Ancestor: i tem
Children: None

Required

Yes, but can
be empty

No

Yes, but can
be empty

No

No

Yes, but can
be empty

No

No
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Response Elements

Name

Description

Descri bel nagesResponseTypeDescri bel magesResponseType element.

requestlid

mages Set

tem

magel d

magelLocati on

mageSt at e

nmageOnner | d

sPublic

Type: DescribelmagesResponseType (p. 340)
Ancestor: None
Children: r equest I d, i magesSet

The ID of the request.

Type: xsd:string

Ancestor: Descri bel magesResponseType
Children: None

Image set.

Type: DescribelmagesResponselnfoType (p. 339)
Ancestor: Descri bel magesResponseType
Children: i tem

Information for one image.
Type: DescribelmagesResponseltemType (p. 339)
Ancestor: i mages Set

Children: i magel d, i mrageLocati on, i mrageSt at e,
i mgeOaner 1 d,isPublic, product Codes, ar chi tecture,
i mgeType, kernel | d, randi skl d, and pl atform

The ID of the AMI.
Type: xsd:string
Ancestor: i tem
Children: None

The location of the AMI.
Type: xsd:string
Ancestor: i tem
Children: None

Current state of the AMI. If the operation returns
Type: xsd:string
Ancestor: i tem
Children: None

AWS Access Key ID of the image owner.
Type: xsd:string
Ancestor: i tem
Children: None

Returns

Type: xsd:boolean
Ancestor: i tem
Children: None
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Name Description
pr oduct Codes Product codes of the AMI.

Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem

item Information for one product code.
Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes
Children: pr oduct Code

pr oduct Code Product code.
Type: xsd:string
Ancestor: i tem
Children: None

architecture The architecture of the image (
Type: xsd:string
Ancestor: i tem
Children: None

i mgeType The type of image (
Type: xsd:string
Ancestor: i tem
Children: None

kernel Id The kernel associated with the image, if any. Only applicable for
machine images.

Type: xsd:string
Ancestor: it em
Children: None

randi skl d The RAM disk associated with the image, if any. Only applicable
for machine images.

Type: xsd:string
Ancestor: i tem
Children: None

platform The operating platform of the instance.
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example describes the ami-be3adfd7 AMI.

<Descri bel mrages xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ " >
<execut abl eBySet >
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<itenp
<user>al | </ user >
<litenpr
</ execut abl eBySet >
<owner sSet/ >
<i magesSet >
<itenp
<i magel d>ani - be3adf d7</i nagel d>
<litenpr
</ i magesSet >
</ Descri bel nages>

Example Response

<Descri bel magesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magesSet >
<itenp
<i magel d>ami - be3adf d7</i nagel d>
<i magelLocat i on>ec2- publ i c-i nages/ f edor a- 8-i 386- base-v1. 04. mani f est . xm
</i magelLocati on>
<i mageSt at e>avai | abl e</i nageSt at e>
<i mageOmner | d>206029621532</ i mageOaner | d>
<i sPubl i c>f al se</i sPublic>
<architecture>i 386</architecture>
<i mageType>machi ne</i mageType>
<ker nel | d>aki - 4438dd2d</ ker nel | d>
<ramdi skl d>ari - 4538dd2c</ r andi skl d>
</litenpr
</ i magesSet >
</ Descri bel magesResponse>

Related Operations

¢ Describelnstances (p. 212)
¢ DescribelmageAttribute (p. 202)
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Describelnstances

Description

Returns information about instances that you own.

If you specify one or more instance IDs, Amazon EC2 returns information for those instances. If you
do not specify instance IDs, Amazon EC2 returns information for all relevant instances. If you specify
an invalid instance ID, a fault is returned. If you specify an instance that you do not own, it will not be
included in the returned results.

Recently terminated instances might appear in the returned results.This interval is usually less than
one hour.

Request Parameters

Name Description Required

Descri bel nst ancesType| Descri bel nst ancesType element.
Type: DescribelnstancesType (p. 343)
Ancestor: None
Children: i nst ancesSet

i nst ancesSet Instances set. Yes, but can
Type: DescribelnstancesInfoType (p. 341) be empty
Ancestor: Descri bel nst ancesType
Children: it em

item Information for one instance set. No
Type: DescribelnstancesltemType (p. 342)
Ancestor: i nst ancesSet
Children: i nst ancel d

i nstancel d Instance IDs to describe. No
Type: xsd:string
Default: Returns all instances.
Ancestor: i tem
Children: None

Response Elements

Name Description

Descri bel nst ancesResponseTPpscri bel nst ancesResponseType element.
Type: DescribelnstancesResponseType (p. 342)
Ancestor: None
Children: request |1 d, r eser vat i onSet
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Name Description

requestld The ID of the request.
Type: xsd:string
Ancestor: Descri bel nst ancesResponseType
Children: None

reservati onSet Reservation set.
Type: ReservationSetType (p. 393)
Ancestor: Descri bel nst ancesResponseType
Children: i tem

item Information for a reservation.
Type: ReservationinfoType (p. 392)
Ancestor: r eser vat i onSet

Children: r eser vat i onl d, owner | d, gr oupSet,
i nstancesSet, andrequesterld

reservationld Unique ID of the reservation.
Type: xsd:string
Ancestor: i tem
Children: None

ownerld AWS Access Key ID of the user who owns the reservation.
Type: xsd:string
Ancestor: i tem
Children: None

gr oupSet Group set.
Type: GroupSetType (p. 372)
Ancestor: i tem
Children: i tem

item Group set item.
Type: GroupltemType (p. 371)
Ancestor: gr oupSet
Children: gr oupl d

groupld Name of the security group.
Type: xsd:string
Ancestor: i tem
Children: None

i nst ancesSet Instance set.
Type: RunninglnstancesSetType (p. 401)
Ancestor: i tem
Children:i tem
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Response Elements

Name

item

i nstancel d

i mgel d

i nstanceSt at e

code

nane

pri vat eDnsNane

dnsNane

Description

Running instance set item.
Type: RunninginstancesltemType (p. 399)
Ancestor: i nst ancesSet

Children: i nst ancel d, i nagel d, i nst anceSt at e,

pri vat eDnsNane, dnsNane, r eason, keyNane,

am Launchl ndex, product Codes, i nst anceType,

| aunchTi ne, pl acenent, kernel 1 d, randi skl d, pl atform
nmoni t ori ng, subnet 1d, vpcl d, pri vat el pAddr ess, and

i pAddr ess

Unique ID of the instance launched.
Type: xsd:string
Ancestor:item
Children: None

Image ID of the AMI used to launch the instance.
Type: xsd:string
Ancestor: i tem
Children: None

The current state of the instance.
Type: InstanceStateType (p. 373)
Ancestor: i tem

Children: code, nane

A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: i nst anceSt at e
Children: None

The current state of the instance.
Type: xsd:string

Ancestor: i nst anceSt at e
Children: None

The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i t em
Children: None

The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i tem
Children: None
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Name Description
reason Reason for the most recent state transition. This might be an
empty string.

Type: xsd:string
Ancestor: i tem
Children: None

keyNane If this instance was launched with an associated key pair, this
displays the key pair name.

Type: xsd:string
Ancestor: i tem
Children: None

am Launchl ndex The AMI launch index, which can be used to find this instance
within the launch group. For more information, go to the Metadata
section of the

Type: xsd:string
Ancestor: i tem
Children: None

pr oduct Codes Product codes attached to this instance.
Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem

item Information for one product code.
Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes
Children: pr oduct Code

pr oduct Code Product code.
Type: xsd:string
Ancestor:item
Children: None

i nst anceType The instance type.
Type: xsd:string
Ancestor: i tem
Children: None

| aunchTi ne The time the instance launched.
Type: xsd:dateTime
Ancestor: i tem
Children: None

pl acenent The location where the instance launched.
Type: PlacementResponseType (p. 384)
Ancestor: i tem
Children: avai | abi |l i tyZone
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Response Elements

Name

avail abilityZone

kernel I d

ramdi skl d

platform

nonitoring

state

subnet 1 d

vpcld

pri vat el pAddr ess

Description

Returns the Availability Zones of the instances.
Type: xsd:string

Ancestor: pl acenment

Children: None

Optional. Kernel associated with this instance.
Type: xsd:string
Ancestor:item
Children: None

Optional. RAM disk associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Platform of the instance (e.g., Windows).
Type: xsd:string
Ancestor: i t em
Children: None

Specifies whether monitoring is enabled for the instance.
Type: InstanceMonitoringStateType (p. 372)

Ancestor: i tem

Children: st at e

State of monitoring for the instance.
Type: xsd:string
Valid Values: noni t ori ng- enabl ed (enabl ed) |

noni t ori ng- pendi ng (pendi ng) | noni tori ng-di sabl ed
(di sabl ed)

Ancestor: noni tori ng
Children: None

Specifies the subnet ID in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

Specifies the VPC in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

Specifies the private IP address that is assigned to the instance
(Amazon VPC).

Type: xsd:string
Ancestor: it em
Children: None
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Name Description
i pAddr ess Specifies the IP address of the instance.

Type: xsd:string
Ancestor: i tem
Children: None

requesterld ID of the requester.
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example describes the current state of the instances owned by this user.

<Descri bel nstances xm ns="http://ec2. anmazonaws. conf doc/ 2009- 08- 15/ " >
<i nstancesSet/ >
</ Descri bel nst ances>

Example Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. con’ doc/ 2009- 08- 15/ " >
<reservationSet >
<itene
<reservationl d>r-44a5402d</reservati onl d>
<owner | d>UYY3TLBUXI EON5SNQVUUX6 OVPWBZI QNFMVK/ owner | d>
<gr oupSet >
<itene
<groupl d>def aul t </ gr oupl d>
</litenpr
</ groupSet >
<i nst ancesSet >
<itene
<i nstancel d>i - 28a64341</i nst ancel d>
<i magel d>ani - 6ea54007</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>r unni ng</ name>
</instanceStat e>
<privat eDnsNane>10- 251- 50- 132. ec2. i nt er nal </ pri vat eDnsNane>
<dnsNane>ec2- 72- 44- 33- 4. conput e- 1. amazonaws. conk/ dnsNanme>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>23</ anm Launchl ndex>
<pr oduct CodesSet >
<i t enp<pr oduct Code>774F4FF8</ pr oduct Code></i t en>
</ pr oduct CodesSet >
<i nst anceType>ml. | arge</i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 54: 42. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
</ pl acenent >
<ker nel | d>aki - ba3adf d3</ ker nel | d>
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<r andi skl d>ari - badbad00</ r andi skl d>
<litenpr
<itenp
<i nstancel d>i - 28a64435</i nst ancel d>
<i magel d>ani - 6ea54007</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>r unni ng</ nane>
</instanceSt at e>
<privat eDnsNane>10- 251- 50- 134. ec2. i nt er nal </ pri vat eDnsNane>
<dnsNane>ec2- 72- 44- 33- 6. conput e- 1. amazonaws. conk/ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>23</ anm Launchl ndex>
<pr oduct CodesSet >
<i t enmp<pr oduct Code>774F4FF8</ pr oduct Code></it en>
</ pr oduct CodesSet >
<i nstanceType>ml. | arge</i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 54: 42. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi | i t yZone>us- east - 1b</ avai |l abi | i t yZone>
</ pl acenent >
<ker nel | d>aki - ba3adf d3</ ker nel | d>
<r andi skl d>ari - badbad00</ r andi skl d>
<litenpr
</ i nstancesSet >
<litenpr
</reservationSet >
</ Descri bel nst ancesResponse>

Related Operations

¢ Runlinstances (p. 280)
¢ Terminatelnstances (p. 291)
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DescribeKeyPairs

Description

Returns information about key pairs available to you. If you specify key pairs, information about those
key pairs is returned. Otherwise, information for all registered key pairs is returned.

Request Parameters

Name

Descri beKeyPai r sType

keySet

item

keyName

Description

Descri beKeyPai r sType element.
Type: DescribeKeyPairsType (p. 346)
Ancestor: None

Children: key Set

Set of key pairs.

Type: DescribeKeyPairsinfoType (p. 343)
Ancestor: Descr i beKeyPai r sType
Children: i t em

Information for a key pair.

Type: DescribeKeyPairsltemType (p. 344)
Ancestor: key Set

Children: keyNane

Key pair to describe.
Type: xsd:string

Default: Describes all key pairs available to the account.

Ancestor: i t em
Children: None

Response Elements

Name

Description

Descri beKeyPai r sResponseTyPescri beKeyPai r sResponseType element.

requestlid

keySet

Type: DescribeKeyPairsResponseType (p. 345)
Ancestor: None
Children: r equest | d, key Set

The ID of the request.

Type: xsd:string

Ancestor: Descr i beKeyPai r sResponseType
Children: None

Information for a key pair.

Type: DescribeKeyPairsResponselnfoType (p. 344)

Ancestor: Descr i beKeyPai r sResponseType
Children: i t em

Required

Yes, but can
be empty

No

No
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Name Description
item Information for a key pair.

Type: DescribeKeyPairsResponseltemType (p. 345)
Ancestor: key Set
Children: keyNare, keyFi nger pri nt

keyNane The key pair name provided in the original request.
Type: xsd:string
Ancestor:item
Children: None

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example describes the state of the gsg- keypai r key.

<Descri beKeyPai rs xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<keySet >
<itenp
<keyNane>gsg- keypai r </ keyNane>
<litener
</ keySet >
</ Descri beKeyPai r s>

Example Response

<Descri beKeyPai r sResponse xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ ">
<keySet >
<itenp
<keyNane>gsg- keypai r </ keyNanme>

<keyFi ngerprint >1f: 51: ae: 28: bf: 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f </
keyFi nger pri nt>
</itenpr
</ keySet >
</ Descri beKeyPai r sResponse>

Related Operations

¢ DescribeAvailabilityZones (p. 195)
¢ Runlinstances (p. 280)
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DescribeRegions

Description

Describes regions that are currently available to the account.

Request Parameters

Name

Description

Descri beRegi onsType Descri beRegi onsType element.

regi onSet

item

r egi onNane

Type: DescribeRegionsType (p. 347)
Ancestor: None
Children: r egi onSet

Set of regions.

Type: DescribeRegionsSetType (p. 347)
Ancestor: Descr i beRegi onsType
Children: i tem

Information for a region.

Type: DescribeRegionsSetltemType (p. 346)
Ancestor: r egi onSet

Children: r egi onNane

Name of a region.

Type: xsd:string

Default: Describes all regions available to the account.
Ancestor: i t em

Children: None

Response Elements

Name

Description

Descri beRegi onsResponseTypBescri beRegi onsResponseType element.

requestlid

regi onlnfo

Type: DescribeRegionsResponseType (p. 346)
Ancestor: None
Children: r equest 1 d, r egi onl nfo

The ID of the request.

Type: xsd:string

Ancestor: Descr i beRegi onsResponseType
Children: None

Region set.

Type: RegionSetType (p. 390)

Ancestor: Descr i beRegi onsResponseType
Children: i t em

Required

No
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Name Description
item Information for a region.

Type: RegionltemType (p. 390)
Ancestor: r egi onl nfo
Children: r egi onNan®, r egi onEndpoi nt

regi onName Name of the region.
Type: xsd:string
Ancestor:item
Children: None

r egi onEndpoi nt Region service endpoint.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example displays regions that are available to the account.

<Descri beRegi ons xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ ">
<r egi onSet / >
</ Descri beRegi ons>

Example Response

<Descri beRegi onsResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<r egi onl nf o>
<itenp
<r egi onNane>us- east - 1</ r egi onNanme>
<r egi onEndpoi nt >us- east - 1. ec2. anazonaws. conx/ r egi onEndpoi nt >
</itenpr
<itenp
<r egi onNane>eu- west - 1</ r egi onNanme>
<regi onUr | >eu-west - 1. ec2. amazonaws. conx/ r egi onUr | >
</itenpr
</ regi onl nf 0>
</ Descri beRegi onsResponse>

Related Operations

¢ DescribeAvailabilityZones (p. 195)
¢ Runlinstances (p. 280)
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DescribeReservedlnstances

Description

Describes Reserved Instances that you purchased. For more information about Reserved Instances,
go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Descri beReser vedl nst an@estypdéeReser vedl nst ancesType element.
Type: DescribeReservedinstancesType (p. 354)
Ancestor: None
Children: r eser vedl nst ancesSet

reservedl nst ancesSet | Set of Reserved Instances. No
Type: DescribeReservedinstancesSetType (p. 354)
Ancestor: Descri beReser vedl nst ancesType
Children: it em

item Reserved Instances item. No

Type: DescribeReservedinstancesSetltemType (p.
353)

Ancestor: r eser vedl nst ancesSet
Children: r eser vedl nst ancesl d

reservedl nst ancesl d IDs of the Reserved Instance to describe. No
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name Description

Descri beReser vedl nst ancesRBeponsb&Rpeer vedl nst ancesResponseType element.
Type: DescribeReservedinstancesResponseType (p. 353)
Ancestor: None
Children: r equest 1 d, r eser vedl nst ances Set

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beReser vedl nst ancesResponseType
Children: None
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Response Elements

Name

reservedl nst ancesSet

item

reservedl nst ancesl d

i nstanceType

avail abilityZone

start

duration

fixedPrice

usagePri ce

Description

Reserved Instances set.

Type: DescribeReservedinstancesResponseSetType (p. 352)
Ancestor: Descri beReser vedl nst ancesResponseType
Children: i tem

Reserved Instance set.

Type: DescribeReservedinstancesResponseSetlitemType (p.
351)

Ancestor: r eser vedl nst ancesSet

Children: r eser vedl nst ancesl d, i nst anceType,

avai l abilityZone,start, duration,fixedPrice,
usagePri ce, i nstanceCount, product Descri pti on, and
state

The ID of the Reserved Instance.
Type: xsd:string
Ancestor: i tem
Children: None

The instance type on which the Reserved Instance can be used.
Type: xsd:string
Ancestor: i t em
Children: None

The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string
Ancestor: i tem
Children: None

The date and time the Reserved Instance started.
Type: xsd:dateTime

Ancestor: i tem

Children: None

The duration of the Reserved Instance, in seconds.
Type: xs:long

Ancestor: i tem

Children: None

The purchase price of the Reserved Instance.
Type: xs:double
Ancestor:item
Children: None

The usage price of the Reserved Instance, per hour.
Type: xs:double
Ancestor: i tem
Children: None
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Name Description
i nst anceCount The number of Reserved Instances purchased.

Type: xs:integer
Ancestor: i tem
Children: None

product Descri ption The Reserved Instance description.
Type: xsd:string
Ancestor:item
Children: None

state The state of the Reserved Instance purchase.
Type: xsd:string
Valid Values: pendi ng- paynment |acti ve | paynent-fail ed |
retired
Ancestor: i tem
Children: None

Examples

Example Request

This example describes Reserved Instances owned by the account.

<Descri beReservedl nst ances xm ns="http://ec2. amazonaws. cont
doc/ 2009- 08- 15/ " ></ Descri beReser vedl nst ances>

Example Response

<Descri beReservedl nst ancesResponse xm ns="http://ec2. anmazonaws. com
doc/ 2009- 08- 15/ " >
<reservedl nst ancesSet >
<itenp
<reservedl nst ancesl| d>4b2293b4- 5813- 4cc8- 9ce3- 1957f c1ldcf c8</
reservedl nst ancesl d>
<i nstanceType>mnil. snal | </i nst anceType>
<avail abi |l i tyZone>us- east - 1a</ avai |l abi | i t yZone>
<dur ati on>12</dur ati on>
<usagePri ce>0. 00</ usagePri ce>
<fixedPrice>0.00</fixedPri ce>
<i nst anceCount >19</ i nst anceCount >
<product Description>nil. snal|l offering in us-east-1la</
product Descri pti on>
<state>Active</state>
<litenr
</ reservedl nst ancesSet >
</ Descri beReser vedl nst ancesResponse>

Related Operations

¢ PurchaseReservedinstancesOffering (p. 264)
¢ DescribeReservedinstancesOfferings (p. 227)
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DescribeReservedinstancesOfferings

Description

Describes Reserved Instance offerings that are available for purchase. With Amazon EC2 Reserved
Instances, you purchase the right to launch Amazon EC2 instances for a period of time (without getting
insufficient capacity errors) and pay a lower usage rate for the actual time used. For more information
about Reserved Instances, go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Descri beReser vedl nst an@esCr f deiRegeTyeell nst ancesO f eri ngsType
element.

Type: DescribeReservedinstancesOfferingsType (p.
351)

Ancestor: None

Children: r eser vedl nst ancesO f eri ngsSet ,
i nst anceType, avai |l abi | i t yZone, and
product Descri ption

reservedl nst ancesO f er ISegob&eserved Instances. No

Type: DescribeReservedinstancesOfferingsSetType (p.
350)

Ancestor:
Descri beReser vedl nst ancesO f eri ngsType

Children:i tem

item Reserved Instances item. No

Type:
DescribeReservedInstancesOfferingsSetltemType (p.
350)

Ancestor: r eser vedl nst ancesO f eri ngsSet
Children: reser vedl nst ancesCf f eri ngl d

reservedl nst ancesO f er iD@fdhe Reserved Instances to describe. No
Type: xsd:string
Default: None
Ancestor: i t em
Children: None

i nstanceType The instance type on which the Reserved Instance can No
be used.

Type: xsd:string
Default: None

Ancestor:
Descri beReser vedl nst ancesO f eri ngsType

Children: None
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Name Description Required
avail abilityZone The Availability Zone in which the Reserved Instance No
can be used.

Type: xsd:string
Default: None

Ancestor:
Descri beReser vedl nst ancesO f eri ngsType

Children: None

product Descri pti on The Reserved Instance description. No
Type: xsd:string
Default: None

Ancestor:
Descri beReser vedl nst ancesO f eri ngsType

Children: None

Response Elements

Name Description

Descri beReser vedl nst ances(Déeci nhgeResponedllgpeancesf f eri ngsResponseType
element.

Type: DescribeReservedinstancesOfferingsResponseType (p.
349)

Ancestor: None
Children: r equest 1 d, reser vedl nst ancesO f eri ngsSet

requestld The ID of the request.
Type: xsd:string
Ancestor:
Descri beReservedl nst ancesO f eri ngsResponseType
Children: None

reservedl nst ancesO f er i ngsReserved Instances offerings set.

Type: DescribeReservedinstancesOfferingsResponseSetType (p.
349)

Ancestor:

Descri beReservedl nst ancesO f eri ngsResponseType
Children: i tem

item Reserved Instance offerings set.
Type:
DescribeReservedInstancesOfferingsResponseSetltemType (p.
348)
Ancestor: r eser vedl nst ancesOf f eri ngsSet
Children: r eser vedl nst ancesOf f eri ngl d, i nst anceType,
avai |l abi lityZone, duration, fixedPrice, usagePri ce,
and pr oduct Descri ption
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Name Description

reservedl nst ancesO f eri ng| @he ID of the Reserved Instance offering.
Type: xsd:string
Ancestor: i tem
Children: None

i nstanceType The instance type on which the Reserved Instance can be used.
Type: xsd:string
Ancestor:item
Children: None

avai l abi lityZone The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string
Ancestor: i tem
Children: None

duration The duration of the Reserved Instance, in seconds.
Type: xs:long
Ancestor: i tem
Children: None

fixedPrice The purchase price of the Reserved Instance.
Type: xs:double
Ancestor: i tem
Children: None

usagePrice The usage price of the Reserved Instance, per hour.
Type: xs:double
Ancestor:item
Children: None

product Descri pti on The Reserved Instance description.
Type: xsd:string
Ancestor: i tem
Children: None

Examples

Example Request

This example describes available Reserved Instance offerings.

<Descri beReservedl nst ancesOf ferings xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " ></ Descri beReser vedl nst ancesOf f eri ngs>

Example Response

<Descri beReservedl nst ancesO f eri ngsResponse xm ns="http://ec2. anazonaws. con
doc/ 2009- 08- 15/ " >
<reservedl nst ancesO f eri ngsSet >
<itene
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<reservedl nstancesO f eri ngl d>4b2293b4- 5813- 4cc8- 9ce3- 1957f cldcf c8</
reservedl nstancesOf f eri ngl d>

<i nstanceType>ni. smal | </i nst anceType>

<avai |l abi |l i tyZone>us- east - la</ avai |l abi | ityZone>

<dur ati on>12</ dur ati on>

<fixedPrice>0.00</fixedPri ce>

<usagePri ce>0. 00</ usagePri ce>

<product Description>nil. snal|l offering in us-east-la</
product Descri pti on>

</litenpr
</ reservedl nst ancesCf f eri ngsSet >
</ Descri beReservedl nst ancesO f eri ngsResponse>

Related Operations

¢ PurchaseReservedinstancesOffering (p. 264)
¢ DescribeReservedinstances (p. 223)
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DescribeSecurityGroups

Description

Returns information about security groups that you own.

Request Parameters

Name Description Required

Descri beSecurityG oupsDeseri beSecurityG oupsType element.
Type: DescribeSecurityGroupsType (p. 356)
Ancestor: None
Children: securi t yG oupSet

securityG oupSet Set of security groups.
Type: DescribeSecurityGroupsSetType (p. 356)
Ancestor: Descri beSecurityG oupsType
Children: i tem

item Information for a security group.
Type: DescribeSecurityGroupsSetltemType (p. 355)
Ancestor: securi t yG oupSet
Children: gr oupNane

gr oupNane Name of the security group. No
Type: xsd:string
Default: Describes all groups within the account.
Ancestor: i t em
Children: None

Response Elements

Name Description

Descri beSecurit yG oupsRespbaseflypeSecurit yG oupsResponseType element.
Type: DescribeSecurityGroupsResponseType (p. 355)
Ancestor: None
Children: request 1 d, securi t yG oupl nfo

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descri beSecurityG oupsResponseType
Children: None

securityG oupl nfo Security group set.
Type: SecurityGroupSetType (p. 402)
Ancestor: Descri beSecurityG oupsResponseType
Children: i t em
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Name Description

item Information for a security group.
Type: SecurityGroupltemType (p. 402)
Ancestor: securityG oupl nfo

Children: owner | d, gr oupNare, gr oupDescri pti on, and
i pPerm ssi ons

ownerld AWS Access Key ID of the owner of the security group.
Type: xsd:string
Ancestor:item
Children: None

gr oupNane Name of the security group.
Type: xsd:string
Ancestor: i tem
Children: None

groupDescri ption Description of the security group.
Type: xsd:string
Ancestor: i t em
Children: None

i pPer m ssi ons Set of IP permissions associated with the security group.
Type: IpPermissionSetType (p. 374)
Ancestor: i tem
Children: i t em

item Set of IP permissions.
Type: IpPermissionType (p. 375)
Ancestor: i pPer m ssi ons

Children: i pProt ocol , fronPort,toPort, groups, and
i pRanges

i pProt ocol IP protocol.
Type: xsd:string
Valid Values: tcp |udp | i cnp
Ancestor: i t em
Children: None

fronPort Start of port range for the TCP and UDP protocols, or an ICMP
type number. An ICMP type number of -1 indicates a wildcard (i.e.,
any ICMP type number).

Type: xsd:int
Ancestor: it em
Children: None

t oPort End of port range for the TCP and UDP protocols, or an ICMP
code. An ICMP code of -1 indicates a wildcard (i.e., any ICMP
code).

Type: xsd:int

Ancestor: it em
Children: None
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Name

groups

item

userld

gr oupName

i pRanges

item

cidrlp

Examples

Example Request

Description

List of security group and user ID pairs.
Type: UserldGroupPairSetType (p. 406)
Ancestor: i tem
Children: it em

Information for one security group.
Type: UserldGroupPairType (p. 406)
Ancestor: gr oups

Children: user | d, gr oupNane

AWS User ID of an account. Cannot be used when specifying a
CIDR IP address.

Type: xsd:string
Ancestor: i tem
Children: None

Name of the security group. Cannot be used when specifying a
CIDR IP address.

Type: xsd:string
Ancestor:i tem
Children: None

IP ranges.

Type: IpRangeSetType (p. 376)
Ancestor:item

Children: i tem

Information for one IP range.
Type: IpRangeltemType (p. 375)
Ancestor: i pRanges

Children: cidrlp

CIDR range.

Type: xsd:string
Ancestor:item
Children: None

This example returns information about two security groups that are configured for the account.

<Descri beSecurityGoups xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >

<securityG oupSet >
<itene

<gr oupName>WebSer ver s</ gr oupNane>

</[itenpr
<itene

<gr oupName>RangedPor t sBy Sour ce</ gr oupNanme>

</itenpr
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</ securityG oupSet >
</ Descri beSecurityG oups>

Example Response

<Descri beSecuri tyG oupsResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<securityG oupl nf o>
<itenp
<owner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI ONFMK&/ owner | d>
<gr oupName>WebSer ver s</ gr oupNane>
<groupDescri pti on>Wb Servers</groupDescri ption>
<i pPerm ssi ons>
<itenp
<i pProt ocol >t cp</i pProtocol >
<f r onPor t >80</f r onPor t >
<t oPort >80</t oPort >
<groups/ >
<i pRanges>
<itene
<ci drlp>0.0.0.0/0</cidrlp>
<litenmp
</ i pRanges>
<litenp
</i pPermi ssi ons>
</itenpr
<itenp
<owner | d>UYY3TLBUXI EONSNQVUUX6 OVPWBZI ONFMK&/ owner | d>
<gr oupName>RangedPor t sBy Sour ce</ gr oupNanme>
<groupDescri pti on>Group A</ groupDescri ption>
<i pPerm ssi ons>
<itenmp
<i pProt ocol >t cp</i pProtocol >
<f r omPor t >6000</ f r onPor t >
<t oPort >7000</t oPor t >
<groups/ >
<i pRanges/ >
<litenmp
</i pPermni ssi ons>
</itenpr
</ securityG oupl nf o>
</ Descri beSecurityG oupsResponse>

Related Operations

e CreateSecurityGroup (p. 174)
AuthorizeSecurityGrouplngress (p. 155)
¢ RevokeSecurityGrouplngress (p. 276)

¢ DeleteSecurityGroup (p. 184)
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DescribeSnapshotAttribute

Description

Returns information about an attribute of a snapshot. Only one attribute can be specified per call.

Request Parameters

Name Description Required

Descri beSnapshot At t ri bilesTypdeSnapshot At tri but eType element.
Type: DescribeSnapshotAttributeType (p. 358)
Ancestor: None

Children: snapshot | d,
Descri beSnapshot Attri but esG oup

snapshot | d The ID of the Amazon EBS snapshot. No
Type: xsd:string
Default: None
Ancestor: Descri beSnapshot Attri but eType
Children: None

Descri beSnapshot At t ri biltess@begmaphot attribute element.
Type: DescribeSnapshotAttributesGroup (p. 357)
Ancestor: Descri beSnapshot Attri but eType
Children: cr eat eVol unePer mi ssi on

cr eat eVol unePer ni ssi on Describes the snapshot attributes group.
Type: EmptyElementType (p. 369)
Ancestor: Descri beSnapshot Attri but esG oup
Children: none

none These element contains no options. No
Type: xsd:string
Default: None
Ancestor: cr eat eVol unePer m ssi on
Children: None

Response Elements

Name Description

Descri beSnapshot At t ri but eRPeponsb@gpapshot At t ri but eResponseType element.
Type: DescribeSnapshotAttributeResponseType (p. 357)
Ancestor: None

Children: r equest | d, snapshot | d, and
cr eat eVol unePer m ssi on
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Name Description
requestld The ID of the request.

Type: xsd:string
Ancestor: Descri beSnapshot Att ri but eResponseType
Children: None

snapshot | d The ID of the Amazon EBS snapshot.
Type: xsd:string
Ancestor: Descri beSnapshot Att ri but eResponseType
Children: None

creat eVol umePer ni ssi on Create volume permission element.
Type: CreateVolumePermissionListType (p. 320)
Ancestor: Descri beSnapshot Attri but eResponseType
Children: i t em

item Volume permission item.
Type: CreateVolumePermissionltemType (p. 320)
Ancestor: cr eat eVol unePer ni ssi on
Children: user | d, gr oup

userld User ID of a user that can create volumes from the snapshot.
Type: xsd:string
Ancestor: i tem
Children: None

group Group that is allowed to create volumes from the snapshot
(currently supports "all").
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example describes permissions for the snap-78a54011 snapshot.

<Descri beSnapshot Attribute xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
<cr eat eVol unePer i ssion />

</ Descri beSnapshot Attri but e>

Example Response

<Descri beSnapshot Attri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<snapshot | d></ snapshot | d>
<cr eat eVol unePer m ssi on>
<itene
<group>al | </ group>
</litenpr
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</ cr eat eVol unePer ni ssi on>
</ Descri beSnapshot Attri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 259)
¢ DescribeSnapshots (p. 238)

¢ ResetSnapshotAttribute (p. 274)
¢ CreateSnapshot (p. 176)

API Version 2009-08-15
237



Amazon Elastic Compute Cloud API Reference
DescribeSnapshots

DescribeSnapshots

Description

Returns information about Amazon EBS snapshots available to the user. Information returned includes
volume ID, status, start time, progress, owner ID, volume size, and description. Snapshots available

to the user include public snapshots available for any user to launch, private snapshots owned by

the user making the request, and private snapshots owned by other users for which the user granted
explicit create volume permissions.

The create volume permissions fall into 3 categories:

Permission Description

public The owner of the snapshot granted create volume permissions for the
shapshot to the al | group. All users have create volume permissions for these
shapshots.

explicit The owner of the snapshot granted create volume permissions to a specific
user.

implicit A user has implicit create volume permissions for all snapshots he or she owns.

The list of snapshots returned can be modified by specifying snapshot IDs, snapshot owners, or users
with create volume permissions. If no options are specified, Amazon EC2 returns all snapshots for
which the user has create volume permissions.

If you specify one or more snapshot IDs, only snapshots that have the specified IDs are returned. If
you specify an invalid snapshot ID, a fault is returned. If you specify a snapshot ID for which you do not
have access, it will not be included in the returned results.

If you specify one or more snapshot owners, only snapshots from the specified owners and for which
you have access are returned. The results can include the AWS Account IDs of the specified owners,
amazon for snapshots owned by Amazon or self for snapshots that you own.

If you specify a list of restorable users, only users that have create snapshot permissions for the
shapshots are returned. You can specify AWS Account IDs (if you own the snapshot(s)), self for
shapshots for which you own or have explicit permissions, or all for public snapshots.

Request Parameters

Name Description Required

Descri beSnapshot sType | Descri beSnapshot sType element.
Type: DescribeSnapshotsType (p. 362)
Ancestor: None

Children: snapshot Set , owner sSet , and
rest or abl eBySet

snapshot Set Set of snapshots.
Type: DescribeSnapshotsSetType (p. 362)
Ancestor: Descri beSnapshot sType
Children: i t em
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Name Description Required

item Information for a snapshot.
Type: DescribeSnapshotsSetltemType (p. 361)
Ancestor: snapshot Set
Children: snapshot 1 d

snapshot | d The ID of the Amazon EBS snapshot. No
Type: xsd:string
Default: Describes snapshots for which you have launch
permissions.
Ancestor: i tem
Children: None

owner sSet Set of owners that can create volumes from the
instance.

Type: DescribeSnapshotsOwnersType (p. 358)
Ancestor: Descri beSnapshot sType
Children: i tem

item Describe snaphot item.
Type: DescribeSnapshotsOwnerType (p. 358)
Ancestor: owner sSet
Children: owner

owner Returns snapshots owned by the specified owner. No
Multiple owners can be specified.

Type: xsd:string

Valid Values: sel f | amazon | AW6 Account | D
Default: None

Ancestor: i t em

Children: None

rest or abl eBySet Set of users that can create volumes from the snapshot.

Type: DescribeSnapshotsRestorableBySetType (p.
359)

Ancestor: Descri beSnapshot sType
Children: i tem

item Restorable by set type item.
Type: DescribeSnapshotsRestorableByType (p. 360)
Ancestor: r est or abl eBy Set
Children: user

user Account ID of a user that can create volumes from the No
shapshot.

Type: xsd:string
Default: None

Ancestor: i tem
Children: None
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Response Elements

Name

Description

Descri beSnapshot sResponseTPpscr i beSnapshot sResponseType element.

requestlid

snapshot Set

item

snhapshot I d

vol unel d

st at us

start Ti ne

progress

Type: DescribeSnapshotsResponseType (p. 359)
Ancestor: None
Children: r equest | d, snapshot Set

The ID of the request.

Type: xsd:string

Ancestor: Descr i beSnapshot sResponseType
Children: None

Snapshot set.

Type: DescribeSnapshotsSetResponseType (p. 362)
Ancestor: Descri beSnapshot sResponseType
Children: i tem

Information for a snapshot.
Type: DescribeSnapshotsSetlitemResponseType (p. 360)
Ancestor: snapshot Set

Children: snapshot | d, vol unel d, st at us, startTi ne,
progress, owner | d, and descri pti on

The ID of the snapshot.
Type: xsd:string
Ancestor:item
Children: None

The ID of the volume.
Type: xsd:string
Ancestor: i tem
Children: None

Snapshot state (e.g.,
Type: xsd:string
Ancestor: i tem
Children: None

Time stamp when the snapshot was initiated.
Type: xsd:dateTime

Ancestor: i tem

Children: None

The progress of the snapshot, in percentage.
Type: xsd:string
Ancestor: i tem
Children: None
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Examples
Name Description
ownerld AWS Access Key ID of the user who owns the snapshot.

Type: xsd:string
Ancestor: i tem
Children: None

description Description of the snapshot.
Type: xsd:string
Ancestor:item
Children: None

Examples

Example Request

This example describes snapshot snap- 78a54011.

<Descri beSnapshots xm ns="http://ec2. anazonaws. coni doc/ 2009- 08- 15/ " >
<snapshot Set >
<itenp
<snapshot | d>snap- 78a54011</ snapshot | d>
</itenpr
</ snapshot Set >
</ Descri beSnapshot s>

Example Response

<Descri beSnapshot sResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot Set >
<itemp
<snapshot | d>snap- 78a54011</ snapshot | d>
<vol unel d>vol - 4d826724</ vol unel d>
<st at us>pendi ng</ st at us>
<start Ti mne>2008- 05- 07T12: 51: 50. 000Z</ st art Ti me>
<pr ogr ess>80%/ pr ogr ess>
<owner | d>218213537122</ owner | d>
<vol uneSi ze>10</ vol uneSi ze>
<descri pti on>Dai | y Backup</description>
<litenpr
</ snapshot Set >
</ Descri beSnapshot sResponse>

Related Operations

¢ CreateSnapshot (p. 176)
¢ DeleteSnapshot (p. 186)
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DescribeVolumes

Description

Describes the specified Amazon EBS volumes that you own. If you do not specify one or more volume
IDs, Amazon EBS describes all volumes that you own. For more information about Amazon EBS, go to
the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Descri beVol unmesType Descri beVol unesType element.
Type: DescribeVolumesType (p. 366)
Ancestor: None
Children: vol uneSet

vol umeSet Set of volumes.
Type: DescribeVolumesSetType (p. 365)
Ancestor: Descri beVol unesType
Children: i t em

item Information for a volume.
Type: DescribeVolumesSetltemType (p. 364)
Ancestor: vol uneSet
Children: vol unel d

vol unel d The ID of the volume to list. No
Type: xsd:string
Default: Describes all volumes that you own.
Ancestor: i tem
Children: None

Response Elements

Name Description

Descri beVol umesResponseTypBescri beVol unesResponseType element.
Type: DescribeVolumesResponseType (p. 363)
Ancestor: None
Children: r equest | d, vol uneSet

requestlid The ID of the request.
Type: xsd:string
Ancestor: Descr i beVol unesResponseType
Children: None
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Response Elements

Name

vol uneSet

item

vol unel d

size

snapshot I d

avail abilityZone

st at us

createTine

at t achnment Set

item

Description

Volume set.

Type: DescribeVolumesSetResponseType (p. 365)
Ancestor: Descri beVol unesResponseType
Children: it em

Information for a volume.
Type: DescribeVolumesSetlitemResponseType (p. 363)
Ancestor: vol uneSet

Children: vol unel d, si ze, snapshot | d, avai | abi | i t yZone,
st at us, cr eat eTi ne, and at t achnent Set

The ID of the volume.
Type: xsd:string
Ancestor: i tem
Children: None

The size of the volume, in GiBs.
Type: xsd:string
Ancestor: i tem
Children: None

Snapshot from which the volume was created (optional).
Type: xsd:string
Ancestor: i tem
Children: None

Availability Zone in which the volume was created.
Type: xsd:string
Ancestor:item
Children: None

Volume state (e.g.,
Type: xsd:string
Ancestor:item
Children: None

Time stamp when volume creation was initiated.
Type: xsd:dateTime

Ancestor:item

Children: None

Attachment set.
Type: AttachmentSetResponseType (p. 304)
Ancestor: i tem
Children:i tem

Information for a attachment set.
Type: AttachmentSetltemResponseType (p. 303)
Ancestor: at t achnment Set

Children: vol unel d, i nst ancel d, devi ce, st at us, and
attachTi ne

API Version 2009-08-15

243



Amazon Elastic Compute Cloud API Reference

Examples
Name Description
vol urel d The ID of the volume.

Type: xsd:string
Ancestor: i tem
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: i tem
Children: None

devi ce Specifies how the device is exposed to the instance (e.g., /dev/
sdh).
Type: xsd:string
Ancestor: i tem
Children: None

st at us Attachment state.
Type: xsd:string
Valid Values: att achi ng | at t ached | det achi ng | det ached
Ancestor: i tem
Children: None

attachTi me Time stamp when the association was created.
Type: xsd:dateTime
Ancestor: i tem
Children: None

Examples

Example Request

This example describes all volumes associated with your account.

<Descri beVol unes xm ns="http://ec2. amazonaws. con doc/ 2009- 08- 15/ " ></
Descri beVol unes>

Example Response

<Descri beVol unesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol uneSet >
<itenp
<vol urel d>vol - 4282672b</ vol unel d>
<si ze>800</ si ze>
<snapshot I d/ >
<avail abi | i tyZone>us- east - 1la</ avai l abi | i t yZone>
<st at us>i n-use</ st at us>
<creat eTi ne>2008- 05-07T11: 51: 50. 000Z</ cr eat eTi ne>
<at t achnent Set >
<itenp
<vol urel d>vol - 4282672b</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
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<devi ce>/ dev/ sdh</ devi ce>
<st at us>at t ached</ st at us>
<attachTi ne>2008- 05-07T12: 51: 50. 000Z</ at t achTi ne>
</itemp
</ att achnent Set >
</itemp
</ Descri beVol umesResponse>

Related Operations

¢ CreateSnapshot (p. 176)
¢ DeleteSnapshot (p. 186)
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DetachVolume

Description

Detaches an Amazon EBS volume from an instance. For more information about Amazon EBS, go to
the Amazon Elastic Compute Cloud Developer Guide.

& Important

Make sure to unmount any file systems on the device within your operating system before
detaching the volume. Failure to unmount file systems, or otherwise properly release the
device from use, can result in lost data and will corrupt the file system.

Request Parameters

Name Description Required

Det achVol umeType Det achVol uneType element.
Type: DetachVolumeType (p. 367)
Ancestor: None
Children: vol unel d, i nst ancel d, devi ce, and f or ce

vol urel d The ID of the volume. Yes
Type: xsd:string
Default: None
Ancestor: Det achVol uneType
Children: None

i nstancel d The ID of the instance. No
Type: xsd:string
Default: None
Ancestor: Det achVol uneType
Children: None

devi ce The device name. No
Type: xsd:string
Default: None
Ancestor: Det achVol uneType
Children: None

API Version 2009-08-15
246


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/

Amazon Elastic Compute Cloud API Reference
Response Elements

Name Description Required

force Forces detachment if the previous detachment No
attempt did not occur cleanly (logging into an instance,
unmounting the volume, and detaching normally). This
option can lead to data loss or a corrupted file system.
Use this option only as a last resort to detach a volume
from a failed instance. The instance will not have an
opportunity to flush file system caches nor file system
meta data. If you use this option, you must perform file
system check and repair procedures.

Type: xsd:boolean

Default: None

Ancestor: Det achVol uneType
Children: None

Response Elements

Name Description

Det achVol uneResponseType | Det achVol uneResponseType element.
Type: DetachVolumeResponseType (p. 366)
Ancestor: None

Children: r equest |1 d, vol unel d, i nst ancel d, devi ce,
status, and attachTi ne

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

vol unel d The ID of the volume.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

devi ce The device as it is exposed to the instance.
Type: xsd:string
Ancestor: Det achVol uneResponseType
Children: None

st at us Attachment state (e.g.,
Type: xsd:string
Ancestor: Det achVol unmeResponseType
Children: None

API Version 2009-08-15
247



Amazon Elastic Compute Cloud API Reference

Examples
Name Description
attachTi me Time stamp when the association was created.

Type: xsd:dateTime
Ancestor: Det achVol uneResponseType
Children: None

Examples

Example Request

This example detaches volume vol - 4d826724.

<Det achVol ume xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</ i nst ancel d>

</ Det achVol une>

Example Response

<Det achVol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<vol unel d>vol - 4d826724</ vol unel d>
<i nst ancel d>i - 6058a509</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>det achi ng</ st at us>
<attachTi mne>2008- 05- 08T11: 51: 50. 000Z</ at t achTi nme>
</ Det achVol uneResponse>

Related Operations

¢ CreateVolume (p. 179)
¢ DeleteVolume (p. 188)
¢ DescribeVolumes (p. 242)
e AttachVolume (p. 152)
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DisassociateAddress

Description

Disassociates the specified elastic IP address from the instance to which it is assigned. This is an
idempotent operation. If you enter it more than once, Amazon EC2 does not return an error.

Request Parameters

Name Description Required

Di sassoci at eAddr essTyp®i sassoci at eAddr essType element.
Type: DisassociateAddressType (p. 368)
Ancestor: None
Children: publiclp

publiclp IP address that you are disassociating from the instance. | Yes
Type: xsd:string
Default: None
Ancestor: Di sassoci at eAddr essType
Children: None

Response Elements

Name Description

Di sassoci at eAddr essResponsBiTgassoci at eAddr essResponseType element.
Type: DisassociateAddressResponseType (p. 368)
Ancestor: None
Children: request I d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: Di sassoci at eAddr essResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Di sassoci at eAddr essResponseType
Children: None

Examples

Example Request

This example disassociates the 67. 202. 55. 255 |IP address from the instance to which it is assigned.

<Di sassoci at eAddress xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<publ i cl p>67. 202. 55. 255</ publ i cl p>
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</ Di sassoci at eAddr ess>

Example Response

<Di sassoci at eAddr essResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Di sassoci at eAddr essResponse>

Related Operations

¢ AllocateAddress (p. 148)

¢ DescribeAddresses (p. 192)
¢ ReleaseAddress (p. 270)

¢ AssociateAddress (p. 150)
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GetConsoleQutput

Description

Retrieves console output for the specified instance.

Instance console output is buffered and posted shortly after instance boot, reboot, and termination.
Amazon EC2 preserves the most recent 64 KB output which will be available for at least one hour after
the most recent post.

Request Parameters

Name Description Required

Get Consol eQut put Type | Get Consol eCut put Type element.
Type: GetConsoleOutputType (p. 370)
Ancestor: None
Children: i nst ancel d

i nstancel d ID of the instance for which you want console output. Yes
Type: xsd:string
Default: None
Ancestor: Get Consol eCut put Type
Children: None

Response Elements

Name Description

Get Consol eQut put ResponseTy@et Consol eQut put ResponseType element.
Type: GetConsoleOutputResponseType (p. 369)
Ancestor: None
Children: r equest 1 d, i nst ancel d, ti nest anp, and out put

requestld The ID of the request.
Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None

i nstancel d The instance ID.
Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None

ti mest anp The time the output was last updated.
Type: xsd:dateTime
Ancestor: Get Consol eQut put ResponseType
Children: None
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Name Description
out put The console output, Base64 encoded.

Type: xsd:string
Ancestor: Get Consol eQut put ResponseType
Children: None

Examples

Example Request

This example retrieves the console output for the i - 10a64379 Linux and UNIX instance.

<Cet Consol eQut put xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancel d>i - 28a64341</i nst ancel d>
</ Get Consol eCut put >

Example Response

<Cet Consol eQut put Response xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ ">
<i nst ancel d>i - 28a64341</i nst ancel d>
<ti mest anp>2007-01- 03 15: 00: 00</ti nest anp>

<out put >TA udXggdnmvyc2l vbi AyLj YuMIYt eGVuVSAoYnVpbGR ckBWYXRj aGlhdC5hbWF6b25z YSkgKGd]

YyB2ZXJzaWoul DQUMCAxX] DI wivDUMNZ | 31 ChSZWQy SGFOI DQUMCAX L TUpKSA] MSBTTVAgVGh1! E9j

dCAyN AwODoOMToyNi BTQVNUI DI WWDYKQk| PUy 1wenB2aWR ZCBwaH za\Whhb CBSQUOgbWFwWOgpY

Z\W61 DAWMVDAWIVDAWIVDAWVDAWVDAG L SAMVDAWMVDAWMYDZh NDAWIVDAW Chlc2Fi bGUpC k4MELCI EhJ
ROhNRUOgYXZhaWkhYnx| Lgo3M dNQ BMIT1dNRUOgYXZhaWkhYmx| LgpONCAoRXh| Y3VOZSBEaXNh

Yk KSBuwemB0ZWN0aVWu O BhY3RpdmUKSVIRI GxvY2t 1cCBKZXR Y3Rpb24gZd z YW s ZWKOhVp
bHQMSB6b251 bd zdHWKS2VWybns| GNvbWLhbmQgbd uZTogcndvdDOvZGV2L3NKYTEgcmBgNApF

brFi bd uZyBmyXNOI EZQVSBz YXZI | GFuZCByZXN0Ob3JI Li 4ul GRvbmJuCg==</ out put >

</ Get Consol eCQut put Response>

Related Operations

¢ Runlinstances (p. 280)
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GetPasswordData

Description

Retrieves the encrypted administrator password for the instances running Windows.

e Note

The Windows password is only generated the first time an AMI is launched. It is not generated
for rebundled AMIs or after the password is changed on an instance.

The password is encrypted using the key pair that you provided.

Request Parameters

Name Description Required

Get Passwor dDat aType Get Passwor dDat aType element.
Type: GetPasswordDataType (p. 371)
Ancestor: None
Children: i nst ancel d

i nstancel d The ID of the instance for which to get the password. Yes
Type: xsd:string
Default: None
Ancestor: Get Passwor dDat aType
Children: None

Response Elements

Name Description

Get Passwor dDat aResponseTyp€et Passwor dDat aResponseType element.
Type: GetPasswordDataResponseType (p. 370)
Ancestor: None

Children: r equest 1 d, i nst ancel d, ti nest anp, and
passwor dDat a

requestl!d The ID of the request.
Type: xsd:string
Ancestor: Get Passwor dDat aResponseType
Children: None

i nstancel d The ID of the instance.
Type: xsd:string
Ancestor: Get Passwor dDat aResponseType
Children: None
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Examples
Name Description
ti mest anp The time the data was last updated.

Type: xsd:dateTime
Ancestor: Cet Passwor dDat aResponseType
Children: None

passwor dDat a The password of the instance.
Type: xsd:string
Ancestor: Get Passwor dDat aResponseType
Children: None

Examples

Example Request

This example returns the encrypted version of the administrator password for the i - 2574e22a
instance.

<Cet Passwor dDat a xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancel d>i - 2574e22a</i nst ancel d>
</ Get Passwor dDat a>

Example Response
<Cet Passwor dDat aResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancel d>i - 2574e22a</ i nst ancel d>

<ti mest anp>2009- 10- 24 15: 00: 00</ti nest anp>

<passwor dDat a>Td udXggdnVyc2l vbi AyLj YuMI'yt eGVuVSAoYnVpbGRl ckBWYXRj aGIhdC5hbWF6b252z YSkgKGdj
passwor dDat a></ Get Passwor dDat aResponse>

Related Operations

¢ Runlinstances (p. 280)
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ModifylmageAttribute

Description

Modifies an attribute of an AMI.

Request Parameters

Name Description Required

Modi fyl mageAttri but eTypddi f yl mageAttri but eType element.
Type: ModifylmageAttributeType (p. 378)
Ancestor: None

Children: i magel d, | aunchPer mi ssi on, and
pr oduct Codes

i mgel d The AMI ID. Yes
Type: xsd:string
Default: None
Ancestor: Modi fyl mageAttri but eType
Children: None

| aunchPer m ssi on Launch permission set.
Type: LaunchPermissionOperationType (p. 377)
Ancestor: Modi fyl nageAttri but eType
Children: add, r enove

add Adds permission.
Type: LaunchPermissionListType (p. 377)
Ancestor: | aunchPer m ssi on
Children: i t em

item Information for launch permissions.
Type: LaunchPermissionltemType (p. 376)
Ancestor: add
Children: user | d, gr oup

userld AWS Access Key ID. Yes
Type: xsd:string
Default: None
Ancestor:item
Children: None

group Name of the group. Currently supports "all.” Yes
Type: xsd:string
Default: None
Ancestor: i tem
Children: None
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Name Description Required

renove Remove permission.
Type: LaunchPermissionListType (p. 377)
Ancestor: | aunchPer mi ssi on
Children: i tem

item Information for launch permissions.
Type: LaunchPermissionltemType (p. 376)
Ancestor: r enove
Children: user 1 d, gr oup

userld AWS Access Key ID. Yes
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

group Name of the group. Currently supports "all." Yes
Type: xsd:string
Default: None
Ancestor:item
Children: None

pr oduct Codes Product code set.
Type: ProductCodeListType (p. 385)
Ancestor: Modi fyl mageAttri but eType
Children: i tem

item Information for one product code.
Type: ProductCodeltemType (p. 385)
Ancestor: pr oduct Codes
Children: pr oduct Code

pr oduct Code Product code. No
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name Description

Modi f yl mageAt t ri but eResponbediypgl mageAt tri but eResponseType element.
Type: ModifylmageAttributeResponseType (p. 378)
Ancestor: None
Children: request 1 d, return
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Name Description
requestld The ID of the request.

Type: xsd:string
Ancestor: Modi fyl mageAt tri but eResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Modi fyl nageAttri but eResponseType
Children: None

Examples

Example Request

This example makes this a public AMI and grants specific permissions to a user.

<Modi fyl mageAttri bute xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magel d>am - 61a54008</ i nagel d>
<l aunchPer ni ssi on>
<add>
<itene
<group>al | </ group>
</[itenpr
<itene
<user|d>495219933132</ user | d>
</[itenpr
</ add>
<l aunchPer ni ssi on>
</ Modi fyl mageAttri but e>

Example Response

<Modi fyl mageAttri but eResponse xm ns="http://ec2. anazonaws. conl
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Modi fyl mageAt tri but eResponse>

Example Request

The following example adds the 774F4FF8 product code to the am - 2bb65342 AMI:

<Mbdi fyl mageAttri bute xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magel d>ani - 61a54008</ i nagel d>
<pr oduct Codes>
<itenp
<pr oduct Code>774F4FF8</ pr oduct Code>
</itenr
<pr oduct Codes>
</ Modi fyl mageAttri but e>

Example Response

<Mbdi fyl mageAttri but eResponse xm ns="http://ec2. anazonaws. conl
doc/ 2009- 08- 15/ " >
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<return>true</return>
</ Modi fyl mageAt tri but eResponse>

Related Operations

¢ ResetlmageAttribute (p. 272)
¢ DescribelmageAttribute (p. 202)
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ModifySnapshotAttribute

Description

Adds or remove permission settings for the specified snapshot.

Request Parameters

Name Description Required

Modi f ySnapshot At t ri but &/bylpé ySnapshot At t ri but eType element.
Type: ModifySnapshotAttributeType (p. 379)
Ancestor: None
Children: snapshot | d, cr eat eVol unePer ni ssi on

snapshot | d The ID of the snapshot. Yes
Type: xsd:string
Default: None
Ancestor: Modi f ySnapshot Attri but eType
Children: None

creat eVol unmePer ni ssi on Create volume permission element. CreateVolumePermissionOpere
Type: ??2?
Ancestor: Mbdi f ySnapshot Attri but eType
Children:

Response Elements

Name Description

Mbdi f ySnapshot At t ri but eRespbdsEf$papshot Att ri but eResponseType element.
Type: ModifySnapshotAttributeResponseType (p. 379)
Ancestor: None
Children: request i d,return

requestld The ID of the request.
Type: xsd:string
Ancestor: Modi f ySnapshot Attri but eResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Modi f ySnapshot Attri but eResponseType
Children: None
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Examples

Example Request

This example makes the snap-78a54011 snapshot public.

<Mbdi f ySnapshot Attri bute xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
<cr eat eVol unePer m ssi on>
<add>
<itenp
<group>al | </ gr oup>
<litenr
</ add>
</ cr eat eVol unePer i ssi on>
</ Modi f ySnapshot Attri but e>

Example Response

<Mbdi f ySnapshot Att ri but eResponse xm ns="http://ec2. anazonaws. con!
doc/ 2009- 08- 15/ " >

<return>true</return>

</ Modi f ySnapshot At t ri but eResponse>

Related Operations

¢ DescribeSnapshotAttribute (p. 235)
¢ DescribeSnapshots (p. 238)

¢ ResetSnapshotAttribute (p. 274)

¢ CreateSnapshot (p. 176)
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Monitorlnstances

Description

Enables monitoring for a running instance. For more information, refer to the Amazon CloudWatch

Developer Guide.
Request Parameters

Name Description

Moni t or I nst ancesType | Moni torl nst ancesType element.
Type: MonitorinstancesType (p. 383)
Ancestor: None
Children: i nst ancesSet

i nst ancesSet Set of instances.
Type: MonitorinstancesSetType (p. 382)
Ancestor: Moni t or | nst ancesType
Children: i t em

item Instance set.
Type: MonitorinstancesSetltemType (p. 382)
Ancestor: i nst ancesSet
Children: i nst ancel d

i nstancel d Instance ID.
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name Description

Moni t or | nst ancesResponseTypkni t or | nst ancesResponseType element.
Type: MonitorinstancesResponseType (p. 381)
Ancestor: None
Children: r equest | d, i nst ancesSet

requestld The ID of the request.
Type: xsd:string
Ancestor: Moni t or I nst ancesResponseType
Children: None

i nst ancesSet Monitor instance response set.
Type: MonitorinstancesResponseSetType (p. 381)
Ancestor: Moni t or I nst ancesResponseType
Children: i t em

Required

Yes
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Name Description
item Instance Item.

Type: MonitorinstancesResponseSetltemType (p. 380)
Ancestor: i nst ancesSet
Children: i nst ancel d, noni t ori ng

i nstancel d Instance ID.
Type: xsd:string
Ancestor: i tem
Children: None

nmoni tori ng Monitoring information.
Type: InstanceMonitoringStateType (p. 372)
Ancestor: i tem
Children: st at e

state State of monitoring for the instance.
Type: xsd:string
Valid Values: noni t ori ng- enabl ed (enabl ed) |
noni t ori ng- pendi ng (pendi ng) | noni tori ng-di sabl ed
(di sabl ed)

Ancestor: noni t ori ng
Children: None

Examples

Example Request

This example enables monitoring for i-43a4412a and i-23a3397d.

<Moni tor I nstances xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<i nst ancel d>i - 43a4412a</i nst ancel d>
<i nst ancel d>i - 23a3397d</i nst ancel d>
</i nstancesSet >
</ Moni t or | nst ances>

Example Response

<Moni t or | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itene
<i nst ancel d>i - 43a4412a</i nst ancel d>
<noni tori ng>
<st at e>pendi ng</ st at e>
</ nmoni t ori ng>
</litenpr
<itene
<i nst ancel d>i - 23a3397d</ i nst ancel d>
<noni tori ng>
<st at e>pendi ng</ st at e>
</ nmoni t ori ng>
</litenpr
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</ i nstancesSet >
</ Moni t or I nst ancesResponse>

Related Operations

¢ Unmonitorinstances (p. 294)
¢ RunlInstances (p. 280)
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PurchaseReservedinstancesOffering

Description

Purchases a Reserved Instance for use with your account. With Amazon EC2 Reserved Instances, you
purchase the right to launch Amazon EC2 instances for a period of time (without getting insufficient
capacity errors) and pay a lower usage rate for the actual time used. For more information about
Reserved Instances, go to the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name Description Required

Pur chaseReser vedl nst an®es ChiasieiRegEy pedl nst ancesOf f eri ngType
element.

Type: PurchaseReservedinstancesOfferingType (p.
387)

Ancestor: None

Children: r eser vedl nst ancesCOf feri ngl d,
i nst anceCount

reservedl nst ancesO f er iTingl affering 1D of the Reserved Instance to purchase. Yes
Type: xsd:string
Default: None

Ancestor:
Pur chaseReser vedl nst ancesOf f eri ngType

Children: None

i nst anceCount The number of Reserved Instances to purchase. No
Type: xsd:int
Default: 1

Ancestor:
Pur chaseReser vedl nst ancesOf f eri ngType

Children: None

Response Elements

Name Description

Pur chaseReser vedl nst ancesPliechag&Bspengedi/pst ancesOf f eri ngResponseType
element.

Type: PurchaseReservedinstancesOfferingResponseType (p.
387)

Ancestor: None
Children: r equest |1 d, r eser vedl nst ancesl d

requestl!d The ID of the request.
Type: xsd:string
Ancestor:
Pur chaseReser vedl nst ancesO f eri ngResponseType
Children: None
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reservedl nst ancesl d The IDs of the purchased Reserved Instances.
Type: xsd:string
Ancestor:

Pur chaseReser vedl nst ancesO f eri ngResponseType
Children: None

Examples

Example Request

This example purchases Reserved Instances.

<Pur chaseReser vedl nst ancesO fering xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<reservedl nstancesO f eri ngl d>4b2293b4- 5813- 4cc8- 9ce3- 1957f cldcf c8</
reservedl nstancesO f eri ngl d>
<i nst anceCount >19</ i nst anceCount >
</ Pur chaseReser vedl nst ancesOf f eri ng>

Example Response

<Pur chaseReser vedl nst ancesO f eri ngResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >
<reservedl nst ancesl d>reservati on- 1001001</ r eser vedl nst ancesl| d>
</ Pur chaseReser vedl nst ancesOf f eri ngResponse>

Related Operations

¢ DescribeReservedinstancesOfferings (p. 227)
¢ DescribeReservedinstances (p. 223)
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Rebootlnstances

Description

Requests a reboot of one or more instances. This operation is asynchronous; it only queues a request
to reboot the specified instance(s). The operation will succeed if the instances are valid and belong to
you. Requests to reboot terminated instances are ignored.

e Note

If a Linux/UNIX instance does not cleanly shut down within four minutes, Amazon EC2 will
perform a hard reboot.

Request Parameters

Name Description Required

Reboot | nst ancesType Reboot | nst ancesType element.
Type: RebootinstancesType (p. 389)
Ancestor: None
Children: i nst ancesSet

i nst ancesSet Launch permission set.
Type: RebootinstancesinfoType (p. 388)
Ancestor: Reboot | nst ancesType
Children: i t em

item Information for an instance.
Type: RebootinstancesltemType (p. 388)
Ancestor: i nst ancesSet
Children: i nst ancel d

i nstancel d One or more instance IDs. Yes
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name Description

Reboot | nst ancesResponseTypReboot | nst ancesResponseType element.
Type: RebootinstancesResponseType (p. 389)
Ancestor: None
Children: request i d,return
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requestld The ID of the request.

Type: xsd:string
Ancestor: Reboot | nst ancesResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: Reboot | nst ancesResponseType
Children: None

Examples

Example Request

This example reboots an instance.

<Reboot | nst ances xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 28a64341</i nst ancel d>
</itenp
</ i nst ancesSet >
</ Reboot | nst ances>

Example Response

<Reboot | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<return>true</return>
</ Reboot | nst ancesResponse>

Related Operations

¢ RunlInstances (p. 280)
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Registerimage

Description

Registers an AMI with Amazon EC2. Images must be registered before they can be launched. To
launch instances, use the Runl nst ances operation.

Each AMI is associated with an unique ID which is provided by the Amazon EC2 service through the
Regi st er | mage operation. During registration, Amazon EC2 retrieves the specified image manifest
from Amazon S3 and verifies that the image is owned by the user registering the image.

The image manifest is retrieved once and stored within the Amazon EC2. Any modifications to an

image in Amazon S3 invalidates this registration. If you make changes to an image, deregister the
previous image and register the new image. To deregister an image, use the Der egi st er | nage

operation.

Request Parameters

Name Description Required

Regi st er | mageType Regi st er | rageType element.
Type: RegisterimageType (p. 391)
Ancestor: None
Children: i mageLocat i on

i magelLocati on Full path to your AMI manifest in Amazon S3 storage. Yes
Type: xsd:string
Default: None
Ancestor: Regi st er | mageType
Children: None

Response Elements

Name Description

Regi st er | mageResponseType Regi st er | mageResponseType element.
Type: RegisterimageResponseType (p. 391)
Ancestor: None
Children: r equest 1 d, i magel d

requestld The ID of the request.
Type: xsd:string
Ancestor: Regi st er | mageResponseType
Children: None

i mgel d Unique ID of the newly registered machine image.
Type: xsd:string
Ancestor: Regi st er | mageResponseType
Children: None
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Example Request

This example registers the AMI specified in the i mage. nmani f est . xm manifest file.

<Regi sterl mage xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<i mageLocat i on>/ nybucket/ nmyi mage. mani f est. xm </ i mageLocat i on>
</ Regi st er | rage>

Example Response
<Regi st er | mmgeResponse xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ ">

<i magel d>ami - 61a54008</ i magel d>
</ Regi st er | nageResponse>

Related Operations

¢ Describelmages (p. 207)
¢ Deregisterlmage (p. 190)
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ReleaseAddress

Description

Releases an elastic IP address associated with your account.

If you run this operation on an elastic IP address that is already released, the address might be
assigned to another account which will cause Amazon EC2 to return an error.

e 2 Note

Releasing an IP address automatically disassociates it from any instance with
which it is associated. To disassociate an IP address without releasing it, use the

Di sassoci at eAddr ess operation.

& Important

After releasing an elastic IP address, it is released to the IP address pool and might no longer
be available to your account. Make sure to update your DNS records and any servers or
devices that communicate with the address.

Request Parameters

Name

Rel easeAddr essType

publiclp

Description

Rel easeAddr essType element.
Type: ReleaseAddressType (p. 392)
Ancestor: None

Children: publiclp

The IP address that you are releasing from your
account.

Type: xsd:string

Default: None

Ancestor: Rel easeAddr essType
Children: None

Response Elements

Name

Rel easeAddr essResponseTypeRel easeAddr essResponseType element.
Type: ReleaseAddressResponseType (p. 391)

requestl!d

Description

Ancestor: None
Children: request 1 d, return

The ID of the request.
Type: xsd:string

Ancestor: Rel easeAddr essResponseType

Children: None

Required

Yes

API Version 2009-08-15
270



Amazon Elastic Compute Cloud API Reference

Examples
Name Description
return Returns

Type: xsd:boolean
Ancestor: Rel easeAddr essResponseType
Children: None

Examples

Example Request

This example releases an elastic IP address associated with the account.

<Rel easeAddress xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ ">
<publ i cl p>67. 202. 55. 255</ publ i cl p>
</ Rel easeAddr ess>

Example Response

<Rel easeAddr essResponse xm ns="http://ec2. anazonaws. conf doc/ 2009- 08- 15/ "
<return>true</return>
</ Rel easeAddr essResponse>

Related Operations

¢ AllocateAddress (p. 148)

¢ DescribeAddresses (p. 192)
¢ AssociateAddress (p. 150)

¢ DisassociateAddress (p. 249)
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ResetlmageAttribute

Description

Resets an attribute of an AMI to its default value.

r Note

The productCodes attribute cannot be reset.

Request Parameters

Name Description

Reset | mageAt tri but eTyp&eset | nageAt tri but eType element.
Type: ResetimageAttributeType (p. 394)
Ancestor: None
Children: i magel d, Reset | mageAttri but esGr oup

i mgel d ID of the AMI on which the attribute will be reset.
Type: xsd:string
Default: None
Ancestor: Reset | mageAttri but eType
Children: None

Reset | mageAttri but esG dine reset image attibute group.
Type: ResetimageAttributesGroup (p. 394)
Ancestor: Reset | mageAttri but eType
Children: | aunchPer m ssi on

| aunchPer m ssi on Resets the launch permission attribute.
Type: EmptyElementType (p. 369)
Ancestor: Reset | mageAttri but esG oup
Children: none

none These element contains no options.
Type: xsd:string
Default: None
Ancestor: | aunchPer mi ssi on
Children: None

Response Elements

Name Description

Reset | mageAttri but eResponsB@gpel nageAttri but eResponseType element.
Type: ResetimageAttributeResponseType (p. 393)
Ancestor: None
Children: request I d, return

Required

Yes

No
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requestld The ID of the request.

Type: xsd:string
Ancestor: Reset | mageAttri but eResponseType
Children: None

return Indicates whether the attribute successfully reset.
Type: xsd:boolean
Ancestor: Reset | nageAt tri but eResponseType
Children: None

Examples

Example Request

This example resets the | aunchPer m ssi on attribute.

<Reset | mageAttribute xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magel d>ani - 6ba54002</ i nagel d>
<l aunchPer mi ssi on/ >

</ Reset | mageAttri bute>

Example Response

<Reset | mageAttri but eResponse xm ns="http://ec2. anazonaws. coni
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Reset | mageAttri but eResponse>

Related Operations

« ModifylmageAttribute (p. 255)
¢ DescribelmageAttribute (p. 202)
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ResetSnapshotAttribute

Description

Resets permission settings for the specified snapshot.

Request Parameters

Name

Description

Reset Snapshot At t ri but eReset Snapshot Att ri but eType element.

snhapshot I d

Type: ResetSnapshotAttributeType (p. 396)
Ancestor: None

Children: snapshot | d,
Reset Snapshot Att ri but esG oup

The ID of the snapshot.

Type: xsd:string

Default: None

Ancestor: Reset Snapshot Att ri but eType
Children: None

Reset Snapshot At t ri but eSBapshot group.

Type: ResetSnapshotAttributesGroup (p. 395)
Ancestor: Reset Snapshot Attri but eType
Children: cr eat eVol unePer mi ssi on

creat eVol umePer nmi ssi on Create volume permission type.

none

Type: EmptyElementType (p. 369)
Ancestor: Reset Snapshot Attri but esGroup
Children: none

These element contains no options.
Type: xsd:string

Default: None

Ancestor: cr eat eVol unePer m ssi on
Children: None

Response Elements

Name

Reset Snapshot Attri but eRespBRasefgpapshot Attri but eResponseType element.
Type: ResetSnapshotAttributeResponseType (p. 395)

Description

Ancestor: None
Children: request I d, return

Required

No

No

API Version 2009-08-15
274



Amazon Elastic Compute Cloud API Reference

Examples
Name Description
requestld The ID of the request.

Type: xsd:string
Ancestor: Reset Snapshot At t ri but eResponseType
Children: None

return Specifies whether the snapshot permissions were reset.
Type: xsd:boolean
Ancestor: Reset Snapshot At tri but eResponseType
Children: None

Examples

Example Request

This example resets the permissions for snap-78a54011, making it a private snapshot that can only be
used by the account that created it.

<Reset Snapshot Attribute xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<snapshot | d>snap- 78a54011</ snapshot | d>
<cr eat eVol unePer i ssi on\ >

</ Reset Snapshot Attri but e>

Example Response

<Reset Snapshot Attri but eResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ " >

<return>true</return>
</ Reset Snapshot Att ri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 259)

¢ DescribeSnapshotAttribute (p. 235)
¢ DescribeSnapshots (p. 238)

¢ CreateSnapshot (p. 176)
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RevokeSecurityGrouplngress

Description

Revokes permissions from a security group. The permissions used to revoke must be specified using
the same values used to grant the permissions.

Permissions are specified by IP protocol (TCP, UDP, or ICMP), the source of the request (by IP range
or an Amazon EC2 user-group pair), the source and destination port ranges (for TCP and UDP), and
the ICMP codes and types (for ICMP).

Permission changes are quickly propagated to instances within the security group. However,
depending on the number of instances in the group, a small delay is might occur.

Request Parameters

Name Description Required

RevokeSecuri t yG oupl ngiResyskg@ecuri t yG oupl ngr essType element.
Type: RevokeSecurityGrouplngressType (p. 397)
Ancestor: None
Children: user | d, gr oupNane, and i pPer m ssi ons

userld AWS Access Key ID. Yes
Type: xsd:string
Default: None
Ancestor: RevokeSecurit yG oupl ngressType
Children: None

gr oupNane Name of the group to modify. Yes
Type: xsd:string
Default: None
Ancestor: RevokeSecurit yG oupl ngressType
Children: None

i pPer m ssi ons Set of permissions to add to the group. Yes
Type: IpPermissionSetType (p. 374)
Ancestor: RevokeSecurit yG oupl ngressType
Children: i tem

item Set of IP permissions. Yes
Type: IpPermissionType (p. 375)
Ancestor: i pPer i ssi ons

Children: i pPr ot ocol , fronPort, t oPort, gr oups,
and i pRanges

i pProtocol IP protocol. Yes
Type: xsd:string
Valid Values: tcp | udp | i cnp
Default: None
Ancestor: i tem
Children: None
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fronPort Start of port range for the TCP and UDP protocols, Yes
or an ICMP type number. An ICMP type number of -1
indicates a wildcard (i.e., any ICMP type number).

Type: xsd:int
Default: None
Ancestor: i tem
Children: None

t oPort End of port range for the TCP and UDP protocols, or Yes
an ICMP code. An ICMP code of -1 indicates a wildcard
(i.e., any ICMP code).

Type: xsd:int
Default: None
Ancestor: i tem
Children: None

groups List of security group and user ID pairs. Yes
Type: UserldGroupPairSetType (p. 406)
Ancestor: i tem
Children: it em

item Information for one security group. Yes
Type: UserldGroupPairType (p. 406)
Ancestor: gr oups
Children: user | d, gr oupNare

userld AWS User ID of an account. Cannot be used when Yes
specifying a CIDR IP address.

Type: xsd:string
Default: None

Ancestor: i tem
Children: None

gr oupNare Name of the security group. Cannot be used when Yes
specifying a CIDR IP address.

Type: xsd:string
Default: None

Ancestor: i tem
Children: None

i pRanges IP ranges. Yes
Type: IpRangeSetType (p. 376)
Ancestor:item
Children: i t em

item Information for one IP range. Yes
Type: IpRangeltemType (p. 375)
Ancestor: i pRanges
Children: cidrlp
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Name Description Required

cidrlp CIDR range. Yes
Type: xsd:string
Default: None
Constraints: Valid CIDR IP address range.
Ancestor:item
Children: None

Response Elements

Name Description

RevokeSecuri t yG oupl ngr essRegpkaSedypet yG oupl ngr essResponseType element.
Type: RevokeSecurityGrouplngressResponseType (p. 396)
Ancestor: None
Children: request 1 d, return

requestld The ID of the request.
Type: xsd:string
Ancestor: RevokeSecuri t yG oupl ngr essResponseType
Children: None

return Returns
Type: xsd:boolean
Ancestor: RevokeSecuri t yG oupl ngr essResponseType
Children: None

Examples

Example Request

This example revokes TCP port 80 access from the 205.192.0.0/16 address range for the websr v
security group.

<RevokeSecurityG oupl ngress xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<userld/ >
<gr oupNanme>websr v</ gr oupNanme>
<i pPerm ssi ons>
<itenr
<i pPr ot ocol >t cp</i pProt ocol >
<fronPort >80</fronPort >
<t oPort >80</t oPort >
<groups/ >
<i pRanges>
<itene
<ci dr | p>205. 192. 0. 0/ 16</ cidr| p>
</litenpr
<i pRanges>
</litenpr
</ i pPerm ssi ons>
</ RevokeSecurityG oupl ngress>
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Example Response

<RevokeSecurityG oupl ngressResponse xm ns="http://ec2. amazonaws. com
doc/ 2009- 08- 15/ ">

<return>true</return>
</ RevokeSecurityG oupl ngr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 174)

¢ DescribeSecurityGroups (p. 231)

¢ AuthorizeSecurityGrouplngress (p. 155)
¢ DeleteSecurityGroup (p. 184)
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Runlnstances

Description

Launches a specified number of instances of an AMI for which you have permissions.

If Amazon EC2 cannot launch the minimum number AMIs you request, no instances will be launched.
If there is insufficient capacity to launch the maximum number of AMIs you request, Amazon EC2
launches the minimum number specified for each AMI and allocate the remaining available instances
using round robin.

In the following example, Libby generates a request to launch two images (database and web_server):

1. Libby runs the Runl nst ances operation to launch database instances (min. 10, max. 15) and
web_server instances (min. 30, max. 40).

Because there are currently 30 instances available and Libby needs a minimum of 40, no instances
are launched.

2. Libby adjusts the number of instances she needs and runs the Runl nst ances operation to launch
database instances (min. 5, max. 10) and web_server instances (min. 20, max. 40).

Amazon EC2 launches the minimum number of instances for each AMI (5 database, 20
web_server).

The remaining 5 instances are allocated using round robin.

3. Libby adjusts the number of instances she needs and runs the Runl nst ances operation again to
launch database instances (min. 5, max. 10) and web_server instances (min. 20, max. 40).

I Note

Every instance is launched in a security group (created using the Cr eat eSecuri t yG oup
operation.

You can provide an optional key pair ID for each image in the launch request (created using the

Cr eat eKeyPai r operation). All instances that are created from images that use this key pair will
have access to the associated public key at boot. You can use this key to provide secure access to an
instance of an image on a per-instance basis. Amazon EC2 public images use this feature to provide
secure access without passwords.

& Important

Launching public images without a key pair ID will leave them inaccessible.

The public key material is made available to the instance at boot time by placing it in the

openssh_i d. pub file on a logical device that is exposed to the instance as / dev/ sda2 (the instance
store). The format of this file is suitable for use as an entry within ~/ . ssh/ aut hori zed_keys (the
OpenSSH format). This can be done at boot (e.g., as part of r c. | ocal ) allowing for secure access
without passwords.

Optional user data can be provided in the launch request. All instances that collectively comprise the
launch request have access to this data. For more information, go the Amazon Elastic Compute Cloud
Developer Guide.
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e Note

If any of the AMIs have a product code attached for which the user has not subscribed, the
Runl nst ances call will fail.

& Important

We strongly recommend using the 2.6.18 Xen stock kernel with High-CPU and High-Memory
instances. Although the default Amazon EC2 kernels will work, the new kernels provide
greater stability and performance for these instance types. For more information about kernels,
go the Amazon Elastic Compute Cloud Developer Guide.

Request Parameters

Name

Runl nst ancesType

i mgel d

m nCount

max Count

Description

Runl nst ancesType element.
Type: RuninstancesType (p. 398)
Ancestor: None

Children: i magel d, mi nCount , maxCount ,
keyNane, gr oupSet , addi ti onal | nf o, user Dat a,
addr essi ngType, i nst anceType, pl acenent,
ker nel 1d, randi skl d, bl ockDevi ceMappi ng,
noni tori ng, and subnet I d

Unique ID of a machine image, returned by a call to
Type: xsd:string

Default: None

Ancestor: Runl nst ancesType

Children: None

Minimum number of instances to launch. If the value is
more than Amazon EC2 can launch, no instances are
launched at all.

Type: xsd:int
Default: None

Constraints: Between 1 and the maximum number
allowed for your account (default: 20).

Ancestor: Runl nst ancesType
Children: None

Maximum number of instances to launch. If the value is
more than Amazon EC2 can launch, the largest possible
number above minCount will be launched instead.

Type: xsd:int
Default: None

Constraints: Between 1 and the maximum number
allowed for your account (default: 20).

Ancestor: Runl nst ancesType
Children: None

Required

Yes

Yes

Yes
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Name Description Required

keyNane The name of the key pair. No
Type: xsd:string
Default: None
Ancestor: Runl nst ancesType
Children: None

gr oupSet Group set.
Type: GroupSetType (p. 372)
Ancestor: Runl nst ancesType
Children: i tem

item Group set item.
Type: GroupltemType (p. 371)
Ancestor: gr oupSet
Children: gr oupl d

groupld Name of the security group. No
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

addi tional I nfo Specifies additional information to make available to the | No
instance(s).
Type: xsd:string
Default: None
Ancestor: Runl nst ancesType
Children: None

user Dat a MIME, Base64-encoded user data.
Type: UserDataType (p. 405)
Ancestor: Runl nst ancesType
Children: dat a

dat a MIME, Base64-encoded user data. No
Type: xsd:string
Default: None
Ancestor: user Dat a
Children: None

addr essi ngType Deprecated. No
Type: xsd:string
Default: None
Ancestor: Runl nst ancesType
Children: None
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Name

i nst anceType

pl acenent

avail abilityZone

kernel I d

ramdi skl d

bl ockDevi ceMappi ng

item

Description

Specifies the instance type.

Type: xsd:string

Valid Values: niL. snal | | mlL. | arge | mlL. x| ar ge |
cl. medi um|cl. xI arge | nR2. 2xl ar ge | nR2. 4x| ar ge
Default: m1.small

Ancestor: Runl nst ancesType

Children: None

Placement item.

Type: PlacementRequestType (p. 384)
Ancestor: Runl nst ancesType
Children: avai | abi i t yZone

Specifies the placement constraints (Availability Zones)
for launching the instances.

Type: xsd:string

Default: Amazon EC2 selects an Availability Zone.
Ancestor: pl acenent

Children: None

The ID of the kernel with which to launch the instance.
Type: xsd:string

Default: None

Ancestor: Runl nst ancesType

Children: None

The ID of the RAM disk with which to launch the
instance. Some kernels require additional drivers at
launch. Check the kernel requirements for information
on whether you need to specify a RAM disk. To find
kernel requirements, go to the Resource Center and
search for the kernel ID.

Type: xsd:string

Default: None

Ancestor: Runl nst ancesType
Children: None

Specifies how block devices are exposed to the
instance. Each mapping is made up of a virtualName
and a deviceName.

Type: BlockDeviceMappingType (p. 310)
Ancestor: Runl nst ancesType
Children: i tem

Information for one block device mapping.
Type: BlockDeviceMappingltemType (p. 309)
Ancestor: bl ockDevi ceMappi ng

Children: vi r t ual Nanme, devi ceNane

Required
No

No

No

No

No

No
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Name

vi rt ual Nane

devi ceNanme

nmoni tori ng

enabl ed

subnet 1 d

Description

The virtual name.
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

The device name (e.g., /dev/sdh).
Type: xsd:string

Default: None

Ancestor:item

Children: None

Specifies whether to enable monitoring for the instance.

Type: MonitoringlnstanceType (p. 380)
Ancestor: Runl nst ancesType
Children: enabl ed

Enables monitoring for the instance.
Type: xsd:boolean

Default: Disabled

Ancestor: noni t ori ng

Children: None

Specifies the subnet ID within which to launch the
instance(s) for Amazon Virtual Private Cloud.

Type: xsd:string

Default: None

Ancestor: Runl nst ancesType
Children: None

Response Elements

Name

Description

Runl nst ancesResponseType  Runl nst ancesResponseType element.

requestlid

reservationld

Type: RuninstancesResponseType (p. 397)
Ancestor: None

Required
No

No

No

No

No

Children: r equest I d, reservat i onl d, owner | d, gr oupSet ,

i nstancesSet, andrequesterld

The ID of the request.

Type: xsd:string

Ancestor: Runl nst ancesResponseType
Children: None

Unique ID of the reservation.

Type: xsd:string

Ancestor: Runl nst ancesResponseType
Children: None
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Name Description

ownerld AWS Access Key ID of the user who owns the reservation.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

gr oupSet Group set.
Type: GroupSetType (p. 372)
Ancestor: Runl nst ancesResponseType
Children: i tem

item Group set item.
Type: GroupltemType (p. 371)
Ancestor: gr oupSet
Children: gr oupl d

groupld Name of the security group.
Type: xsd:string
Ancestor: i t em
Children: None

i nst ancesSet Instance set.
Type: RunninginstancesSetType (p. 401)
Ancestor: Runl nst ancesResponseType
Children: i tem

item Running instance set item.
Type: RunninginstancesltemType (p. 399)
Ancestor: i nst ances Set

Children: i nst ancel d, i nagel d, i nst anceSt at e,

pri vat eDnsNane, dnsNane, r eason, keyNane,

am Launchl ndex, pr oduct Codes, i nst anceType,

| aunchTi e, pl acenent, ker nel 1 d, randi skl d, pl at form
noni tori ng, subnetld, vpcl d, pri vat el pAddr ess, and

i pAddr ess

i nstancel d Unique ID of the instance launched.
Type: xsd:string
Ancestor: i tem
Children: None

i mgel d Image ID of the AMI used to launch the instance.
Type: xsd:string
Ancestor:item
Children: None

i nst anceSt at e The current state of the instance.
Type: InstanceStateType (p. 373)
Ancestor: i tem
Children: code, nane
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Name Description

code A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: i nst anceSt at e
Children: None

nane The current state of the instance.
Type: xsd:string
Ancestor: i nst anceSt at e
Children: None

pri vat eDnsName The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor: i tem
Children: None

dnsNanme The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Ancestor:i tem
Children: None

reason Reason for the most recent state transition. This might be an
empty string.
Type: xsd:string
Ancestor: i tem
Children: None

keyNane If this instance was launched with an associated key pair, this
displays the key pair name.

Type: xsd:string
Ancestor: it em
Children: None

anm Launchl ndex The AMI launch index, which can be used to find this instance
within the launch group. For more information, go to the Metadata
section of the

Type: xsd:string
Ancestor: i t em
Children: None

pr oduct Codes Product codes attached to this instance.
Type: ProductCodesSetType (p. 386)
Ancestor: i tem
Children: i tem
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Name

item

product Code

i nst anceType

| aunchTi ne

pl acenent

avail abilityZone

kernel I d

ramdi skl d

platform

nmoni tori ng

Description

Information for one product code.

Type: ProductCodesSetltemType (p. 386)
Ancestor: pr oduct Codes

Children: pr oduct Code

Product code.

Type: xsd:string
Ancestor: i tem
Children: None

The instance type.
Type: xsd:string
Ancestor: i tem
Children: None

The time the instance launched.
Type: xsd:dateTime

Ancestor: i tem

Children: None

The location where the instance launched.
Type: PlacementResponseType (p. 384)
Ancestor:i tem

Children: avai | abi |l i t yZone

Returns the Availability Zones of the instances.
Type: xsd:string

Ancestor: pl acenent

Children: None

Optional. Kernel associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Optional. RAM disk associated with this instance.
Type: xsd:string
Ancestor: i tem
Children: None

Platform of the instance (e.g., Windows).
Type: xsd:string
Ancestor: i tem
Children: None

Specifies whether monitoring is enabled for the instance.
Type: InstanceMonitoringStateType (p. 372)

Ancestor: i tem

Children: st at e
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Name Description
state State of monitoring for the instance.

Type: xsd:string

Valid Values: noni t ori ng- enabl ed (enabl ed) |

noni t ori ng- pendi ng (pendi ng) | noni tori ng-di sabl ed
(di sabl ed)

Ancestor: nonitori ng
Children: None

subnet | d Specifies the subnet ID in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: i tem
Children: None

vpcld Specifies the VPC in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string
Ancestor: it em
Children: None

privat el pAddr ess Specifies the private IP address that is assigned to the instance
(Amazon VPC).

Type: xsd:string
Ancestor: i tem
Children: None

i pAddr ess Specifies the IP address of the instance.
Type: xsd:string
Ancestor:item
Children: None

requesterld ID of the requester.
Type: xsd:string
Ancestor: Runl nst ancesResponseType
Children: None

Examples

Example Request

This example launches three instances of the ami - 60a54009 AMI.

<Runl nst ances xm ns="http://ec2. amazonaws. com doc/ 2009- 08- 15/ " >
<i magel d>am - 60a54009</i magel d>
<m nCount >1</ m nCount >
<maxCount >3</ maxCount >
<keyNanme>exanpl e- key- nane</ keyNanme>
<groupSet/ >
<pl acenent >
<avai |l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
</ pl acenent >
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<ker nel | d>aki - ba3adf d3</ ker nel | d>
<r andi skl d>ari - badbad00</ r andi skl d>
<bl ockDevi ceMappi ng>
<itenp
<vi rtual Name>am </ vi rt ual Nane>
<devi ceNane>sdal<devi ceNane>
</itenr
<itenp
<vi rtual Name>r oot </ vi rt ual Nanme>
<devi ceNane>/ dev/ sdal</ devi ceNanme>
</itenr
<itenp
<vi rtual Name>i nst ancest or e0</ vi rt ual Nane>
<devi ceNane>sdbh</ devi ceNane>
</itenr
<itenp
<vi rtual Name>i nst ancel</ vi rt ual Name>
<devi ceNane>sdc</ devi ceNane>
</itenr
</ bl ockDevi ceMappi ng>
<user Data version="1.0"
encodi ng="base64" ><dat a>" VGhpcyBpcyBi YXN | DYOl Q==</ dat a></ user Dat a>
<addr essi ngType>publ i c</ addr essi ngType>
<noni t ori ng>enabl ed</ noni t or i ng></ Runl nst ances>

Example Response

<Runl nst ancesResponse xm ns="http://ec2. anazonaws. conf doc/ 2009- 08- 15/ ">
<reservationl d>r-47a5402e</reservationl d>
<owner | d>Al DADH4| GTRXXKCD</ owner | d>
<gr oupSet >
<itenp
<groupl d>def aul t </ gr oupl d>
</litenpr
</ groupSet >
<i nst ancesSet >
<itenp
<i nstancel d>i - 2ba64342</i nst ancel d>
<i magel d>am - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsNane>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>0</ am Launchl ndex>
<i nstanceType>ml. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us- east - 1b</ avai |l abi | ityZone>
</ pl acenment >
<moni tori ng>
<enabl ed>t r ue</ enabl ed>
</ moni t ori ng>

</itemp
<itenp
<i nst ancel d>i - 2bc64242</i nst ancel d>
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<i magel d>ani - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>1</ am Launchl ndex>
<i nstanceType>mil. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us- east - 1b</ avai |l abi | ityZone>
</ pl acenent >
<mnoni tori ng>
<enabl ed>t r ue</ enabl ed>
</ nmoni t ori ng>
</litenpr
<itene
<i nstancel d>i - 2be64332</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane></ pri vat eDnsName>
<dnsNane></ dnsNane>
<keyNane>exanpl e- key- nane</ keyName>
<am Launchl ndex>2</ am Launchl ndex>
<i nstanceType>mil. snal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us- east - 1b</ avail abi | ityZone>
</ pl acenent >
<noni tori ng>
<enabl ed>t r ue</ enabl ed>
</ nmoni tori ng>
</litenpr
</ i nstancesSet >

</ Runl nst ancesResponse>

Related Operations

Describelnstances (p. 212)
Terminatelnstances (p. 291)
AuthorizeSecurityGrouplngress (p. 155)
RevokeSecurityGrouplngress (p. 276)
DescribeSecurityGroups (p. 231)
CreateSecurityGroup (p. 174)
CreateKeyPair (p. 171)
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Terminatelnstances

Description

Shuts down one or more instances. This operation is idempotent; if you terminate an instance more
than once, each call will succeed.

Terminated instances will remain visible after termination (approximately one hour).

Request Parameters

Name

Description

Ter m nat el nst ancesType Ter mi nat el nst ancesType element.

i nst ancesSet

item

i nstancel d

Type: TerminatelnstancesType (p. 405)
Ancestor: None
Children: i nst ancesSet

Set of instances.

Type: TerminatelnstancesinfoType (p. 403)
Ancestor: Ter m nat el nst ancesType
Children: i tem

Information for a instance.

Type: TerminatelnstancesltemType (p. 403)
Ancestor: i nst ancesSet

Children: i nst ancel d

Instance ID to terminate.
Type: xsd:string

Default: None

Ancestor: i tem
Children: None

Response Elements

Name

Description

Ter mi nat el nst ancesResponseTgpai nat el nst ancesResponseType element.

requestlid

Type: TerminatelnstancesResponseType (p. 405)
Ancestor: None
Children: request | d, i nst ancesSet

The ID of the request.

Type: xsd:string

Ancestor: Ter mi nat el nst ancesResponseType
Children: None

Required

Yes

Yes

Yes
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Response Elements

Name

i nst ancesSet

item

i nstancel d

shut downSt at e

code

nane

previ ousState

code

nane

Description

Instances set.

Type: TerminatelnstancesResponselnfoType (p. 404)
Ancestor: Ter mi nat el nst ancesResponseType
Children: it em

Response item.

Type: TerminatelnstancesResponseltemType (p. 404)
Ancestor: i nst ancesSet

Children: i nst ancel d, shut downSt at e, and pr evi ousSt at e

Instance ID.

Type: xsd:string
Ancestor: i tem
Children: None

Shutdown state.

Type: InstanceStateType (p. 373)
Ancestor: i tem

Children: code, nane

A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: shut downSt at e
Children: None

The current state of the instance.
Type: xsd:string

Ancestor: shut downSt at e
Children: None

Previous state.

Type: InstanceStateType (p. 373)
Ancestor: i tem

Children: code, nane

A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

Type: xsd:int
Ancestor: pr evi ousSt at e
Children: None

The current state of the instance.
Type: xsd:string

Ancestor: pr evi ousSt at e
Children: None
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Examples

Example Request

This example terminates the i - 3ea74257 instance.

<Ter m nat el nst ances xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itenw
<i nst ancel d>i - 3ea74257</i nst ancel d>
</[itenpr
</i nst ancesSet >
</ Ter mi nat el nst ances>

Example Response

<Ter m nat el nst ancesResponse xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itene
<i nstancel d>i - 3ea74257</i nst ancel d>
<shut downSt at e>
<code>32</ code>
<name>shut ti ng- down</ nane>
</ shut downSt at e>
<previ ousSt at e>
<code>16</ code>
<nanme>r unni ng</ nane>
</ pr evi ousSt at e>
</litenpr
</instancesSet >
</ Ter m nat el nst ancesResponse>

Related Operations

¢ Describelnstances (p. 212)
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Unmonitorinstances

Description

Disables monitoring for a running instance. For more information, refer to the Amazon CloudWatch

Developer Guide.

Request Parameters

Name

Description

Moni t or I nst ancesType | Moni torl nst ancesType element.

i nst ancesSet

item

i nst ancel d

Type: MonitorinstancesType (p. 383)
Ancestor: None
Children: i nst ancesSet

Set of instances.

Type: MonitorinstancesSetType (p. 382)
Ancestor: Moni t or | nst ancesType
Children: i t em

Instance set.

Type: MonitorinstancesSetltemType (p. 382)
Ancestor: i nst ancesSet

Children: i nst ancel d

Instance ID.
Type: xsd:string
Default: None
Ancestor: i tem
Children: None

Response Elements

Name

Moni t or | nst ancesResponseTypkni t or | nst ancesResponseType element.
Type: MonitorinstancesResponseType (p. 381)

requestlid

i nst ancesSet

Description

Ancestor: None
Children: r equest | d, i nst ancesSet

The ID of the request.
Type: xsd:string

Ancestor: Moni t or I nst ancesResponseType

Children: None

Monitor instance response set.

Type: MonitorinstancesResponseSetType (p. 381)
Ancestor: Moni t or | nst ancesResponseType

Children: i tem

Required

Yes
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Name Description
item Instance Item.

Type: MonitorinstancesResponseSetltemType (p. 380)
Ancestor: i nst ancesSet
Children: i nst ancel d, noni t ori ng

i nstancel d Instance ID.
Type: xsd:string
Ancestor: i tem
Children: None

nmoni tori ng Monitoring information.
Type: InstanceMonitoringStateType (p. 372)
Ancestor: i tem
Children: st at e

state State of monitoring for the instance.
Type: xsd:string
Valid Values: noni t ori ng- enabl ed (enabl ed) |
noni t ori ng- pendi ng (pendi ng) | noni tori ng-di sabl ed
(di sabl ed)

Ancestor: noni t ori ng
Children: None

Examples

Example Request

This example disables monitoring for i-43a4412a and i-23a3397d.

<Unnoni torl nstances xm ns="http://ec2. amazonaws. conf doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<i nstancel d> i-43a4412a</i nstancel d>
<i nst ancel d>i - 23a3397d</i nst ancel d>
</i nstancesSet >
</ Unnoni t or | nst ances>

Example Response

<Unnoni t or | nst ancesResponse xm ns="http://ec2. amazonaws. coni doc/ 2009- 08- 15/ " >
<i nst ancesSet >
<itenp
<i nstancel d> i-43a4412a</i nstancel d>
<noni t ori ng>
<st at e>pendi ng</ st at e>
</ moni tori ng>
<litenp
<itenp
<i nst ancel d>i - 23a3397d</ i nst ancel d>
<noni t ori ng>
<st at e>pendi ng</ st at e>
</ moni tori ng>
<litenp
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</ i nstancesSet >
</ Unnoni t or | nst ancesResponse>

Related Operations

¢ MonitorInstances (p. 261)
¢ RunlInstances (p. 280)
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Data Types

Topics
¢ AllocateAddressResponseType (p. 302)
¢ AssociateAddressResponseType (p. 302)
¢ AssociateAddressType (p. 303)
¢ AttachmentSetltemResponseType (p. 303)
¢ AttachmentSetResponseType (p. 304)
¢ AttachVolumeResponseType (p. 304)
¢ AttachVolumeType (p. 305)
¢ AttributeValueType (p. 306)
¢ AuthorizeSecurityGrouplngressResponseType (p. 306)
¢ AuthorizeSecurityGrouplngressType (p. 306)
* AvailabilityZoneltemType (p. 307)
¢ AvailabilityZoneMessageSetType (p. 308)
¢ AvailabilityZoneMessageType (p. 308)
¢ AvailabilityZoneSetType (p. 309)
¢ BlockDeviceMappingltemType (p. 309)
¢ BlockDeviceMappingType (p. 310)
¢ BundlelnstanceResponseType (p. 310)
¢ BundlelnstanceS3StorageType (p. 311)
¢ BundlelnstanceTaskErrorType (p. 311)
¢ BundlelnstanceTasksSetType (p. 312)
¢ BundlelnstanceTaskStorageType (p. 312)
¢ BundlelnstanceTaskType (p. 313)
¢ BundlelnstanceType (p. 314)
¢ CancelBundleTaskResponseType (p. 314)
¢ CancelBundleTaskType (p. 315)
¢ ConfirmProductinstanceResponseType (p. 315)
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ConfirmProductinstanceType (p. 316)
CreateKeyPairResponseType (p. 316)
CreateKeyPairType (p. 317)
CreateSecurityGroupResponseType (p. 317)
CreateSecurityGroupType (p. 318)
CreateSnapshotResponseType (p. 318)
CreateSnapshotType (p. 319)
CreateVolumePermissionltemType (p. 320)
CreateVolumePermissionListType (p. 320)
CreateVolumePermissionOperationType (p. 321)
CreateVolumeResponseType (p. 321)
CreateVolumeType (p. 322)
DeleteKeyPairResponseType (p. 323)
DeleteKeyPairType (p. 323)
DeleteSecurityGroupResponseType (p. 324)
DeleteSecurityGroupType (p. 324)
DeleteSnapshotResponseType (p. 324)
DeleteSnapshotType (p. 325)
DeleteVolumeResponseType (p. 325)
DeleteVolumeType (p. 326)
DeregisterimageResponseType (p. 326)
DeregisterimageType (p. 327)
DescribeAddressesinfoType (p. 327)
DescribeAddressesltemType (p. 328)
DescribeAddressesResponselnfoType (p. 328)
DescribeAddressesResponseltemType (p. 329)
DescribeAddressesResponseType (p. 329)
DescribeAddressesType (p. 330)
DescribeAvailabilityZonesResponseType (p. 330)
DescribeAvailabilityZonesSetltemType (p. 331)
DescribeAvailabilityZonesSetType (p. 331)
DescribeAvailabilityZonesType (p. 332)
DescribeBundleTasksInfoType (p. 332)
DescribeBundleTasksltemType (p. 332)
DescribeBundleTasksResponseType (p. 333)
DescribeBundleTasksType (p. 333)
DescribelmageAttributeResponseType (p. 334)
DescribelmageAttributesGroup (p. 335)
DescribelmageAttributeType (p. 335)
DescribelmagesExecutableBySetType (p. 336)
DescribelmagesExecutableByType (p. 336)
DescribelmagesinfoType (p. 337)
DescribelmagesltemType (p. 337)
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DescribelmagesOwnersType (p. 338)
DescribelmagesOwnerType (p. 338)
DescribelmagesResponselnfoType (p. 339)
DescribelmagesResponseltemType (p. 339)
DescribelmagesResponseType (p. 340)
DescribelmagesType (p. 341)

DescribelnstancesinfoType (p. 341)
DescribelnstancesltemType (p. 342)
DescribelnstancesResponseType (p. 342)
DescribelnstancesType (p. 343)
DescribeKeyPairsinfoType (p. 343)
DescribeKeyPairsltemType (p. 344)
DescribeKeyPairsResponselnfoType (p. 344)
DescribeKeyPairsResponseltemType (p. 345)
DescribeKeyPairsResponseType (p. 345)
DescribeKeyPairsType (p. 346)
DescribeRegionsResponseType (p. 346)
DescribeRegionsSetltemType (p. 346)
DescribeRegionsSetType (p. 347)

DescribeRegionsType (p. 347)
DescribeReservedinstancesOfferingsResponseSetltemType (p. 348)
DescribeReservedinstancesOfferingsResponseSetType (p. 349)
DescribeReservedinstancesOfferingsResponseType (p. 349)
DescribeReservedinstancesOfferingsSetltemType (p. 350)
DescribeReservedInstancesOfferingsSetType (p. 350)
DescribeReservedinstancesOfferingsType (p. 351)
DescribeReservedinstancesResponseSetltemType (p. 351)
DescribeReservedinstancesResponseSetType (p. 352)
DescribeReservedinstancesResponseType (p. 353)
DescribeReservedinstancesSetltemType (p. 353)
DescribeReservedinstancesSetType (p. 354)
DescribeReservedinstancesType (p. 354)
DescribeSecurityGroupsResponseType (p. 355)
DescribeSecurityGroupsSetltemType (p. 355)
DescribeSecurityGroupsSetType (p. 356)
DescribeSecurityGroupsType (p. 356)
DescribeSnapshotAttributeResponseType (p. 357)
DescribeSnapshotAttributesGroup (p. 357)
DescribeSnapshotAttributeType (p. 358)
DescribeSnapshotsOwnersType (p. 358)
DescribeSnapshotsOwnerType (p. 358)
DescribeSnapshotsResponseType (p. 359)
DescribeSnapshotsRestorableBySetType (p. 359)
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DescribeSnapshotsRestorableByType (p. 360)
DescribeSnapshotsSetltemResponseType (p. 360)
DescribeSnapshotsSetltemType (p. 361)
DescribeSnapshotsSetResponseType (p. 362)
DescribeSnapshotsSetType (p. 362)
DescribeSnapshotsType (p. 362)
DescribeVolumesResponseType (p. 363)
DescribeVolumesSetltemResponseType (p. 363)
DescribeVolumesSetltemType (p. 364)
DescribeVolumesSetResponseType (p. 365)
DescribeVolumesSetType (p. 365)
DescribeVolumesType (p. 366)
DetachVolumeResponseType (p. 366)
DetachVolumeType (p. 367)
DisassociateAddressResponseType (p. 368)
DisassociateAddressType (p. 368)
EmptyElementType (p. 369)
GetConsoleOutputResponseType (p. 369)
GetConsoleOutputType (p. 370)
GetPasswordDataResponseType (p. 370)
GetPasswordDataType (p. 371)
GroupltemType (p. 371)

GroupSetType (p. 372)
InstanceMonitoringStateType (p. 372)
InstanceStateType (p. 373)
IpPermissionSetType (p. 374)
IpPermissionType (p. 375)

IpRangeltemType (p. 375)

IpRangeSetType (p. 376)
LaunchPermissionltemType (p. 376)
LaunchPermissionListType (p. 377)
LaunchPermissionOperationType (p. 377)
ModifylmageAttributeResponseType (p. 378)
ModifylmageAttribute Type (p. 378)
ModifySnapshotAttributeResponseType (p. 379)
ModifySnapshotAttributeType (p. 379)
MonitoringlnstanceType (p. 380)
MonitorInstancesResponseSetitemType (p. 380)
MonitorinstancesResponseSetType (p. 381)
MonitorinstancesResponseType (p. 381)
MonitorInstancesSetltemType (p. 382)
MonitorInstancesSetType (p. 382)
MonitorInstancesType (p. 383)
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NullableAttributeValueType (p. 383)
PlacementRequestType (p. 384)
PlacementResponseType (p. 384)
ProductCodeltemType (p. 385)
ProductCodeListType (p. 385)
ProductCodesSetltemType (p. 386)
ProductCodesSetType (p. 386)
PurchaseReservedinstancesOfferingResponseType (p. 387)
PurchaseReservedinstancesOfferingType (p. 387)
RebootInstancesiInfoType (p. 388)
RebootInstancesltemType (p. 388)
RebootInstancesResponseType (p. 389)
RebootInstancesType (p. 389)
RegionltemType (p. 390)

RegionSetType (p. 390)
RegisterimageResponseType (p. 391)
RegisterimageType (p. 391)
ReleaseAddressResponseType (p. 391)
ReleaseAddressType (p. 392)
ReservationinfoType (p. 392)
ReservationSetType (p. 393)
ResetimageAttributeResponseType (p. 393)
ResetimageAttributesGroup (p. 394)
ResetlmageAttributeType (p. 394)
ResetSnapshotAttributeResponseType (p. 395)
ResetSnapshotAttributesGroup (p. 395)
ResetSnapshotAttribute Type (p. 396)
RevokeSecurityGrouplngressResponseType (p. 396)
RevokeSecurityGrouplngressType (p. 397)
RuninstancesResponseType (p. 397)
RuninstancesType (p. 398)
RunningInstancesitemType (p. 399)
RunningInstancesSetType (p. 401)
SecurityGroupltemType (p. 402)
SecurityGroupSetType (p. 402)
TerminatelnstancesinfoType (p. 403)
TerminatelnstancesltemType (p. 403)
TerminatelnstancesResponselnfoType (p. 404)
TerminatelnstancesResponseltemType (p. 404)
TerminatelnstancesResponseType (p. 405)
TerminatelnstancesType (p. 405)
UserDataType (p. 405)
UserldGroupPairSetType (p. 406)
UserldGroupPairType (p. 406)
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AllocateAddressResponseType

AllocateAddressResponseType

The AllocateAddressResponseType data type.

Ancestors

None

Relevant Operations

¢ AllocateAddress

Contents

The following table describes the elements contained in AllocateAddressResponseType.

Name

publiclp

requestlid

Description

IP address for use with your account.
Type: xsd:string

The ID of the request.
Type: xsd:string

AssociateAddressResponseType

The AssociateAddressResponseType data type.

Ancestors

None

Relevant Operations

¢ AssociateAddress

Contents

The following table describes the elements contained in AssociateAddressResponseType.

Name

requestld

return

Description

The ID of the request.
Type: xsd:string

Returns t r ue if instance and IP address successfully associated.
Otherwise, returns an error.

Type: xsd:boolean
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AssociateAddressType

AssociateAddressType

The AssociateAddressType data type.

Ancestors

None

Relevant Operations

* AssociateAddress

Contents

The following table describes the elements contained in AssociateAddressType.
Name Description
i nstanceld The instance to associate with the IP address.

Type: xsd:string

publiclp IP address that you are assigning to the instance.
Type: xsd:string

AttachmentSetltemResponseType

The AttachmentSetlitemResponseType data type.

Ancestors

¢ AttachmentSetResponseType (p. 304)

Relevant Operations

¢ DescribeVolumes

Contents

The following table describes the elements contained in AttachmentSetltemResponseType.
Name Description
attachTi me Time stamp when the association was created.

Type: dateTime

devi ce Specifies how the device is exposed to the instance (e.g., /dev/
sdh).

Type: xsd:string
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AttachmentSetResponseType

Name Description

i nstancel d The ID of the instance.
Type: xsd:string

st at us Attachment state.
Type: xsd:string

vol unel d The ID of the volume.
Type: xsd:string

AttachmentSetResponseType

The AttachmentSetResponseType data type.

Ancestors

¢ DescribeVolumesSetltemResponseType (p. 363)

Relevant Operations

* DescribeVolumes

Contents

The following table describes the elements contained in AttachmentSetResponseType.
Name Description
item Information for a attachment set.

Type: AttachmentSetltemResponseType (p. 303)

AttachVolumeResponseType

The AttachVolumeResponseType data type.

Ancestors

None

Relevant Operations

* AttachVolume

Contents

The following table describes the elements contained in AttachVolumeResponseType.
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AttachVolumeType

Name

attachTi ne

devi ce

i nstancel d

requestld

st at us

vol unel d

AttachVolumeType

The AttachVolumeType data type.

Ancestors

None

Description

Time stamp when the attachment was initiated.
Type: dateTime

The device as it is exposed to the instance.
Type: xsd:string

The ID of the instance.

Type: xsd:string

The ID of the request.

Type: xsd:string

Volume state (e.g., at t achi ng, at t ached).

Type: xsd:string

The ID of the volume.
Type: xsd:string

Relevant Operations

* AttachVolume

Contents

The following table describes the elements contained in AttachVolumeType.

Name

devi ce

i nstancel d

vol urel d

Description

Specifies how the device is exposed to the instance (e.g., /dev/
sdh).
Type: xsd:string

The ID of the instance to which the volume attaches. The volume
and instance must be within the same Availability Zone and the
instance must be running.

Type: xsd:string

The ID of the Amazon EBS volume. The volume and instance
must be within the same Availability Zone and the instance must
be running.

Type: xsd:string
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AttributeValueType

The AttributeValueType data type.

Ancestors

None

Relevant Operations

Contents

The following table describes the elements contained in AttributeValueType.
Name Description
val ue ID of the item.

Type: xsd:string

AuthorizeSecurityGrouplngressResponseType

The AuthorizeSecurityGrouplngressResponseType data type.

Ancestors

None

Relevant Operations

¢ AuthorizeSecurityGrouplngress

Contents

The following table describes the elements contained in
AuthorizeSecurityGrouplngressResponseType.

Name Description

requestl!d The ID of the request.
Type: xsd:string

Type: xsd:boolean

return Returns t r ue if request is successful. Otherwise, returns an error.

AuthorizeSecurityGrouplingressType

The AuthorizeSecurityGrouplngressType data type.
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Ancestors

Ancestors

None

Relevant Operations

¢ AuthorizeSecurityGrouplngress

Contents
The following table describes the elements contained in AuthorizeSecurityGrouplngressType.
Name Description
gr oupNare Name of the group to modify. The name must be valid and belong

to the account
Type: xsd:string

i pPer m ssi ons Set of permissions.
Type: IpPermissionSetType (p. 374)

userld AWS Access Key ID.
Type: xsd:string

AvailabilityZoneltemType

The AvailabilityZoneltemType data type.

Ancestors

¢ AvailabilityZoneSetType (p. 309)

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in AvailabilityZoneltemType.
Name Description
nmessageSet Message set.

Type: AvailabilityZoneMessageSetType (p. 308)

regi onName Name of the region.
Type: xsd:string

zoneNane Name of the Availability Zone.
Type: xsd:string
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AvailabilityZoneMessageSetType

Name Description

zoneSt at e State of the Availability Zone.
Type: xsd:string

AvailabilityZoneMessageSetType

The AvailabilityZoneMessageSetType data type.

Ancestors

¢ AvailabilityZoneltemType (p. 307)

Relevant Operations

« DescribeAvailabilityZones

Contents

The following table describes the elements contained in AvailabilityZoneMessageSetType.
Name Description
item Availability Zone message set.

Type: AvailabilityZoneMessageType (p. 308)

AvailabilityZoneMessageType

The AvailabilityZoneMessageType data type.

Ancestors

¢ AvailabilityZoneMessageSetType (p. 308)

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in AvailabilityZoneMessageType.
Name Description
nessage The Availability Zone message.

Type: xsd:string
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AvailabilityZoneSetType

AvailabilityZoneSetType

The AvailabilityZoneSetType data type.

Ancestors

¢ DescribeAvailabilityZonesResponseType (p. 330)

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in AvailabilityZoneSetType.

Name Description

item Information for one Availability Zone.
Type: AvailabilityZoneltemType (p. 307)

BlockDeviceMappingltemType

The BlockDeviceMappingltemType data type.

Ancestors

* BlockDeviceMappingType (p. 310)

Relevant Operations

¢ DescribelmageAttribute
¢ Runlnstances

Contents

The following table describes the elements contained in BlockDeviceMappingltemType.

Name Description

devi ceNane The device name (e.g., /dev/sdh).
Type: xsd:string

vi rtual Name The virtual name.
Type: xsd:string
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BlockDeviceMappingType

BlockDeviceMappingType

The BlockDeviceMappingType data type.

Ancestors

¢ DescribelmageAttributeResponseType (p. 334)
¢ RunlinstancesType (p. 398)

Relevant Operations

¢ DescribelmageAttribute
¢ Runlinstances

Contents

The following table describes the elements contained in BlockDeviceMappingType.

Name Description

item Information for one block device mapping.
Type: BlockDeviceMappingltemType (p. 309)

BundlelnstanceResponseType

The BundlelnstanceResponseType data type.

Ancestors

None

Relevant Operations

* Bundlelnstance

Contents

The following table describes the elements contained in BundlelnstanceResponseType.

Name Description

bundl el nst anceTask Bundle task.
Type: BundlelnstanceTaskType (p. 313)

requestl!d The ID of the request.
Type: xsd:string
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BundlelnstanceS3StorageType

BundlelnstanceS3StorageType

The BundlelnstanceS3StorageType data type.

Ancestors

¢ BundlelnstanceTaskStorageType (p. 312)

Relevant Operations

« Bundlelnstance

« DescribeBundleTasks
¢ CancelBundleTask

« Bundlelnstance

Contents

The following table describes the elements contained in BundlelnstanceS3StorageType.

Name

awsAccessKeyl d

bucket

prefix

upl oadPol i cy

upl oadPol i cySi gnat ure

Description

The Access Key ID of the owner of the Amazon S3 bucket.
Type: xsd:string

The bucket in which to store the AMI. You can specify a bucket
that you already own or a new bucket that Amazon EC2 creates
on your behalf. If you specify a bucket that belongs to someone
else, Amazon EC2 returns an error.

Type: xsd:string

Specifies the beginning of the file name of the AMI.
Type: xsd:string
A Base64-encoded Amazon S3 upload policy that gives Amazon

EC2 permission to upload items into Amazon S3 on the user's
behalf.

Type: xsd:string

The signature of the Base64 encoded JSON document.
Type: xsd:string

BundlelnstanceTaskErrorType

The BundlelnstanceTaskErrorType data type.

Ancestors

¢ BundlelnstanceTaskType (p. 313)
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Relevant Operations

¢ Bundlelnstance
¢ DescribeBundleTasks
¢ CancelBundleTask

Contents

The following table describes the elements contained in BundlelnstanceTaskErrorType.
Name Description
code Error code.

Type: xsd:string

nmessage Error message.
Type: xsd:string

BundlelnstanceTasksSetType

The BundlelnstanceTasksSetType data type.

Ancestors

¢ DescribeBundleTasksResponseType (p. 333)

Relevant Operations

¢ DescribeBundleTasks

Contents

The following table describes the elements contained in BundlelnstanceTasksSetType.
Name Description
item Bundle task.

Type: BundlelnstanceTaskType (p. 313)

BundlelnstanceTaskStorageType

The BundlelnstanceTaskStorageType data type.

Ancestors

¢ BundlelnstanceTaskType (p. 313)
¢ BundlelnstanceType (p. 314)
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Relevant Operations

« Bundlelnstance

¢ DescribeBundleTasks
¢ CancelBundleTask

¢ Bundlelnstance

Contents

The following table describes the elements contained in BundlelnstanceTaskStorageType.

Name Description

S3 Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 311)

BundlelnstanceTaskType

The BundlelnstanceTaskType data type.

Ancestors

¢ BundlelnstanceResponseType (p. 310)
¢ BundlelnstanceTasksSetType (p. 312)
¢ CancelBundleTaskResponseType (p. 314)

Relevant Operations

¢ Bundlelnstance
* DescribeBundleTasks
* CancelBundleTask

Contents

The following table describes the elements contained in BundlelnstanceTaskType.

Name Description

bundl el d Identifier for this task.
Type: xsd:string

error If the task fails, a description of the error.
Type: BundlelnstanceTaskErrorType (p. 311)

i nstancel d Instance associated with this bundle task.
Type: xsd:string
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BundlelnstanceType

Name Description
progr ess The level of task completion, in percent (e.g., 20%).
Type: xsd:string
startTi me The time this task started.
Type: dateTime
state The state of the task.
Type: xsd:string
st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)
updat eTi me The time of the most recent update for the task.
Type: dateTime

BundlelnstanceType

The BundlelnstanceType data type.

Ancestors

None

Relevant Operations

* Bundlelnstance

Contents
The following table describes the elements contained in BundlelnstanceType.
Name Description
i nstancel d The ID of the instance to bundle.
Type: xsd:string
st or age Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 312)

CancelBundleTaskResponseType

The CancelBundleTaskResponseType data type.

Ancestors

None
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Relevant Operations

Relevant Operations

* CancelBundleTask

Contents

The following table describes the elements contained in CancelBundleTaskResponseType.
Name Description
bundl el nst anceTask Bundle task to cancel.

Type: BundlelnstanceTaskType (p. 313)

requestlid The ID of the request.
Type: xsd:string

CancelBundleTaskType

The CancelBundleTaskType data type.

Ancestors

None

Relevant Operations

¢ CancelBundleTask

Contents

The following table describes the elements contained in CancelBundleTaskType.
Name Description
bundl el d The ID of the bundle task to cancel.

Type: xsd:string

ConfirmProductinstanceResponseType

The ConfirmProductinstanceResponseType data type.

Ancestors

None

Relevant Operations

¢ ConfirmProductinstance
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Contents

Contents

The following table describes the elements contained in ConfirmProductinstanceResponseType.

Name Description

owner | d The instance owner's account ID. Only present if the product code
is attached to the instance.

Type: xsd:string

requestl!d The ID of the request.
Type: xsd:string

return Returns t r ue if the product code is attached to the instance.
Otherwise, returns an error.

Type: xsd:boolean

ConfirmProductinstanceType

The ConfirmProductinstanceType data type.

Ancestors

None

Relevant Operations

¢ ConfirmProductinstance

Contents

The following table describes the elements contained in ConfirmProductinstanceType.

Name Description

i nstancel d The instance to confirm.
Type: xsd:string

pr oduct Code The product code to confirm.
Type: xsd:string

CreateKeyPairResponseType

The CreateKeyPairResponseType data type.

Ancestors

None
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Relevant Operations

¢ CreateKeyPair

Contents

The following table describes the elements contained in CreateKeyPairResponseType.
Name Description
keyFi nger pri nt A SHA-1 digest of the DER encoded private key.

Type: xsd:string

keyMat eri al An unencrypted PEM encoded RSA private key.
Type: xsd:string

keyNane The key pair name provided in the original request.
Type: xsd:string

requestlid The ID of the request.
Type: xsd:string

CreateKeyPairType

The CreateKeyPairType data type.

Ancestors

None

Relevant Operations

¢ CreateKeyPair

Contents

The following table describes the elements contained in CreateKeyPairType.
Name Description
keyNane A unique name for the key pair.

Type: xsd:string

CreateSecurityGroupResponseType

The CreateSecurityGroupResponseType data type.

Ancestors

None
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Relevant Operations

Relevant Operations

¢ CreateSecurityGroup

Contents

The following table describes the elements contained in CreateSecurityGroupResponseType.
Name Description
requestld The ID of the request.

Type: xsd:string

return Returns t r ue if creation succeeded. Otherwise, returns an error.
Type: xsd:boolean

CreateSecurityGroupType

The CreateSecurityGroupType data type.

Ancestors

None

Relevant Operations

¢ CreateSecurityGroup

Contents
The following table describes the elements contained in CreateSecurityGroupType.
Name Description
groupDescri ption Description of the group. This is informational only. If the

description contains spaces, you must enclose it in single quotes
() or URL-encode it.

Type: xsd:string

gr oupNane Name of the security group.
Type: xsd:string

CreateSnapshotResponseType

The CreateSnapshotResponseType data type.

Ancestors

None
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Relevant Operations

Relevant Operations

* CreateSnapshot

Contents

The following table describes the elements contained in CreateSnapshotResponseType.

Name

descri ption

ownerld

progress

requestlid

snapshot | d

startTi me

st at us

vol urel d

vol uneSi ze

Description

Description of the snapshot.

Type: xsd:string

The AWS account ID of the Amazon EBS snapshot owner.
Type: xsd:string

The progress of the snapshot, in percentage.
Type: xsd:string

The ID of the request.
Type: xsd:string

The ID of the snapshot.

Type: xsd:string

Time stamp when the snapshot was initiated.

Type: dateTime

Snapshot state (e.g., pendi ng, conpl et ed, orerror)
Type: xsd:string

The ID of the volume.

Type: xsd:string

The size of the volume, in GiB.
Type: xsd:string

CreateSnapshotType

The CreateSnapshotType data type.

Ancestors

None

Relevant Operations

¢ CreateSnapshot

Contents

The following table describes the elements contained in CreateSnapshotType.
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CreateVolumePermissionltemType

Name Description

descri ption Description of the Amazon EBS snapshot.
Type: xsd:string

vol unel d The ID of the Amazon EBS volume of which to take a snapshot.
Type: xsd:string

CreateVolumePermissionltemType

The CreateVolumePermissionltemType data type.

Ancestors

¢ CreateVolumePermissionListType (p. 320)

Relevant Operations

¢ DescribeSnapshotAttribute

Contents

The following table describes the elements contained in CreateVolumePermissionltemType.
Name Description
group Group that is allowed to create volumes from the snapshot

(currently supports "all").
Type: xsd:string

userld User ID of a user that can create volumes from the snapshot.
Type: xsd:string

CreateVolumePermissionListType

The CreateVolumePermissionListType data type.

Ancestors

¢ CreateVolumePermissionOperationType (p. 321)
¢ CreateVolumePermissionOperationType (p. 321)
¢ DescribeSnapshotAttributeResponseType (p. 357)

Relevant Operations
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Contents

¢ DescribeSnapshotAttribute

Contents

The following table describes the elements contained in CreateVolumePermissionListType.

Name Description

item Volume permission item.
Type: CreateVolumePermissionltemType (p. 320)

CreateVolumePermissionOperationType

The CreateVolumePermissionOperationType data type.

Ancestors

None

Relevant Operations

Contents

The following table describes the elements contained in CreateVolumePermissionOperationType.

Name Description

add Add permission.
Type: CreateVolumePermissionListType (p. 320)

renove Remove permission.
Type: CreateVolumePermissionListType (p. 320)

CreateVolumeResponseType

The CreateVolumeResponseType data type.

Ancestors

None

Relevant Operations

¢ CreateVolume
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Contents

Contents

The following table describes the elements contained in CreateVolumeResponseType.

Name

avail abilityZone
createTi me
requestl|d

si ze

snhapshot I d

st at us

vol urel d

CreateVolumeType

The CreateVolumeType data type.

Ancestors

None

Description

Availability Zone in which the volume was created.
Type: xsd:string

Time stamp when volume creation was initiated.
Type: dateTime

The ID of the request.
Type: xsd:string

The size of the volume, in GiBs.
Type: xsd:string

Snapshot from which the volume was created, if applicable.
Type: xsd:string

Volume state (e.g., creati ng, avai | abl e)
Type: xsd:string

The ID of the volume.
Type: xsd:string

Relevant Operations

* CreateVolume

Contents

The following table describes the elements contained in CreateVolumeType.

Name

avail abilityZone

si ze

Description

The Availability Zone in which to create the new volume.
Type: xsd:string

The size of the volume, in GiBs. Required if you are not creating a

volume from a snapshot.
Type: xsd:string
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Name Description

snapshot I d The snapshot from which to create the new volume.
Type: xsd:string

DeleteKeyPairResponseType

The DeleteKeyPairResponseType data type.

Ancestors

None

Relevant Operations

¢ DeleteKeyPair

Contents

The following table describes the elements contained in DeleteKeyPairResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

return Returns t r ue if deletion succeeded. Otherwise, returns an error.
Type: xsd:boolean

DeleteKeyPairType

The DeleteKeyPairType data type.

Ancestors

None

Relevant Operations

¢ DeleteKeyPair

Contents

The following table describes the elements contained in DeleteKeyPairType.
Name Description
keyNane Name of the key pair to delete.

Type: xsd:string
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DeleteSecurityGroupResponseType

The DeleteSecurityGroupResponseType data type.

Ancestors

None

Relevant Operations

¢ DeleteSecurityGroup

Contents

The following table describes the elements contained in DeleteSecurityGroupResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

return Returns t r ue if deletion succeeded. Otherwise, returns an error.
Type: xsd:boolean

DeleteSecurityGroupType

The DeleteSecurityGroupType data type.

Ancestors

None

Relevant Operations

« DeleteSecurityGroup

Contents

The following table describes the elements contained in DeleteSecurityGroupType.
Name Description
gr oupNane Name of the security group to delete.

Type: xsd:string

DeleteSnapshotResponseType

The DeleteSnapshotResponseType data type.
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Ancestors

None

Relevant Operations

¢ DeleteSnapshot

Contents

The following table describes the elements contained in DeleteSnapshotResponseType.
Name Description
requestlid The ID of the request.

Type: xsd:string

return Returns t r ue if deletion succeeded. Otherwise, returns an error.
Type: xsd:boolean

DeleteSnapshotType

The DeleteSnapshotType data type.

Ancestors

None

Relevant Operations

¢ DeleteSnapshot

Contents

The following table describes the elements contained in DeleteSnapshotType.
Name Description
snapshot I d The ID of the Amazon EBS snapshot to delete.

Type: xsd:string

DeleteVolumeResponseType

The DeleteVolumeResponseType data type.

Ancestors

None
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Relevant Operations

* DeleteVolume

Contents

The following table describes the elements contained in DeleteVolumeResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

return Returns t r ue if deletion succeeded. Otherwise, returns an error.
Type: xsd:boolean

DeleteVolumeType

The DeleteVolumeType data type.

Ancestors

None

Relevant Operations

¢ DeleteVolume

Contents
The following table describes the elements contained in DeleteVolumeType.
Name Description
vol urel d The ID of the volume to delete. The volume remains in the

del et i ng state for several minutes after entering this command.
Type: xsd:string

DeregisterimageResponseType

The DeregisterimageResponseType data type.

Ancestors

None

Relevant Operations

¢ Deregisterimage
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Contents

The following table describes the elements contained in DeregisterimageResponseType.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if deregistration succeeded. Otherwise, returns an
error.

Type: xsd:boolean

DeregisterlmageType

The DeregisterimageType data type.

Ancestors

None

Relevant Operations

¢ Deregisterimage

Contents
The following table describes the elements contained in DeregisterlmageType.

Name Description

i magel d Unique ID of the AMI which was assigned during registration. To
register an AMI, use Regi st er | mage. To view the AMI IDs of
AMIs that belong to your account. use Descri bel nages.

Type: xsd:string

DescribeAddressesinfoType

The DescribeAddressesinfoType data type.

Ancestors

¢ DescribeAddressesType (p. 330)

Relevant Operations

¢ DescribeAddresses
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Contents

The following table describes the elements contained in DescribeAddressesinfoType.

Name Description

item Information for one elastic IP address.
Type: DescribeAddressesltemType (p. 328)

DescribeAddressesitemType

The DescribeAddressesltemType data type.

Ancestors

¢ DescribeAddressesinfoType (p. 327)

Relevant Operations

* DescribeAddresses

Contents

The following table describes the elements contained in DescribeAddressesltemType.

Name Description

publiclp Elastic IP address to describe.
Type: xsd:string

DescribeAddressesResponselnfoType

The DescribeAddressesResponselnfoType data type.

Ancestors

¢ DescribeAddressesResponseType (p. 329)

Relevant Operations

* DescribeAddresses

Contents

The following table describes the elements contained in DescribeAddressesResponselnfoType.
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Name Description

item Information about an instance.
Type: DescribeAddressesResponseltemType (p. 329)

DescribeAddressesResponseltemType

The DescribeAddressesResponseltemType data type.

Ancestors

¢ DescribeAddressesResponselnfoType (p. 328)

Relevant Operations

¢ DescribeAddresses

Contents

The following table describes the elements contained in DescribeAddressesResponseltemType.

Name Description

i nstancel d The ID of the instance.
Type: xsd:string

publiclp The public IP address.
Type: xsd:string

DescribeAddressesResponseType

The DescribeAddressesResponseType data type.

Ancestors

None

Relevant Operations

* DescribeAddresses

Contents

The following table describes the elements contained in DescribeAddressesResponseType.
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Name Description

addr essesSet The set of IP addresses.
Type: DescribeAddressesResponselnfoType (p. 328)

requestld The ID of the request.
Type: xsd:string

DescribeAddressesType

The DescribeAddressesType data type.

Ancestors

None

Relevant Operations

¢ DescribeAddresses

Contents

The following table describes the elements contained in DescribeAddressesType.
Name Description
publ i cl psSet Set of elastic IP addresses.

Type: DescribeAddressesinfoType (p. 327)

DescribeAvailabilityZonesResponseType

The DescribeAvailabilityZonesResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in DescribeAvailabilityZonesResponseType.
Name Description

avai l abi lityZonel nfo Availability Zone information.

Type: AvailabilityZoneSetType (p. 309)
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Name Description

requestld The ID of the request.
Type: xsd:string

DescribeAvailabilityZonesSetltemType

The DescribeAvailabilityZonesSetltemType data type.

Ancestors

¢ DescribeAvailabilityZonesSetType (p. 331)

Relevant Operations

« DescribeAvailabilityZones

Contents

The following table describes the elements contained in DescribeAvailabilityZonesSetltemType.
Name Description
zoneNane Availability Zone name.

Type: xsd:string

DescribeAvailabilityZonesSetType

The DescribeAvailabilityZonesSetType data type.

Ancestors

¢ DescribeAvailabilityZonesType (p. 332)

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in DescribeAvailabilityZonesSetType.
Name Description
item Information for one Availability Zone.

Type: DescribeAvailabilityZonesSetltemType (p. 331)
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DescribeAvailabilityZonesType

The DescribeAvailabilityZonesType data type.

Ancestors

None

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements contained in DescribeAvailabilityZonesType.

Name Description

avail abi | i t yZoneSet Set of Availability Zones.
Type: DescribeAvailabilityZonesSetType (p. 331)

DescribeBundleTasksInfoType

The DescribeBundleTasksInfoType data type.

Ancestors

¢ DescribeBundleTasksType (p. 333)

Relevant Operations

* DescribeBundleTasks

Contents

The following table describes the elements contained in DescribeBundleTasksInfoType.

Name Description

item Information for one bundle task.
Type: DescribeBundleTasksltemType (p. 332)

DescribeBundleTasksltemType

The DescribeBundleTasksltemType data type.
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Ancestors

¢ DescribeBundleTasksInfoType (p. 332)

Relevant Operations

* DescribeBundleTasks

Contents

The following table describes the elements contained in DescribeBundleTasksltemType.
Name Description
bundl el d The ID of the bundle task to describe.

Type: xsd:string

DescribeBundleTasksResponseType

The DescribeBundleTasksResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeBundleTasks

Contents

The following table describes the elements contained in DescribeBundleTasksResponseType.
Name Description
bundl el nst anceTasksSet Bundle task set.

Type: BundlelnstanceTasksSetType (p. 312)

requestl!d The ID of the request.
Type: xsd:string

DescribeBundleTasksType

The DescribeBundleTasksType data type.

Ancestors

None
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Relevant Operations

* DescribeBundleTasks

Contents

The following table describes the elements contained in DescribeBundleTasksType.
Name Description
bundl esSet Set of bundle tasks.

Type: DescribeBundleTasksInfoType (p. 332)

DescribelmageAttributeResponseType

The DescribelmageAttributeResponseType data type.

Ancestors

None

Relevant Operations

« DescribelmageAttribute

Contents

The following table describes the elements contained in DescribelmageAttributeResponseType.
Name Description
bl ockDevi ceMappi ng Block device mapping set.

Type: BlockDeviceMappingType (p. 310)

i magel d The ID of the AMI.
Type: xsd:string
ker nel Kernel set.
Type: NullableAttributeValueType (p. 383)

| aunchPer m ssi on Launch permissions set.
Type: LaunchPermissionListType (p. 377)

pr oduct Codes Product codes set.
Type: ProductCodeListType (p. 385)

randi sk RAM disk set.
Type: NullableAttributeVValueType (p. 383)

requestlid The ID of the request.
Type: xsd:string
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DescribelmageAttributesGroup

The DescribelmageAttributesGroup data type.

Ancestors

¢ DescribelmageAttributeType (p. 335)

Relevant Operations

¢ DescribelmageAttribute

Contents
The following table describes the elements contained in DescribelmageAttributesGroup.
Name Description
bl ockDevi ceMappi ng Describes the mapping that defines native device names to use

when exposing virtual devices.
Type: EmptyElementType (p. 369)

ker nel Describes the ID of the kernel associated with the AMI.
Type: EmptyElementType (p. 369)

| aunchPer m ssi on Describes the launch permissions associated with the AMI.
Type: EmptyElementType (p. 369)

pr oduct Codes Describes the product code associated with the AMI.
Type: EmptyElementType (p. 369)

r andi sk Describes the ID of the RAM disk associated with the AMI.
Type: EmptyElementType (p. 369)

DescribelmageAttributeType

The DescribelmageAttributeType data type.

Ancestors

None

Relevant Operations

¢ DescribelmageAttribute

Contents

The following table describes the elements contained in DescribelmageAttributeType.
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Name Description

Descri bel mageAttri but esG olipe image attributes group.
Type: DescribelmageAttributesGroup (p. 335)

i mgel d The ID of the AMI for which an attribute will be described.
Type: xsd:string

DescribelmagesExecutableBySetType

The DescribelmagesExecutableBySetType data type.

Ancestors

¢ DescribelmagesType (p. 341)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesExecutableBySetType.

Name Description

item Information for one user.
Type: DescribelmagesExecutableByType (p. 336)

DescribelmagesExecutableByType

The DescribelmagesExecutableByType data type.

Ancestors

¢ DescribelmagesExecutableBySetType (p. 336)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesExecutableByType.
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Name Description

user Returns AMIs for which the specified user has explicit launch
permissions. The user ID can be a user's account ID, sel f to
return AMIs for which the sender of the request has explicit launch
permissions, or al | to return AMIs with public launch permissions.

Type: xsd:string

DescribelmagesinfoType

The DescribelmagesinfoType data type.

Ancestors

¢ DescribelmagesType (p. 341)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesinfoType.

Name Description

item Information for one image.
Type: DescribelmagesltemType (p. 337)

DescribelmagesitemType

The DescribelmagesltemType data type.

Ancestors

¢ DescribelmagesinfoType (p. 337)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesitemType.
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Name Description

i mgel d AMI IDs to describe.
Type: xsd:string

DescribelmagesOwnersType

The DescribelmagesOwnersType data type.

Ancestors

¢ DescribelmagesType (p. 341)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesOwnersType.

Name Description

item Information for one owner.
Type: DescribelmagesOwnerType (p. 338)

DescribelmagesOwnerType

The DescribelmagesOwnerType data type.

Ancestors

¢ DescribelmagesOwnersType (p. 338)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesOwnerType.
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Name Description

owner Returns AMIs owned by the specified owner. Multiple owners

can be specified. The IDs amazon, sel f, and explicit can

be used to include AMIs owned by Amazon, AMIs owned by the
user, and AMls for which the user has explicit launch permissions,
respectively.

Type: xsd:string

DescribelmagesResponselnfoType

The DescribelmagesResponselnfoType data type.

Ancestors

¢ DescribelmagesResponseType (p. 340)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesResponselnfoType.

Name Description

item Information for one image.
Type: DescribelmagesResponseltemType (p. 339)

DescribelmagesResponseltemType

The DescribelmagesResponseltemType data type.

Ancestors

¢ DescribelmagesResponselnfoType (p. 339)

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesResponseltemType.
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Name

architecture

i magel d

i magelLocati on

i mgeOaner | d

i mgeSt at e

i mgeType

i sPublic

kernel I d

pl atform

pr oduct Codes

ranmdi skl d

Description

The architecture of the image (i 386 or x86_64).
Type: xsd:string

The ID of the AMI.
Type: xsd:string

The location of the AMI.
Type: xsd:string

AWS Access Key ID of the image owner.
Type: xsd:string

Current state of the AMI. If the operation returns avai | abl e, the
image is successfully registered and available for launching. If the
operation returns der egi st er ed, the image is deregistered and

no longer available for launching.

Type: xsd:string

The type of image (machi ne, ker nel , or r andi sk).
Type: xsd:string

Returns t r ue if this image has public launch permissions. Returns
f al se if it only has implicit and explicit launch permissions.

Type: xsd:boolean

The kernel associated with the image, if any. Only applicable for
machine images.

Type: xsd:string

The operating platform of the instance.
Type: xsd:string

Product codes of the AMI.
Type: ProductCodesSetType (p. 386)

The RAM disk associated with the image, if any. Only applicable
for machine images.

Type: xsd:string

DescribelmagesResponseType

The DescribelmagesResponseType data type.

Ancestors

None

Relevant Operations

¢ Describelmages
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Contents

The following table describes the elements contained in DescribelmagesResponseType.
Name Description
i magesSet Image set.

Type: DescribelmagesResponselnfoType (p. 339)

requestld The ID of the request.
Type: xsd:string

DescribelmagesType

The DescribelmagesType data type.

Ancestors

None

Relevant Operations

¢ Describelmages

Contents

The following table describes the elements contained in DescribelmagesType.
Name Description
execut abl eBySet Executable set.

Type: DescribelmagesExecutableBySetType (p. 336)

i magesSet Image set.
Type: DescribelmagesinfoType (p. 337)

owner sSet Information about an owner.
Type: DescribelmagesOwnersType (p. 338)

DescribelnstancesinfoType

The DescribelnstancesinfoType data type.

Ancestors

¢ DescribelnstancesType (p. 343)

Relevant Operations

¢ Describelnstances
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Contents

The following table describes the elements contained in DescribelnstancesinfoType.

Name Description

item Information for one instance set.
Type: DescribelnstancesltemType (p. 342)

DescribelnstancesitemType

The DescribelnstancesltemType data type.

Ancestors

¢ DescribelnstancesinfoType (p. 341)

Relevant Operations

* Describelnstances

Contents

The following table describes the elements contained in DescribelnstancesltemType.

Name Description

i nstancel d Instance IDs to describe.
Type: xsd:string

DescribelnstancesResponseType

The DescribelnstancesResponseType data type.

Ancestors

None

Relevant Operations

* Describelnstances

Contents

The following table describes the elements contained in DescribelnstancesResponseType.
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Name Description

requestld The ID of the request.
Type: xsd:string

reservati onSet Reservation set.
Type: ReservationSetType (p. 393)

DescribelnstancesType

The DescribelnstancesType data type.

Ancestors

None

Relevant Operations

¢ Describelnstances

Contents

The following table describes the elements contained in DescribelnstancesType.

Name Description

i nst ancesSet Instances set.
Type: DescribelnstancesinfoType (p. 341)

DescribeKeyPairsIinfoType

The DescribeKeyPairsinfoType data type.

Ancestors

¢ DescribeKeyPairsType (p. 346)

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsInfoType.
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Name Description

item Information for a key pair.
Type: DescribeKeyPairsltemType (p. 344)

DescribeKeyPairsitemType

The DescribeKeyPairsltemType data type.

Ancestors

¢ DescribeKeyPairsinfoType (p. 343)

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsltemType.
Name Description
keyNane Key pair to describe.

Type: xsd:string

DescribeKeyPairsResponselnfoType

The DescribeKeyPairsResponselnfoType data type.

Ancestors

¢ DescribeKeyPairsResponseType (p. 345)

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsResponselnfoType.
Name Description
item Information for a key pair.

Type: DescribeKeyPairsResponseltemType (p. 345)
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DescribeKeyPairsResponseltemType

The DescribeKeyPairsResponseltemType data type.

Ancestors

¢ DescribeKeyPairsResponselnfoType (p. 344)

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsResponseltemType.

Name Description

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string

keyNane The key pair name provided in the original request.
Type: xsd:string

DescribeKeyPairsResponseType

The DescribeKeyPairsResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsResponseType.

Name Description

keySet Information for a key pair.
Type: DescribeKeyPairsResponselnfoType (p. 344)

requestlid The ID of the request.
Type: xsd:string
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DescribeKeyPairsType

The DescribeKeyPairsType data type.

Ancestors

None

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements contained in DescribeKeyPairsType.
Name Description
keySet Set of key pairs.

Type: DescribeKeyPairsInfoType (p. 343)

DescribeRegionsResponseType

The DescribeRegionsResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeRegions

Contents

The following table describes the elements contained in DescribeRegionsResponseType.
Name Description
regi onlnfo Region set.

Type: RegionSetType (p. 390)

requestld The ID of the request.
Type: xsd:string

DescribeRegionsSetltemType

The DescribeRegionsSetltemType data type.
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Ancestors

¢ DescribeRegionsSetType (p. 347)

Relevant Operations

¢ DescribeRegions

Contents

The following table describes the elements contained in DescribeRegionsSetltemType.

Name Description

regi onName Name of a region.
Type: xsd:string

DescribeRegionsSetType

The DescribeRegionsSetType data type.

Ancestors

¢ DescribeRegionsType (p. 347)

Relevant Operations

¢ DescribeRegions

Contents

The following table describes the elements contained in DescribeRegionsSetType.

Name Description

item Information for a region.
Type: DescribeRegionsSetltemType (p. 346)

DescribeRegionsType

The DescribeRegionsType data type.

Ancestors

None
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Relevant Operations

¢ DescribeRegions

Contents
The following table describes the elements contained in DescribeRegionsType.

Name Description

regi onSet Set of regions.
Type: DescribeRegionsSetType (p. 347)

DescribeReservedinstancesOfferingsResponseSetliten

The DescribeReservedinstancesOfferingsResponseSetltemType data type.

Ancestors

¢ DescribeReservedinstancesOfferingsResponseSetType (p. 349)

Relevant Operations

¢ DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in
DescribeReservedInstancesOfferingsResponseSetltemType.

Name Description

avail abi lityZone The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string

duration The duration of the Reserved Instance, in seconds.
Type: xs:long
fixedPrice The purchase price of the Reserved Instance.

Type: xs:double

i nstanceType The instance type on which the Reserved Instance can be used.
Type: xsd:string

product Descri ption The Reserved Instance description.
Type: xsd:string

reservedl nst ancesO f eri ngl| @he ID of the Reserved Instance offering.
Type: xsd:string
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Name Description

usagePrice The usage price of the Reserved Instance, per hour.
Type: xs:double

DescribeReservedinstancesOfferingsResponseSetTy[

The DescribeReservedinstancesOfferingsResponseSetType data type.

Ancestors

¢ DescribeReservedinstancesOfferingsResponseType (p. 349)

Relevant Operations

» DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in
DescribeReservedinstancesOfferingsResponseSetType.

Name Description

item Reserved Instance offerings set.
Type:
DescribeReservedinstancesOfferingsResponseSetltemType (p.
348)

DescribeReservedlnstancesOfferingsResponseType

The DescribeReservedinstancesOfferingsResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in
DescribeReservedInstancesOfferingsResponseType.
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Name Description

requestld The ID of the request.
Type: xsd:string

reservedl nst ancesO f er i ngsReserved Instances offerings set.

Type: DescribeReservedinstancesOfferingsResponseSetType (p.
349)

DescribeReservedlnstancesOfferingsSetitemType

The DescribeReservedinstancesOfferingsSetltemType data type.

Ancestors

¢ DescribeReservedinstancesOfferingsSetType (p. 350)

Relevant Operations

» DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in
DescribeReservedinstancesOfferingsSetltemType.

Name Description

reservedl nst ancesO f eri ng| ID of the Reserved Instances to describe.
Type: xsd:string

DescribeReservedlnstancesOfferingsSetType

The DescribeReservedinstancesOfferingsSetType data type.

Ancestors

¢ DescribeReservedinstancesOfferingsType (p. 351)

Relevant Operations

» DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in DescribeReservedinstancesOfferingsSetType.
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Name Description

item Reserved Instances item.
Type: DescribeReservedinstancesOfferingsSetltemType (p.
350)

DescribeReservedlnstancesOfferingsType

The DescribeReservedinstancesOfferingsType data type.

Ancestors

None

Relevant Operations

¢ DescribeReservedinstancesOfferings

Contents

The following table describes the elements contained in DescribeReservedinstancesOfferingsType.

Name Description

avail abilityZone The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string

i nst anceType The instance type on which the Reserved Instance can be used.
Type: xsd:string

product Descri pti on The Reserved Instance description.
Type: xsd:string

reservedl nst ancesO f er i ngsSet of Reserved Instances.
Type: DescribeReservedinstancesOfferingsSetType (p. 350)

DescribeReservedinstancesResponseSetlitemType

The DescribeReservedinstancesResponseSetltemType data type.

Ancestors

¢ DescribeReservedinstancesResponseSetType (p. 352)

Relevant Operations

* DescribeReservedlnstances
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Contents

The following table describes the elements contained in
DescribeReservedinstancesResponseSetltemType.

Name Description

avail abilityZone The Availability Zone in which the Reserved Instance can be used.
Type: xsd:string

duration The duration of the Reserved Instance, in seconds.
Type: xs:long
fixedPrice The purchase price of the Reserved Instance.

Type: xs:double

i nst anceCount The number of Reserved Instances purchased.
Type: xs:integer

i nst anceType The instance type on which the Reserved Instance can be used.
Type: xsd:string

product Descri pti on The Reserved Instance description.
Type: xsd:string

reservedl nst ancesl d The ID of the Reserved Instance.
Type: xsd:string

start The date and time the Reserved Instance started.
Type: dateTime

state The state of the Reserved Instance purchase.
Type: xsd:string

usagePrice The usage price of the Reserved Instance, per hour.
Type: xs:double

DescribeReservedinstancesResponseSetType

The DescribeReservedinstancesResponseSetType data type.

Ancestors

¢ DescribeReservedinstancesResponseType (p. 353)

Relevant Operations

* DescribeReservedinstances
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Contents

The following table describes the elements contained in
DescribeReservedInstancesResponseSetType.

Name Description

item Reserved Instance set.
Type: DescribeReservedinstancesResponseSetlitemType (p.
351)

DescribeReservedinstancesResponseType

The DescribeReservedinstancesResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeReservedlnstances

Contents

The following table describes the elements contained in DescribeReservedinstancesResponseType.

Name Description

requestld The ID of the request.
Type: xsd:string

reser vedl nst ancesSet Reserved Instances set.
Type: DescribeReservedinstancesResponseSetType (p. 352)

DescribeReservedlnstancesSetltemType

The DescribeReservedInstancesSetltemType data type.

Ancestors

¢ DescribeReservedinstancesSetType (p. 354)

Relevant Operations

* DescribeReservedlnstances
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Contents

The following table describes the elements contained in DescribeReservedinstancesSetltemType.

Name Description

reservedl nst ancesl d IDs of the Reserved Instance to describe.
Type: xsd:string

DescribeReservedinstancesSetType

The DescribeReservedinstancesSetType data type.

Ancestors

¢ DescribeReservedinstancesType (p. 354)

Relevant Operations

* DescribeReservedinstances

Contents

The following table describes the elements contained in DescribeReservedinstancesSetType.

Name Description

item Reserved Instances item.
Type: DescribeReservedinstancesSetltemType (p. 353)

DescribeReservedlnstancesType

The DescribeReservedInstancesType data type.

Ancestors

None

Relevant Operations

* DescribeReservedInstances

Contents

The following table describes the elements contained in DescribeReservedinstancesType.
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Name Description

reser vedl nst ancesSet Set of Reserved Instances.
Type: DescribeReservedinstancesSetType (p. 354)

DescribeSecurityGroupsResponseType

The DescribeSecurityGroupsResponseType data type.

Ancestors

None

Relevant Operations

« DescribeSecurityGroups

Contents

The following table describes the elements contained in DescribeSecurityGroupsResponseType.

Name Description

requestlid The ID of the request.
Type: xsd:string

securityGouplnfo Security group set.
Type: SecurityGroupSetType (p. 402)

DescribeSecurityGroupsSetltemType

The DescribeSecurityGroupsSetltemType data type.

Ancestors

¢ DescribeSecurityGroupsSetType (p. 356)

Relevant Operations

¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in DescribeSecurityGroupsSetltemType.
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Name Description

gr oupNane Name of the security group.
Type: xsd:string

DescribeSecurityGroupsSetType

The DescribeSecurityGroupsSetType data type.

Ancestors

¢ DescribeSecurityGroupsType (p. 356)

Relevant Operations

¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in DescribeSecurityGroupsSetType.

Name Description

item Information for a security group.
Type: DescribeSecurityGroupsSetltemType (p. 355)

DescribeSecurityGroupsType

The DescribeSecurityGroupsType data type.

Ancestors

None

Relevant Operations

» DescribeSecurityGroups

Contents

The following table describes the elements contained in DescribeSecurityGroupsType.

Name Description

securityG oupSet Set of security groups.
Type: DescribeSecurityGroupsSetType (p. 356)
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DescribeSnapshotAttributeResponseType

The DescribeSnapshotAttributeResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeSnapshotAttribute

Contents

The following table describes the elements contained in DescribeSnapshotAttributeResponseType.

Name Description

creat eVol umePer ni ssi on Create volume permission element.
Type: CreateVolumePermissionListType (p. 320)

requestl!d The ID of the request.
Type: xsd:string

snapshot | d The ID of the Amazon EBS snapshot.
Type: xsd:string

DescribeSnapshotAttributesGroup

The DescribeSnapshotAttributesGroup data type.

Ancestors

¢ DescribeSnapshotAttributeType (p. 358)

Relevant Operations

¢ DescribeSnapshotAttribute

Contents

The following table describes the elements contained in DescribeSnapshotAttributesGroup.

Name Description

cr eat eVol unePer m ssi on Describes the snapshot attributes group.
Type: EmptyElementType (p. 369)
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DescribeSnapshotAttributeType

The DescribeSnapshotAttribute Type data type.

Ancestors

None

Relevant Operations

¢ DescribeSnapshotAttribute

Contents

The following table describes the elements contained in DescribeSnapshotAttributeType.

Name Description

Descri beSnapshot At t ri but esBesafibe snaphot attribute element.
Type: DescribeSnapshotAttributesGroup (p. 357)

snapshot I d The ID of the Amazon EBS snapshot.
Type: xsd:string

DescribeSnapshotsOwnersType

The DescribeSnapshotsOwnersType data type.

Ancestors

¢ DescribeSnapshotsType (p. 362)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsOwnersType.
Name Description
item Describe snaphot item.

Type: DescribeSnapshotsOwnerType (p. 358)

DescribeSnapshotsOwnerType

The DescribeSnapshotsOwnerType data type.
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Ancestors

¢ DescribeSnapshotsOwnersType (p. 358)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsOwnerType.

Name Description

owner Returns snapshots owned by the specified owner. Multiple owners
can be specified.

Type: xsd:string

DescribeSnapshotsResponseType

The DescribeSnapshotsResponseType data type.

Ancestors

None

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsResponseType.

Name Description

requestlid The ID of the request.
Type: xsd:string

snapshot Set Snapshot set.
Type: DescribeSnapshotsSetResponseType (p. 362)

DescribeSnapshotsRestorableBySetType

The DescribeSnapshotsRestorableBySetType data type.
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Ancestors

¢ DescribeSnapshotsType (p. 362)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsRestorableBySetType.

Name Description

item Restorable by set type item.
Type: DescribeSnapshotsRestorableByType (p. 360)

DescribeSnapshotsRestorableByType

The DescribeSnapshotsRestorableByType data type.

Ancestors

¢ DescribeSnapshotsRestorableBySetType (p. 359)

Relevant Operations

* DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsRestorableByType.

Name Description

user Account ID of a user that can create volumes from the snapshot.
Type: xsd:string

DescribeSnapshotsSetlitemResponseType

The DescribeSnapshotsSetltemResponseType data type.

Ancestors

¢ DescribeSnapshotsSetResponseType (p. 362)
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Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsSetltemResponseType.
Name Description
descri ption Description of the snapshot.

Type: xsd:string

owner | d AWS Access Key ID of the user who owns the snapshot.
Type: xsd:string

progress The progress of the snapshot, in percentage.
Type: xsd:string

snapshot I d The ID of the snapshot.
Type: xsd:string

startTi nme Time stamp when the snapshot was initiated.
Type: dateTime

st at us Snapshot state (e.g., pendi ng, conpl et ed, or error).
Type: xsd:string

vol urel d The ID of the volume.
Type: xsd:string

DescribeSnapshotsSetitemType

The DescribeSnapshotsSetltemType data type.

Ancestors

¢ DescribeSnapshotsSetType (p. 362)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsSetltemType.
Name Description
snapshot | d The ID of the Amazon EBS snapshot.

Type: xsd:string
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DescribeSnapshotsSetResponseType

The DescribeSnapshotsSetResponseType data type.

Ancestors

¢ DescribeSnapshotsResponseType (p. 359)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsSetResponseType.
Name Description
item Information for a snapshot.

Type: DescribeSnapshotsSetltemResponseType (p. 360)

DescribeSnapshotsSetType

The DescribeSnapshotsSetType data type.

Ancestors

¢ DescribeSnapshotsType (p. 362)

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements contained in DescribeSnapshotsSetType.
Name Description
item Information for a snapshot.

Type: DescribeSnapshotsSetltemType (p. 361)

DescribeSnapshotsType

The DescribeSnapshotsType data type.

API Version 2009-08-15
362



Amazon Elastic Compute Cloud API Reference
Ancestors

Ancestors

None

Relevant Operations

¢ DescribeSnapshots

Contents
The following table describes the elements contained in DescribeSnapshotsType.
Name Description
owner s Set Set of owners that can create volumes from the instance.

Type: DescribeSnapshotsOwnersType (p. 358)

rest or abl eBySet Set of users that can create volumes from the snapshot.
Type: DescribeSnapshotsRestorableBySetType (p. 359)

snapshot Set Set of snapshots.
Type: DescribeSnapshotsSetType (p. 362)

DescribeVolumesResponseType

The DescribeVolumesResponseType data type.

Ancestors

None

Relevant Operations

* DescribeVolumes

Contents

The following table describes the elements contained in DescribeVolumesResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

vol uneSet Volume set.
Type: DescribeVolumesSetResponseType (p. 365)

DescribeVolumesSetitemResponseType

The DescribeVolumesSetltemResponseType data type.
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Ancestors

¢ DescribeVolumesSetResponseType (p. 365)

Relevant Operations

* DescribeVolumes

Contents

The following table describes the elements contained in DescribeVolumesSetltemResponseType.

Name Description

at t achment Set Attachment set.
Type: AttachmentSetResponseType (p. 304)

avail abi lityZone Availability Zone in which the volume was created.
Type: xsd:string

createTime Time stamp when volume creation was initiated.
Type: dateTime

si ze The size of the volume, in GiBs.
Type: xsd:string

snapshot | d Snapshot from which the volume was created (optional).
Type: xsd:string

st at us Volume state (e.g., creat i ng, avai | abl e)
Type: xsd:string

vol urel d The ID of the volume.
Type: xsd:string

DescribeVolumesSetitemType

The DescribeVolumesSetltemType data type.

Ancestors

¢ DescribeVolumesSetType (p. 365)

Relevant Operations

* DescribeVolumes
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Contents

The following table describes the elements contained in DescribeVolumesSetltemType.

Name Description

vol unel d The ID of the volume to list.
Type: xsd:string

DescribeVolumesSetResponseType

The DescribeVolumesSetResponseType data type.

Ancestors

¢ DescribeVolumesResponseType (p. 363)

Relevant Operations

* DescribeVolumes

Contents

The following table describes the elements contained in DescribeVolumesSetResponseType.

Name Description

item Information for a volume.
Type: DescribeVolumesSetltemResponseType (p. 363)

DescribeVolumesSetType

The DescribeVolumesSetType data type.

Ancestors

¢ DescribeVolumesType (p. 366)

Relevant Operations

¢ DescribeVolumes

Contents

The following table describes the elements contained in DescribeVolumesSetType.
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Name Description

item Information for a volume.
Type: DescribeVolumesSetltemType (p. 364)

DescribeVolumesType

The DescribeVolumesType data type.

Ancestors

None

Relevant Operations

* DescribeVolumes

Contents

The following table describes the elements contained in DescribeVolumesType.

Name Description

vol uneSet Set of volumes.
Type: DescribeVolumesSetType (p. 365)

DetachVolumeResponseType

The DetachVolumeResponseType data type.

Ancestors

None

Relevant Operations

¢ DetachVolume

Contents

The following table describes the elements contained in DetachVolumeResponseType.
Name Description
attachTi me Time stamp when the association was created.

Type: dateTime
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DetachVolumeType

Name

devi ce

i nstancel d

requestld

st at us

vol unel d

Description

The device as it is exposed to the instance.
Type: xsd:string

The ID of the instance.

Type: xsd:string

The ID of the request.

Type: xsd:string

Attachment state (e.g., at t achi ng, at t ached, det achi ng, or
det ached).

Type: xsd:string

The ID of the volume.
Type: xsd:string

DetachVolumeType

The DetachVolumeType data type.

Ancestors

None

Relevant Operations

* DetachVolume

Contents

The following table describes the elements contained in DetachVolumeType.

Name

devi ce

force

i nstancel d

Description

The device name.
Type: xsd:string

Forces detachment if the previous detachment attempt did not
occur cleanly (logging into an instance, unmounting the volume,
and detaching normally). This option can lead to data loss or

a corrupted file system. Use this option only as a last resort to
detach a volume from a failed instance. The instance will not have
an opportunity to flush file system caches nor file system meta
data. If you use this option, you must perform file system check
and repair procedures.

Type: xsd:boolean

The ID of the instance.
Type: xsd:string
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Name Description

vol urel d The ID of the volume.
Type: xsd:string

DisassociateAddressResponseType

The DisassociateAddressResponseType data type.

Ancestors

None

Relevant Operations

¢ DisassociateAddress

Contents

The following table describes the elements contained in DisassociateAddressResponseType.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the IP address is disassociated from the instance.
Otherwise, returns an error.

Type: xsd:boolean

DisassociateAddressType

The DisassociateAddressType data type.

Ancestors

None

Relevant Operations

¢ DisassociateAddress

Contents

The following table describes the elements contained in DisassociateAddressType.
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Name Description

publiclp IP address that you are disassociating from the instance.
Type: xsd:string

EmptyElementType

The EmptyElementType data type.

Ancestors

¢ DescribelmageAttributesGroup (p. 335)

¢ DescribelmageAttributesGroup (p. 335)

¢ DescribelmageAttributesGroup (p. 335)

¢ DescribelmageAttributesGroup (p. 335)

¢ DescribelmageAttributesGroup (p. 335)

¢ DescribeSnapshotAttributesGroup (p. 357)
¢ ResetlmageAttributesGroup (p. 394)

* ResetlmageAttributesGroup (p. 394)

¢ ResetSnapshotAttributesGroup (p. 395)

Relevant Operations

¢ DescribelmageAttribute

¢ DescribeSnapshotAttribute
¢ ResetlmageAttribute

¢ ResetSnapshotAttribute

Contents

The following table describes the elements contained in EmptyElementType.

Name Description

none These element contains no options.
Type: xsd:string

GetConsoleOutputResponseType

The GetConsoleOutputResponseType data type.

Ancestors

None
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Relevant Operations

¢ GetConsoleOutput

Contents

The following table describes the elements contained in GetConsoleOutputResponseType.
Name Description
i nstanceld The instance ID.

Type: xsd:string

out put The console output, Base64 encoded.
Type: xsd:string

requestlid The ID of the request.
Type: xsd:string

ti mestanp The time the output was last updated.
Type: dateTime

GetConsoleOutputType

The GetConsoleOutputType data type.

Ancestors

None

Relevant Operations

¢ GetConsoleOutput

Contents
The following table describes the elements contained in GetConsoleOutputType.
Name Description
i nstancel d ID of the instance for which you want console output.

Type: xsd:string

GetPasswordDataResponseType

The GetPasswordDataResponseType data type.

Ancestors

None
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Relevant Operations

* GetPasswordData

Contents

The following table describes the elements contained in GetPasswordDataResponseType.
Name Description
i nstanceld The ID of the instance.

Type: xsd:string

passwor dDat a The password of the instance.
Type: xsd:string

requestld The ID of the request.
Type: xsd:string

ti mestanp The time the data was last updated.
Type: dateTime

GetPasswordDataType

The GetPasswordDataType data type.

Ancestors

None

Relevant Operations

* GetPasswordData

Contents
The following table describes the elements contained in GetPasswordDataType.
Name Description
i nstancel d The ID of the instance for which to get the password.

Type: xsd:string

GroupltemType

The GroupltemType data type.

Ancestors

e GroupSetType (p. 372)
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Relevant Operations

* Describelnstances
* RunlInstances

¢ Runlnstances

Contents

The following table describes the elements contained in GroupltemType.

Name Description

groupld Name of the security group.
Type: xsd:string

GroupSetType

The GroupSetType data type.

Ancestors

¢ ReservationinfoType (p. 392)
¢ RunlinstancesResponseType (p. 397)
¢ RuninstancesType (p. 398)

Relevant Operations

¢ Describelnstances
¢ Runlnstances
¢ Runlnstances

Contents

The following table describes the elements contained in GroupSetType.

Name Description

item Group set item.
Type: GroupltemType (p. 371)

InstanceMonitoringStateType

The InstanceMonitoringStateType data type.
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Ancestors

¢ MonitorInstancesResponseSetltemType (p. 380)
¢ RunninglnstancesltemType (p. 399)

Relevant Operations

* MonitorInstances

« Unmonitorinstances
¢ Describelnstances
¢ Runlnstances

Contents

The following table describes the elements contained in InstanceMonitoringStateType.

Name Description

state State of monitoring for the instance.
Type: xsd:string

InstanceStateType

The InstanceStateType data type.

Ancestors

¢ RunninglnstancesltemType (p. 399)
¢ TerminatelnstancesResponseltemType (p. 404)
¢ TerminatelnstancesResponseltemType (p. 404)

Relevant Operations

¢ Describelnstances
* RunlInstances

* Terminatelnstances

Contents

The following table describes the elements contained in InstanceStateType.
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Name Description

code A 16-bit unsigned integer. The high byte is an opaque internal
value and should be ignored. The low byte is set based on the
state represented:

¢ 0: pending

e 16: running

¢ 32: shutting-down
* 48: terminated

Type: integer

nane The current state of the instance.

¢ pendi ng: the instance is in the process of being launched

* runni ng: the instance launched (although the boot process
might not be completed)

« shut ti ng- down: the instance started shutting down
* t erm nat ed: the instance terminated

Type: xsd:string

IpPermissionSetType

The IpPermissionSetType data type.

Ancestors

¢ AuthorizeSecurityGrouplngressType (p. 306)
¢ RevokeSecurityGrouplngressType (p. 397)
e SecurityGroupltemType (p. 402)

Relevant Operations

¢ AuthorizeSecurityGrouplngress
« RevokeSecurityGrouplngress
¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in IpPermissionSetType.

Name Description

item Set of IP permissions.
Type: IpPermissionType (p. 375)
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IpPermissionType

The IpPermissionType data type.

Ancestors

¢ IpPermissionSetType (p. 374)

Relevant Operations

¢ AuthorizeSecurityGrouplngress
« RevokeSecurityGrouplngress

¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in IpPermissionType.

Name Description

fronPort Start of port range for the TCP and UDP protocols, or an ICMP
type number. An ICMP type number of -1 indicates a wildcard (i.e.,
any ICMP type number).

Type: integer

groups List of security group and user ID pairs.
Type: UserldGroupPairSetType (p. 406)

i pProtocol IP protocol.
Type: xsd:string

i pRanges IP ranges.
Type: IpRangeSetType (p. 376)

t oPort End of port range for the TCP and UDP protocols, or an ICMP
code. An ICMP code of -1 indicates a wildcard (i.e., any ICMP
code).

Type: integer

I[pRangeltemType

The IpRangeltemType data type.

Ancestors

¢ IpRangeSetType (p. 376)
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Relevant Operations

¢ AuthorizeSecurityGrouplngress
* RevokeSecurityGrouplngress
¢ DescribeSecurityGroups

Contents
The following table describes the elements contained in IpRangeltemType.

Name Description

cidrlp CIDR range.
Type: xsd:string

I[pRangeSetType

The IpRangeSetType data type.

Ancestors

¢ IpPermissionType (p. 375)

Relevant Operations

¢ AuthorizeSecurityGrouplngress
* RevokeSecurityGrouplngress
¢ DescribeSecurityGroups

Contents
The following table describes the elements contained in IpRangeSetType.

Name Description

item Information for one IP range.
Type: IpRangeltemType (p. 375)

LaunchPermissionltemType

The LaunchPermissionltemType data type.

Ancestors

¢ LaunchPermissionListType (p. 377)
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Relevant Operations

¢ DescribelmageAttribute
* ModifylmageAttribute

Contents

The following table describes the elements contained in LaunchPermissionltemType.

Name Description

group Name of the group. Currently supports "all."
Type: xsd:string

userld AWS Access Key ID.
Type: xsd:string

LaunchPermissionListType

The LaunchPermissionListType data type.

Ancestors

¢ DescribelmageAttributeResponseType (p. 334)
¢ LaunchPermissionOperationType (p. 377)
¢ LaunchPermissionOperationType (p. 377)
¢ LaunchPermissionOperationType (p. 377)

Relevant Operations

¢ DescribelmageAttribute
¢ ModifylmageAttribute

Contents

The following table describes the elements contained in LaunchPermissionListType.

Name Description

item Information for launch permissions.
Type: LaunchPermissionltemType (p. 376)

LaunchPermissionOperationType

The LaunchPermissionOperationType data type.
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Ancestors

¢ ModifylmageAttributeType (p. 378)

Relevant Operations

* ModifylmageAttribute

Contents

The following table describes the elements contained in LaunchPermissionOperationType.
Name Description
add Adds permission.

Type: LaunchPermissionListType (p. 377)

renove Remove permission.
Type: LaunchPermissionListType (p. 377)

ModifylmageAttributeResponseType

The ModifylmageAttributeResponseType data type.

Ancestors

None

Relevant Operations

« ModifylmageAttribute

Contents

The following table describes the elements contained in ModifylmageAttributeResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

ModifylmageAttributeType

The ModifylmageAttributeType data type.
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Ancestors

None

Relevant Operations

« ModifylmageAttribute

Contents

The following table describes the elements contained in ModifylmageAttributeType.
Name Description
i magel d The AMI ID.

Type: xsd:string

| aunchPer m ssi on Launch permission set.
Type: LaunchPermissionOperationType (p. 377)

product Codes Product code set.
Type: ProductCodeListType (p. 385)

ModifySnapshotAttributeResponseType

The ModifySnapshotAttributeResponseType data type.

Ancestors

None

Relevant Operations

* ModifySnapshotAttribute

Contents

The following table describes the elements contained in ModifySnapshotAttributeResponseType.
Name Description
requestl!d The ID of the request.

Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

ModifySnapshotAttributeType

The ModifySnapshotAttributeType data type.
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Ancestors

None

Relevant Operations

* ModifySnapshotAttribute

Contents
The following table describes the elements contained in ModifySnapshotAttribute Type.
Name Description
creat eVol umePer nmi ssi on Create volume permission element.
Type: ??2?
snapshot 1 d The ID of the snapshot.
Type: xsd:string

MonitoringlnstanceType

The MonitoringInstanceType data type.

Ancestors

¢ RuninstancesType (p. 398)

Relevant Operations

¢ Runlnstances

Contents

The following table describes the elements contained in MonitoringlnstanceType.
Name Description
enabl ed Enables monitoring for the instance.

Type: xsd:boolean

MonitorinstancesResponseSetitemType

The MonitorinstancesResponseSetltemType data type.

Ancestors

¢ MonitorInstancesResponseSetType (p. 381)
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Relevant Operations

* MonitorInstances
¢ Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesResponseSetltemType.

Name Description

i nstancel d Instance ID.
Type: xsd:string

nmoni tori ng Monitoring information.
Type: InstanceMonitoringStateType (p. 372)

MonitorinstancesResponseSetType

The MonitorinstancesResponseSetType data type.

Ancestors

¢ MonitorInstancesResponseType (p. 381)

Relevant Operations

* MonitorInstances
¢ Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesResponseSetType.

Name Description

item Instance Item.
Type: MonitorinstancesResponseSetltemType (p. 380)

MonitorinstancesResponseType

The MonitorinstancesResponseType data type.

Ancestors

None
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Relevant Operations

* MonitorInstances
¢ Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesResponseType.

Name Description

i nst ancesSet Monitor instance response set.
Type: MonitorinstancesResponseSetType (p. 381)

requestld The ID of the request.
Type: xsd:string

MonitorinstancesSetltemType

The MonitorinstancesSetltemType data type.

Ancestors

¢ MonitorInstancesSetType (p. 382)

Relevant Operations

* MonitorInstances
¢ Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesSetltemType.

Name Description

i nstancel d Instance ID.
Type: xsd:string

MonitorinstancesSetType

The MonitorinstancesSetType data type.

Ancestors

¢ MonitorInstancesType (p. 383)
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Relevant Operations

* MonitorInstances
* Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesSetType.

Name Description

item Instance set.
Type: MonitorinstancesSetltemType (p. 382)

MonitorinstancesType

The MonitorinstancesType data type.

Ancestors

None

Relevant Operations

* MonitorInstances
* Unmonitorinstances

Contents

The following table describes the elements contained in MonitorinstancesType.

Name Description

i nst ancesSet Set of instances.
Type: MonitorinstancesSetType (p. 382)

NullableAttributeValueType

The NullableAttributeValueType data type.

Ancestors

¢ DescribelmageAttributeResponseType (p. 334)
¢ DescribelmageAttributeResponseType (p. 334)
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Relevant Operations

¢ DescribelmageAttribute

Contents

The following table describes the elements contained in NullableAttributeValueType.
Name Description
val ue ID of the kernel or RAM disk.

Type: xsd:string

PlacementRequestType

The PlacementRequestType data type.

Ancestors

¢ RunlinstancesType (p. 398)

Relevant Operations

* Runinstances

Contents
The following table describes the elements contained in PlacementRequestType.
Name Description
avail abilityZone Specifies the placement constraints (Availability Zones) for

launching the instances.
Type: xsd:string

PlacementResponseType

The PlacementResponseType data type.

Ancestors

¢ RunninglnstancesltemType (p. 399)

Relevant Operations

¢ Describelnstances
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¢ Runlnstances

Contents

The following table describes the elements contained in PlacementResponseType.
Name Description
avail abilityZone Returns the Availability Zones of the instances.

Type: xsd:string

ProductCodeltemType

The ProductCodeltemType data type.

Ancestors

¢ ProductCodeListType (p. 385)

Relevant Operations

« DescribelmageAttribute
¢ ModifylmageAttribute

Contents

The following table describes the elements contained in ProductCodeltemType.
Name Description
pr oduct Code Product code.

Type: xsd:string

ProductCodeListType

The ProductCodelListType data type.

Ancestors

¢ DescribelmageAttributeResponseType (p. 334)
* ModifylmageAttributeType (p. 378)

Relevant Operations

¢ DescribelmageAttribute
« ModifylmageAttribute
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Contents

The following table describes the elements contained in ProductCodeListType.
Name Description
item Information for one product code.

Type: ProductCodeltemType (p. 385)

ProductCodesSetltemType

The ProductCodesSetltemType data type.

Ancestors

¢ ProductCodesSetType (p. 386)

Relevant Operations

¢ Describelmages
* Describelnstances
¢ Runlnstances

Contents

The following table describes the elements contained in ProductCodesSetltemType.
Name Description
pr oduct Code Product code.

Type: xsd:string

ProductCodesSetType

The ProductCodesSetType data type.

Ancestors

¢ DescribelmagesResponseltemType (p. 339)
¢ RunninglnstancesltemType (p. 399)

Relevant Operations

¢ Describelmages
* Describelnstances
¢ Runlnstances
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Contents

The following table describes the elements contained in ProductCodesSetType.
Name Description
item Information for one product code.

Type: ProductCodesSetltemType (p. 386)

PurchaseReservedInstancesOfferingResponseType

The PurchaseReservedinstancesOfferingResponseType data type.

Ancestors

None

Relevant Operations

« PurchaseReservedinstancesOffering

Contents

The following table describes the elements contained in
PurchaseReservedinstancesOfferingResponseType.

Name Description

requestl!d The ID of the request.
Type: xsd:string

reser vedl nst ancesl d The IDs of the purchased Reserved Instances.
Type: xsd:string

PurchaseReservedInstancesOfferingType

The PurchaseReservedinstancesOfferingType data type.

Ancestors

None

Relevant Operations

* PurchaseReservedinstancesOffering

Contents

The following table describes the elements contained in PurchaseReservedinstancesOfferingType.
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Name Description

i nst anceCount The number of Reserved Instances to purchase.
Type: integer

reservedl nst ancesO f eri ng| @he offering ID of the Reserved Instance to purchase.
Type: xsd:string

RebootinstancesinfoType

The RebootlnstancesinfoType data type.

Ancestors

¢ RebootIinstancesType (p. 389)

Relevant Operations

* Rebootlnstances

Contents

The following table describes the elements contained in RebootInstancesinfoType.

Name Description

item Information for an instance.
Type: RebootlnstancesltemType (p. 388)

RebootlnstancesltemType

The RebootlInstancesltemType data type.

Ancestors

¢ RebootInstancesinfoType (p. 388)

Relevant Operations

* Rebootlnstances

Contents

The following table describes the elements contained in RebootInstancesltemType.
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Name Description

i nstancel d One or more instance IDs.
Type: xsd:string

RebootinstancesResponseType

The RebootinstancesResponseType data type.

Ancestors

None

Relevant Operations

¢ Rebootlnstances

Contents

The following table describes the elements contained in RebootInstancesResponseType.
Name Description
requestld The ID of the request.

Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

RebootinstancesType

The RebootinstancesType data type.

Ancestors

None

Relevant Operations

* Rebootlnstances

Contents

The following table describes the elements contained in RebootinstancesType.
Name Description
i nst ancesSet Launch permission set.

Type: RebootInstancesInfoType (p. 388)
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RegionltemType

The RegionltemType data type.

Ancestors

¢ RegionSetType (p. 390)

Relevant Operations

¢ DescribeRegions

Contents

The following table describes the elements contained in RegionltemType.

Name Description

r egi onEndpoi nt Region service endpoint.
Type: xsd:string

regi onName Name of the region.
Type: xsd:string

RegionSetType

The RegionSetType data type.

Ancestors

¢ DescribeRegionsResponseType (p. 346)

Relevant Operations

¢ DescribeRegions

Contents

The following table describes the elements contained in RegionSetType.

Name Description

item Information for a region.
Type: RegionltemType (p. 390)
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RegisterimageResponseType

The RegisterimageResponseType data type.

Ancestors

None

Relevant Operations

¢ Registerimage

Contents

The following table describes the elements contained in RegisterimageResponseType.
Name Description
i magel d Unique ID of the newly registered machine image.

Type: xsd:string

requestl!d The ID of the request.
Type: xsd:string

RegisterimageType

The RegisterimageType data type.

Ancestors

None

Relevant Operations

¢ Registerimage

Contents
The following table describes the elements contained in RegisterimageType.
Name Description
i magelLocati on Full path to your AMI manifest in Amazon S3 storage.

Type: xsd:string

ReleaseAddressResponseType

The ReleaseAddressResponseType data type.
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Ancestors

None

Relevant Operations

¢ ReleaseAddress

Contents

The following table describes the elements contained in ReleaseAddressResponseType.
Name Description
requestld The ID of the request.

Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

ReleaseAddressType

The ReleaseAddressType data type.

Ancestors

None

Relevant Operations

* ReleaseAddress

Contents
The following table describes the elements contained in ReleaseAddressType.
Name Description
publiclp The IP address that you are releasing from your account.

Type: xsd:string

ReservationinfoType

The ReservationinfoType data type.

Ancestors

¢ ReservationSetType (p. 393)
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Relevant Operations

* Describelnstances

Contents

The following table describes the elements contained in ReservationinfoType.
Name Description
gr oupSet Group set.

Type: GroupSetType (p. 372)

i nst ancesSet Instance set.
Type: RunninginstancesSetType (p. 401)

owner | d AWS Access Key ID of the user who owns the reservation.
Type: xsd:string

requesterld ID of the requester.
Type: xsd:string

reservationld Unique ID of the reservation.
Type: xsd:string

ReservationSetType

The ReservationSetType data type.

Ancestors

¢ DescribelnstancesResponseType (p. 342)

Relevant Operations

¢ Describelnstances

Contents

The following table describes the elements contained in ReservationSetType.
Name Description
item Information for a reservation.

Type: ReservationInfoType (p. 392)

ResetlmageAttributeResponseType

The ResetimageAttributeResponseType data type.
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Ancestors

None

Relevant Operations

¢ ResetlmageAttribute

Contents

The following table describes the elements contained in ResetimageAttributeResponseType.
Name Description
requestld The ID of the request.

Type: xsd:string

return Indicates whether the attribute successfully reset.
Type: xsd:boolean

ResetimageAttributesGroup

The ResetlmageAttributesGroup data type.

Ancestors

¢ ResetlmageAttributeType (p. 394)

Relevant Operations

¢ ResetlmageAttribute

Contents

The following table describes the elements contained in ResetimageAttributesGroup.
Name Description
| aunchPer m ssi on Resets the launch permission attribute.

Type: EmptyElementType (p. 369)

ResetimageAttributeType

The ResetimageAttributeType data type.

Ancestors

None
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Relevant Operations

¢ ResetlmageAttribute

Contents

The following table describes the elements contained in ResetimageAttributeType.

Name Description

i mgel d ID of the AMI on which the attribute will be reset.
Type: xsd:string

Reset | mageAt t ri but esG oup| The reset image attibute group.
Type: ResetimageAttributesGroup (p. 394)

ResetSnapshotAttributeResponseType

The ResetSnapshotAttributeResponseType data type.

Ancestors

None

Relevant Operations

* ResetSnapshotAttribute

Contents

The following table describes the elements contained in ResetSnapshotAttributeResponseType.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Specifies whether the snapshot permissions were reset.
Type: xsd:boolean

ResetSnapshotAttributesGroup

The ResetSnapshotAttributesGroup data type.

Ancestors

¢ ResetSnapshotAttributeType (p. 396)
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Relevant Operations

« ResetSnapshotAttribute

Contents

The following table describes the elements contained in ResetSnapshotAttributesGroup.
Name Description

creat eVol umePer i ssi on Create volume permission type.

Type: EmptyElementType (p. 369)

ResetSnapshotAttributeType

The ResetSnapshotAttribute Type data type.

Ancestors

None

Relevant Operations

* ResetSnapshotAttribute

Contents

The following table describes the elements contained in ResetSnapshotAttributeType.

Name Description

Reset Snapshot At t ri but esG o8papshot group.
Type: ResetSnapshotAttributesGroup (p. 395)

snapshot | d The ID of the snapshot.
Type: xsd:string

RevokeSecurityGrouplngressResponseType

The RevokeSecurityGrouplngressResponseType data type.

Ancestors

None

Relevant Operations

« RevokeSecurityGrouplngress
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Contents
The following table describes the elements contained in RevokeSecurityGrouplngressResponseType.
Name Description
requestld The ID of the request.
Type: xsd:string
return Returns t r ue if the request is successful. Otherwise, returns an
error.

Type: xsd:boolean

RevokeSecurityGrouplngressType

The RevokeSecurityGrouplngressType data type.

Ancestors

None

Relevant Operations

« RevokeSecurityGrouplngress

Contents

The following table describes the elements contained in RevokeSecurityGrouplngressType.
Name Description
gr oupNane Name of the group to modify.

Type: xsd:string

i pPer m ssi ons Set of permissions to add to the group.
Type: IpPermissionSetType (p. 374)

userld AWS Access Key ID.
Type: xsd:string

RuninstancesResponseTlype

The RuninstancesResponseType data type.

Ancestors

None

Relevant Operations

¢ Runlnstances

API Version 2009-08-15
397



Amazon Elastic Compute Cloud API Reference
Contents

Contents

The following table describes the elements contained in RuninstancesResponseType.
Name Description
gr oupSet Group set.

Type: GroupSetType (p. 372)

i nst ancesSet Instance set.
Type: RunninginstancesSetType (p. 401)

ownerld AWS Access Key ID of the user who owns the reservation.
Type: xsd:string

requesterld ID of the requester.
Type: xsd:string

requestld The ID of the request.
Type: xsd:string

reservationld Unique ID of the reservation.
Type: xsd:string

RuninstancesType

The RuninstancesType data type.

Ancestors

None

Relevant Operations

¢ Runlnstances

Contents
The following table describes the elements contained in RuninstancesType.
Name Description
addi tional Info Specifies additional information to make available to the
instance(s).

Type: xsd:string

addr essi ngType Deprecated.
Type: xsd:string

bl ockDevi ceMappi ng Specifies how block devices are exposed to the instance. Each
mapping is made up of a virtualName and a deviceName.

Type: BlockDeviceMappingType (p. 310)
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Name

gr oupSet

i magel d

i nst anceType

kernel I d

keyName

max Count

m nCount

nmoni tori ng

pl acement

ramdi skl d

subnet I d

user Dat a

Description

Group set.
Type: GroupSetType (p. 372)

Unique ID of a machine image, returned by a call to
Regi st er | mage.

Type: xsd:string

Specifies the instance type.
Type: xsd:string

The ID of the kernel with which to launch the instance.
Type: xsd:string

The name of the key pair.
Type: xsd:string

Maximum number of instances to launch. If the value is more
than Amazon EC2 can launch, the largest possible number above
minCount will be launched instead.

Type: integer

Minimum number of instances to launch. If the value is more than
Amazon EC2 can launch, no instances are launched at all.

Type: integer

Specifies whether to enable monitoring for the instance.
Type: MonitoringlnstanceType (p. 380)

Placement item.
Type: PlacementRequestType (p. 384)

The ID of the RAM disk with which to launch the instance. Some
kernels require additional drivers at launch. Check the kernel
requirements for information on whether you need to specify a
RAM disk. To find kernel requirements, go to the Resource Center
and search for the kernel ID.

Type: xsd:string

Specifies the subnet ID within which to launch the instance(s) for
Amazon Virtual Private Cloud.

Type: xsd:string

MIME, Base64-encoded user data.
Type: UserDataType (p. 405)

RunninglnstancesltemType

The RunninglnstancesltemType data type.

Ancestors

¢ RunninglnstancesSetType (p. 401)
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Relevant Operations

* Describelnstances

¢ Runlnstances

Contents

The following table describes the elements contained in RunninglnstancesltemType.

Name Description

am Launchl ndex The AMI launch index, which can be used to find this instance
within the launch group. For more information, go to the Metadata
section of the Amazon Elastic Compute Cloud Developer Guide.

Type: xsd:string

dnsNanme The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string

i mgel d Image ID of the AMI used to launch the instance.
Type: xsd:string

i nstancel d Unique ID of the instance launched.
Type: xsd:string

i nstanceSt at e The current state of the instance.
Type: InstanceStateType (p. 373)

i nstanceType The instance type.
Type: xsd:string

i pAddr ess Specifies the IP address of the instance.
Type: xsd:string

kernel Id Optional. Kernel associated with this instance.
Type: xsd:string

keyName If this instance was launched with an associated key pair, this
displays the key pair name.

Type: xsd:string

| aunchTi ne The time the instance launched.
Type: dateTime

nmoni tori ng Specifies whether monitoring is enabled for the instance.
Type: InstanceMonitoringStateType (p. 372)

pl acenent The location where the instance launched.
Type: PlacementResponseType (p. 384)

platform Platform of the instance (e.g., Windows).
Type: xsd:string
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RunninginstancesSetType

Name

pri vat eDnsNane

pri vat el pAddr ess

pr oduct Codes

ramdi skl d

reason

subnet I d

vpcld

Description

The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: xsd:string
Specifies the private IP address that is assigned to the instance
(Amazon VPC).
Type: xsd:string

Product codes attached to this instance.
Type: ProductCodesSetType (p. 386)

Optional. RAM disk associated with this instance.

Type: xsd:string

Reason for the most recent state transition. This might be an
empty string.

Type: xsd:string

Specifies the subnet ID in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string

Specifies the VPC in which the instance is running (Amazon
Virtual Private Cloud).

Type: xsd:string

RunninglnstancesSetType

The RunninglnstancesSetType data type.

Ancestors

¢ ReservationinfoType (p. 392)

¢ RuninstancesResponseType (p. 397)

Relevant Operations

¢ Describelnstances
¢ Runlnstances

Contents

The following table describes the elements contained in RunninglnstancesSetType.

Name

item

Description

Running instance set item.
Type: RunninglnstancesltemType (p. 399)
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SecurityGroupltemType

The SecurityGroupltemType data type.

Ancestors

¢ SecurityGroupSetType (p. 402)

Relevant Operations

¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in SecurityGroupltemType.

Name Description

groupDescri ption Description of the security group.
Type: xsd:string

gr oupNane Name of the security group.
Type: xsd:string

i pPer m ssi ons Set of IP permissions associated with the security group.
Type: IpPermissionSetType (p. 374)

owner | d AWS Access Key ID of the owner of the security group.
Type: xsd:string

SecurityGroupSetType

The SecurityGroupSetType data type.

Ancestors

¢ DescribeSecurityGroupsResponseType (p. 355)

Relevant Operations

¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in SecurityGroupSetType.
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Name Description

item Information for a security group.
Type: SecurityGroupltemType (p. 402)

TerminatelnstancesinfoType

The TerminatelnstancesinfoType data type.

Ancestors

¢ TerminatelnstancesType (p. 405)

Relevant Operations

* Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesinfoType.
Name Description
item Information for a instance.

Type: TerminatelnstancesltemType (p. 403)

TerminatelnstanceslitemType

The TerminatelnstancesltemType data type.

Ancestors

¢ TerminatelnstancesInfoType (p. 403)

Relevant Operations

* Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesltemType.
Name Description
i nstancel d Instance ID to terminate.

Type: xsd:string
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TerminatelnstancesResponselnfoType

The TerminatelnstancesResponselnfoType data type.

Ancestors

¢ TerminatelnstancesResponseType (p. 405)

Relevant Operations

* Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesResponselnfoType.
Name Description
item Response item.

Type: TerminatelnstancesResponseltemType (p. 404)

TerminatelnstancesResponseltemType

The TerminatelnstancesResponseltemType data type.

Ancestors

¢ TerminatelnstancesResponselnfoType (p. 404)

Relevant Operations

¢ Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesResponseltemType.

Name Description

i nstancel d Instance ID.
Type: xsd:string

previ ousState Previous state.
Type: InstanceStateType (p. 373)

shut downSt at e Shutdown state.
Type: InstanceStateType (p. 373)
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TerminatelnstancesResponseType

The TerminatelnstancesResponseType data type.

Ancestors

None

Relevant Operations

¢ Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesResponseType.
Name Description
i nst ancesSet Instances set.

Type: TerminatelnstancesResponselnfoType (p. 404)

requestl!d The ID of the request.
Type: xsd:string

TerminatelnstancesType

The TerminatelnstancesType data type.

Ancestors

None

Relevant Operations

* Terminatelnstances

Contents

The following table describes the elements contained in TerminatelnstancesType.
Name Description
i nst ancesSet Set of instances.

Type: TerminatelnstancesinfoType (p. 403)

UserDataType

The UserDataType data type.
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Ancestors

¢ RunlinstancesType (p. 398)

Relevant Operations

* Runinstances

Contents

The following table describes the elements contained in UserDataType.
Name Description
dat a MIME, Base64-encoded user data.

Type: xsd:string

UserldGroupPairSetType

The UserldGroupPairSetType data type.

Ancestors

¢ IpPermissionType (p. 375)

Relevant Operations

¢ AuthorizeSecurityGrouplngress
* RevokeSecurityGrouplngress
« DescribeSecurityGroups

Contents

The following table describes the elements contained in UserldGroupPairSetType.
Name Description
item Information for one security group.

Type: UserldGroupPairType (p. 406)

UserldGroupPairType

The UserldGroupPairType data type.

Ancestors

¢ UserldGroupPairSetType (p. 406)
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Relevant Operations

¢ AuthorizeSecurityGrouplngress
* RevokeSecurityGrouplngress
¢ DescribeSecurityGroups

Contents

The following table describes the elements contained in UserldGroupPairType.

Name Description

gr oupNane Name of the security group. Cannot be used when specifying a
CIDR IP address.

Type: xsd:string

userld AWS User ID of an account. Cannot be used when specifying a
CIDR IP address.

Type: xsd:string
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APl Error Codes

Overview

There are two types of error codes: client and server.

Client error codes suggest that the error was caused by something the client did, such as an
authentication failure or an invalid AMI identifier. In the SOAP API, These error codes are prefixed with
Client. Forexample: d i ent. Aut hFai | ur e. In the Query API, these errors are accompanied by a
400-series HTTP response code.

Server error codes suggest a server-side issue caused the error and should be reported. In the SOAP
API, these error codes are prefixed with Ser ver . For example: Ser ver . Unavai | abl e. In the Query
API, these errors are accompanied by a 500-series HTTP response code.

Summary of Client Error Codes

Error Code Description Notes

Addr essLi m t Exceeded User has the maximum Each user has an IP
number of allowed IP address limit. For new
addresses. users, this limit is 5. If you

need more than 5 Elastic
IP addresses, please
complete the Amazon
EC2 Elastic IP Address
Request Form. We will
ask you to think through
your use case and help us
understand your need for
additional addresses.

At tachrment Li m t Exceeded The limit on the number
of Amazon EBS volumes
attached to one instance
has been exceeded.

Aut hFai | ure User not authorized. You might be trying to run
an AMI for which you do
not have permission.
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Error Code

I ncorrect State

I nst ancelLi m t Exceeded

I nval i dAM Attri but el t enVal ue

I nval i dAM | D. Mal f or ned

I nval i dAM | D. Not Found

I nval i dAM I D. Unavai | abl e

I nval i dAt t achment . Not Found

I nval i dDevi ce. | nUse

I nval i dl nst ancel D. Mal f or ned

I nval i dl nst ancel D. Not Found

I nval i dKeyPai r. Not Found

I nval i dKeyPai r. Duplicate

I nval i dG oup. Not Found

I nval i dG oup. Duplicate

Description

Volume is in incorrect state

User has max allowed
concurrent running
instances.

The value of an item added
to, or removed from, an
image attribute is invalid.

Specified AMI ID is not
valid.

Specified AMI ID does not
exist.

Specified AMI ID has been
deregistered and is no
longer available.

The instance cannot
detach from a volume to
which it is not attached.

The device to which you
are trying to attach (i.e. /
dev/sdh) is already in use
on the instance.

Specified instance ID is not
valid.

Specified instance ID does
not exist.

Specified key pair name
does not exist.

Attempt to create a
duplicate key pair.

Specified group name
does not exist.

Attempt to create a
duplicate group.

Notes

To attach to an instance,
it must be in the 'available’
state.

Each user has a
concurrent running
instance limit. For new
users, this limit is 20. If
you need more than 20
instances, please complete
the Amazon EC2 Instance
Request Form and your
request will be considered.

If you are specifying a
user | d, check that it is
in the form of an AWS
account ID.
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Error Code

I nval i dG oup. | nUse

I nval i dG oup. Reserved

I nval i dMani f est

I nval i dPar anet er Conbi nati on

I nval i dPar anet er Val ue

I nval i dPer mi ssi on. Duplicate

I nval i dPer m ssi on. Mal f or ned

I nval i dReservati onl D. Mal f or ned

I nval i dReser vat i onl D. Not Found

I nval i dSnapshot | D. Mal f or ned

I nval i dSnapshot | D. Not Found

I nval i dUser | D. Mal f or med

I nval i dReser vedl nst ancesl d

Description Notes

Specified group cannot
be deleted because it is in
use.

Specified group name is a
reserved name.

Specified AMI has an
unparsable Manifest.

Runlnstances was called
with mi nCount and
maxCount setto O or
minCount > maxCount.

The value supplied for a
parameter was invalid.

Requests that could

cause this error

include (for example)
supplying an invalid

image attribute to the

Descri bel mageAttri bute
request or an invalid

ver si on or encodi ng
value for the user Dat a in

a Runl nst ances request.

Attempt to authorize
a permission that has
already been authorized.

Specified permission is
invalid.

Specified reservation ID is
invalid.

Specified reservation ID
does not exist.

The snapshot ID that was
passed as an argument
was malformed.

The specified snapshot
does not exist.

The user ID is neither

in the form of an AWS
account ID or one of

the special values
accepted by the owner or
execut abl eBy flags in
the Describelmages call.

Reserved Instances ID not
found.
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Error Code

Description Notes

I nval i dReser vedl nst ancesO f eri ngl dReserved Instances

I nval i dVol unel D. Mal f or ned

I nval i dVol unel D. Not Found

I nval i dVol unel D. Dupl i cate

I nval i dVol unel D. ZoneM snmat ch

I nval i dZone. Not Found

Offering ID not found.

The volume ID that was
passed as an argument
was malformed.

The volume specified does
not exist.

The volume already exists
in the system.

The specified volume ID
and instance ID are in
different Availability Zones.

The specified zone does
not exist.

I nsuf fici ent Reser vedl nst ancesCapadmnsuyfficient Reserved

NonEBSI nst ance

Pendi ngSnapshot Li i t Exceeded

Reser vedl nst ancesLi ni t Exceeded

Snapshot Li i t Exceeded

UnknownPar anet er

Vol uneLi m t Exceeded

Instances capacity.

Please restart the instance
and try again. This will
ensure that the code is
run on an instance with
updated code.

The instance specified
does not support EBS.

The limit on the number of
Amazon EBS snapshots in
the pending state has been
exceeded.

Your current quota does
not allow you to purchase
the required number of
reserved instances.

The limit on the number of
Amazon EBS snapshots
has been exceeded.

An unknown or
unrecognized parameter
was supplied.

Requests that could cause
this error include supplying
a misspelled parameter

or a parameter that is not
supported for the specified
API version.

The limit on the number of
Amazon EBS volumes has
been exceeded.
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Summary of Server Error Codes

Error Code Description

I nternal Error Internal Error.

I nsuf ficient AddressCapacity | Not enough available addresses to
satisfy your minimum request.

I nsuf ficientlnstanceCapacity Notenough available instances to
satisfy your minimum request.

I nsuf fi ci ent Reser vedl nst anceCijm@noygh available Reserved
Instances to satisfy your minimum
request.

Unavai | abl e The server is overloaded and
cannot handle the request.

Notes

This error should not
occur. If this persists,
please contact us with
details by posting a
message on the AWS
forums.

Reduce the number
of addresses you are
reguesting or wait for
additional capacity to
become available.

Reduce the number
of instances in your
request or wait for
additional capacity to
become available.

Reduce the number of
Reserved Instances in
your request or wait for
additional capacity to
become available.

API Version 2009-08-15
412


http://developer.amazonwebservices.com/connect/forum.jspa?forumID=30
http://developer.amazonwebservices.com/connect/forum.jspa?forumID=30

Amazon Elastic Compute Cloud API Reference

Glossary

Amazon machine image (AMI)

Amazon EBS

Availability Zone

compute unit

EBS
Elastic Block Store

elastic IP address

ephemeral store
explicit launch permission

group

An Amazon Machine Image (AMI) is an encrypted machine image
stored in Amazon S3. It contains all the information necessary to
boot instances of your software.

A type of storage that enables you to create volumes that can be
mounted as devices by Amazon EC2 instances. Amazon EBS
volumes behave like raw unformatted external block devices. They
have user supplied device names and provide a block device
interface. You can load a file system on top of Amazon EBS
volumes, or use them just as you would use a block device.

A distinct location within a region that is engineered to be insulated
from failures in other Availability Zones and provides inexpensive,
low latency network connectivity to other Availability Zones in the
same region.

An Amazon-generated measure that enables you to evaluate the
CPU capacity of different Amazon EC2 instance types.

See Amazon EBS.
See Amazon EBS.

A static public IP address designed for dynamic cloud computing.
Elastic IP addresses are associated with your account, not specific
instances. Any elastic IP addresses that you associate with your
account remain associated with your account until you explicitly
release them. Unlike traditional static IP addresses, however,
elastic IP addresses allow you to mask instance or Availability
Zone failures by rapidly remapping your public IP addresses to any
instance in your account.

See instance store.
Launch permission granted to a specific user.

See security group.
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instance store

instance type

gibibyte (GiB)

image

instance

instance store

group

launch permission

Linux

paid AMI

private IP address

public AMI

public data sets

public IP address

region

reservation

Every instance includes a fixed amount of storage space on which
you can store data. This is not designed to be a permanent storage
solution. If you need a permanent storage system, use Amazon
EBS.

A specification that defines the memory, CPU, storage capacity,
and hourly cost for an instance. Some instance types are designed
for standard applications while others are designed for CPU-
intensive applications.

a contraction of giga binary byte, a gibibyte is 2730 bytes or
1,073,741,824 bytes. A gigabyte is 10"9 or 1,000,000,000 bytes.
So yes, Amazon has bigger bytes.

See Amazon machine image.

Once an AMI has been launched, the resulting running system is
referred to as an instance. All instances based on the same AMI
start out identical and any information on them is lost when the
instances are terminated or fail.

The disk storage associated with an instance. In the event an
instance fails or is terminated (not simply rebooted), all content on
the instance store is deleted.

Also known as a security group, groups define firewall rules that
can be shared among a group of instances that have similar
security requirements. The group is specified at instance launch.

AMI attribute allowing users to launch an AMI

Amazon EC2 instances are available for many operating platforms,
including Linux, Solaris, Windows, and others.

An AMI that you sell to other Amazon EC2 users. For more
information, refer to the Amazon DevPay Developer Guide.

All Amazon EC2 instances are assigned two IP addresses at
launch: a private address (RFC 1918) and a public address that are
directly mapped to each other through Network Address Translation
(NAT).

An AMI that all users have launch permissions for.

Sets of large public data sets that can be seamlessly integrated into
AWS cloud-based applications. Amazon stores the data sets at no
charge to the community and, like all AWS services, users pay only
for the compute and storage they use for their own applications.
These data sets currently include data from the Human Genome
Project, the U.S. Census, Wikipedia, and other sources.

All Amazon EC2 instances are assigned two IP addresses at
launch: a private address (RFC 1918) and a public address that are
directly mapped to each other through Network Address Translation
(NAT).

A geographical area in which you can launch instances (e.g., US,
EUV).

A collection of instances started as part of the same launch
request.
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Reserved Instance An additional Amazon EC2 pricing option. With Reserved
Instances, you can make a low one-time payment for each instance
to reserve and receive a significant discount on the hourly usage
charge for that instance.

security group A security group is a named collection of access rules. These
access rules specify which ingress (i.e., incoming) network traffic
should be delivered to your instance. All other ingress traffic will be
discarded.

shared AMI AMIs that developers build and make available for other AWS
developers to use.

Solaris Amazon EC2 instances are available for many operating platforms,
including Linux, Solaris, Windows, and others.

snapshot Amazon EBS provides the ability to create snapshots or backups
of your Amazon EBS volumes and store them in Amazon S3. You
can use these snapshots as the starting point for new Amazon EBS
volumes and to protect your data for long term durability.

supported AMIs These AMIs are similar to paid AMIs, except that you charge for
software or a service that customers use with their own AMIs.

tebibyte (TiB) a contraction of tera binary byte, a tebibyte is 2740 bytes or
1,099,511,627,776 bytes. A terabyte is 10*12 or 1,000,000,000,000
bytes. So yes, Amazon has bigger bytes.

UNIX Amazon EC2 instances are available for many operating platforms,
including Linux, Solaris, Windows, and others.

Windows Amazon EC2 instances are available for many operating platforms,
including Linux, Solaris, Windows, and others.
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Typographical Conventions

Document Conventions

This section lists the common typographical and symbol use conventions for AWS technical

publications.

Typographical Conventions

This section describes common typographical use conventions.

Convention

Call-outs

Code in text

Code blocks

Emphasis

Internal cross
references

Logical values,
constants, and regular
expressions, abstracta

Description/Example

A call-out is a number in the body text to give you a visual reference. The
reference point is for further discussion elsewhere.

You can use this resource regularly.ﬂ

Inline code samples (including XML) and commands are identified with a
special font.

You can use the command j ava - versi on.

Blocks of sample code are set apart from the body and marked
accordingly.

# 1s -1 [/var/ww htm/index. htm

-rwrwr-- 1 root root 1872 Jun 21 09:33 /var/ww html/
i ndex. ht i

# date

Wed Jun 21 09: 33:42 EDT 2006

Unusual or important words and phrases are marked with a special font.
You must sign up for an account before you can use the service.

References to a section in the same document are marked.
See Document Conventions (p. 416).

A special font is used for expressions that are important to identify, but are
not code.

If the value is nul | , the returned response will be f al se.
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Typographical Conventions

Convention

Product and feature
names
Operations

Parameters

Response elements

Technical publication
references

User entered values

User interface controls
and labels

Variables

Description/Example

Named AWS products and features are identified on first use.
Create an Amazon Machine Image (AMI).

In-text references to operations.
Use the Get Hl TResponse operation.

In-text references to parameters.
The operation accepts the parameter Account | D.

In-text references to responses.

A container for one Col | ecti onPar ent and one or more
Col | ectionltens.

References to other AWS publications. If the reference is hyperlinked, it is
also underscored.

For detailed conceptual information, see the Amazon Mechanical Turk
Developer Guide.

A special font marks text that the user types.
At the password prompt, type MyPasswor d.

Denotes named items on the Ul for easy identification.
On the File menu, click Properties.

When you see this style, you must change the value of the content when
you copy the text of a sample to a command line.

% ec2-register <your - s3- bucket >/image.manifest
See also Symbol Conventions (p. 418).
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Symbol Conventions

This section describes the common use of symbols.

Convention

Mutually
exclusive
parameters

Optional
parameters
XML variable
text

Variables

Symbol

(Parentheses | and
| vertical | bars)

[square brackets]

<arrow brackets>

Description/Example

Within a code description, bar separators denote options from
which one must be chosen.

% data = hdfread (start | stride | edge)

Within a code description, square brackets denote completely
optional commands or parameters.

% sed [-n, -quiet]

Use square brackets in XML examples to differentiate them
from tags.

<Cust oner | d>[ | D] </ Cust oner | d>

Within a code sample, arrow brackets denote a variable that
must be replaced with a valid value.

% ec2-regi ster <your-s3-bucket>/image. nani f est
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Index

A

actions, 5
adding key pairs, 34, 171
adding security groups, 36, 174
AllocateAddress
Query, 13
SOAP, 148
Amazon EBS
describing snapshot attributes, 92, 235
modifying resetting attributes, 125, 274
modifying snapshot attributes, 111, 259
AMls
deregistering, 52, 190
describing attributes, 63, 202
describing images, 67, 207
registering, 119, 268
resetting attributes, 123, 272
API
actions, 5
data types, 5
APl list
Query, 10
SOAP, 145
AssociateAddress
Query, 15
SOAP, 150
attaching volumes, 17, 152
AttachVolume
Query, 17
SOAP, 152
audience, 1
AuthorizeSecurityGrouplngress
Query, 20
SOAP, 155
authorizing security group ingress, 20, 155
Availability Zones
describing, 56, 195

B

block storage

create snapshot, 38, 48, 176, 186
bundle task

canceling, 28, 165

describing, 59, 198
Bundlelnstance

Query, 23

SOAP, 159
bundling Windows password, 23, 159

C

Calls
Query, 10
SOAP, 145

CancelBundleTask

Query, 28

SOAP, 165
canceling Windows bundling, 28, 165
changes to Amazon EC2, 4
client error codes, 408
confirming instances, 32, 169
ConfirmProductinstance

Query, 32

SOAP, 169
console output

getting, 105, 251
CreateKeyPair

Query, 34

SOAP, 171
CreateSecurityGroup

Query, 36

SOAP, 174
CreateSnapshot

Query, 38

SOAP, 176
CreateVolume

Query, 41

SOAP, 179
creating EBS snapshots, 38, 48, 176, 186
creating key pairs, 34, 171
creating security groups, 36, 174
creating volumes, 41, 179

D

data types, 5
DeleteKeyPair

Query, 44

SOAP, 182
DeleteSecurityGroup

Query, 46

SOAP, 184
DeleteSnapshot

Query, 48

SOAP, 186
DeleteVolume

Query, 50

SOAP, 188
deleting

key pairs, 44, 182

security groups, 46, 184
deleting volumes, 50, 188
Deregisterimage

Query, 52

SOAP, 190
deregistering AMIs, 52, 190
DescribeAddresses

Query, 54

SOAP, 192
DescribeAvailabilityZones

Query, 56

SOAP, 195
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DescribeBundleTasks

Query, 59

SOAP, 198
DescribelmageAttribute

Query, 63

SOAP, 202
Describelmages

Query, 67

SOAP, 207
Describelnstances

Query, 71

SOAP, 212
DescribeKeyPairs

Query, 78

SOAP, 219
DescribeRegions

Query, 80

SOAP, 221
DescribeReservedinstances

Query, 82

SOAP, 223
DescribeReservedInstancesOfferings

Query, 85

SOAP, 227
DescribeSecurityGroups

Query, 88

SOAP, 231
DescribeSnapshotAttribute

Query, 92

SOAP, 235
DescribeSnapshots

Query, 94

SOAP, 238
DescribeVolumes

Query, 97

SOAP, 242
describing AMI attributes, 63, 202
describing Availability Zones, 56, 195
describing elastic IP addresses, 54, 192
describing images, 67, 207
describing instances, 71, 212
describing key pairs, 78, 219
describing regions, 80, 221
describing Reserved Instance offerings, 85, 227
describing Reserved Instances, 82, 223
describing security groups, 88, 231
describing snapshots, 94, 238
describing volumes, 97, 242
describing Windows bundling tasks, 59, 198
detaching volumes, 100, 246
DetachVolume

Query, 100

SOAP, 246
DisassociateAddress

Query, 103

SOAP, 249
disassociating elastic IP addresses, 103, 249

E

elastic block storage

create snapshot, 38, 48, 176, 186

elastic IP addresses

associating, 15, 150
describing, 54, 192
disassociating, 103, 249
releasing, 117, 121, 266, 270

error codes, 408

F

firewall, 36, 174
function list

G

Query, 10
SOAP, 145

GetConsoleOutput

Query, 105
SOAP, 251

GetPasswordData

Query, 107
SOAP, 253

getting console output, 105, 251
getting password, 107, 253
glossary, 413

groups

creating, 36, 174
describing, 88, 231
revoking access, 127, 130, 276, 280

image attributes

describing, 63, 202

images

deregistering, 52, 190
describing, 67, 207

modifying attributes, 109, 255
registering, 119, 268
resetting attributes, 123, 272

instance

bundling Windows, 23, 159

instances

accessing, 13, 148
confirming, 32, 169
describing, 71, 212
monitoring, 113, 261
disabling, 142, 294
rebooting, 117, 266
terminating, 139, 291

IP addresses

associating, 15, 150
describing, 54, 192
disassociating, 103, 249
releasing, 121, 270
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K DescribeAddresses, 54
DescribeAvailabilityZones, 56
DescribeBundleTasks, 59
DescribelmageAttribute, 63
Describelmages, 67
Describelnstances, 71
DescribeKeyPairs, 78
DescribeRegions, 80

key pairs
creating, 34, 171
deleting, 44, 182
describing, 78, 219
killing instances, 139, 291

M DescribeReservedinstances, 82
ModifylmageAttribute DescribeReservedinstancesOfferings, 85
Query, 109 DescribeSecurityGroups, 88
SOAP, 255 DescribeSnapshotAttribute, 92
modifying image attributes, 109, 255 DescribeSnapshots, 94
ModifySnapshotAttribute DescribeVolumes, 97
Query, 111 DetachVolume, 100
SOAP, 259 DisassociateAddress, 103
monitoring instances, 113, 261 GetConsoleOutput, 105
disabling, 142, 294 GetPasswordData, 107
Monitorlnstances list of operations, 10
Query, 113 ModifylmageAttribute, 109
SOAP, 261 ModifySnapshotAttribute, 111
Monitorlnstances, 113
N PurchaseReservedinstancesOffering, 115

RebootlInstances, 117
Registerimage, 119
ReleaseAddress, 121

new features, 4

O ResetimageAttribute, 123
operation list ResetSnapshotAttribute, 125
Query, 10 RevokeSecurityGrouplngress, 127
SOAP, 145 Runinstances, 130
Terminatelnstances, 139
p Unmonitorinstances, 142
password
getting Windows, 107, 253 R
PurchaseReservedInstancesOffering rebooting instances, 117, 266
Query, 115 RebootInstances
SOAP, 264 Query, 117
purchasing Reserved Instances, 115, 264 SOAP, 266
regions
Q describing, 80, 221
Query Registerimage
AllocateAddress, 13 Query, 119
AssociateAddress, 15 ?Q’OA.P’ 268
AttachVolume, 17 registering AMIs, 119, 268

AuthorizeSecurityGrouplngress, 20 ReleaseAddress
Bundlelnstance, 23 Query, 121

CancelBundleTask, 28 SO.AP’ 270.
ConfirmProductinstance. 32 releasing elastic IP addresses, 121, 270

CreateKeyPair, 34 Remote Desktop, 13, 148

CreateSecurityGroup, 36 required knowledge, 1

CreateSnapshot, 38 Reserve_d _Instances
CreateVolume, 41 describing, 82, 223
DeleteKeyPair, 44 describing offerings, 85, 227

DeleteSecurityGroup, 46 purchasing, 155 264
DeleteSnapshot, 48 ResetimageAttribute

DeleteVolume, 50 Query, 123
Deregisterimage, 52 SOAP, 272
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ResetSnapshotAttribute DescribeVolumes, 242
Query, 125 DetachVolume, 246
SOAP, 274 DisassociateAddress, 249
resetting image attributes, 123, 272 GetConsoleOutput, 251
resources, 2 GetPasswordData, 253
RevokeSecurityGrouplngress list of operations, 145
Query, 127 ModifylmageAttribute, 255
SOAP, 276 ModifySnapshotAttribute, 259
revoking access, 127, 130, 276, 280 Monitorlnstances, 261
Runinstances PurchaseReservedinstancesOffering, 264
Query, 130 Rebootlnstances, 266
SOAP, 280 Registerimage, 268
ReleaseAddress, 270
S ResetimageAttribute, 272

ResetSnapshotAttribute, 274
RevokeSecurityGrouplngress, 276
Runlnstances, 280
Terminatelnstances, 291
Unmonitorinstances, 294

security groups
authorizing ingress, 20, 155
creating, 36, 174
deleting, 46, 184
describing, 88, 231

revoking access, 127, 130, 276, 280 T
server error codes, 408
shutting down instances, 139, 291 Terminatelnstances
snapshots Query, 139
describing, 94, 238 SOAP, 291
describing attributes, 92, 235 terminating instances, 139, 291
modifying attributes, 111, 259
resetting attributes, 125, 274 U
SOAP Unmonitorinstances
AIIoca_teAddress, 148 Query, 142
AssociateAddress, 150 SOAP, 294
AttachVolume, 152
AuthorizeSecurityGrouplngress, 155 V
Bundlelnstance, 159
CancelBundleTask, 165 verifying instances, 32, 169
ConfirmProductinstance, 169 volumes _
CreateKeyPair, 171 attaching, 17, 152
CreateSecurityGroup, 174 creating, 41, 179
CreateSnapshot, 176 deleting, 50, 188
CreateVolume, 179 describing, 97, 242
DeleteKeyPair, 182 detaching, 100, 246
DeleteSecurityGroup, 184
DeleteSnapshot, 186 W
DeleteVolume, 188 Windows
Deregisterimage, 190 bundling instance, 23, 159
DescribeAddresses, 192 canceling bundle task, 28, 165
DescribeAvailabilityZones, 195 describing bundle tasks, 59, 198
DescribeBundleTasks, 198 getting password, 107, 253
DescribelmageAttribute, 202
Describelmages, 207 Z
Describelnstances, 212
DescribeKeyPairs, 219 zones
DescribeRegions, 221 describing, 56, 195

DescribeReservedinstances, 223
DescribeReservedinstancesOfferings, 227
DescribeSecurityGroups, 231
DescribeSnapshotAttribute, 235
DescribeSnapshots, 238
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